New Zealand Intelligence and Security Bill

Government Bill
As reported from the Foreign Affairs, Defence and Trade Committee
Commentary

Recommendation

The Foreign Affairs, Defence and Trade Committee has examined the New Zealand
Intelligence and Security Bill, and recommends by majority that it be passed with the
amendments shown.

Introduction

The bill seeks to update the legislative framework governing New Zealand’s intelli-
gence and security agencies and to improve their transparency. It would create a
single Act to cover the agencies.

The bill would implement the Government’s response to the independent review of
intelligence and security in New Zealand conducted by Sir Michael Cullen and Dame
Patsy Reddy. In particular, the review recommended that the Government Communi-
cations Security Bureau (GCSB) and the New Zealand Security Intelligence Service
(NZSIS) and their oversight bodies (the Inspector-General of Intelligence and Secur-
ity, and the Intelligence and Security Committee) be covered by a single, comprehen-
sive piece of legislation.

The bill would replace the four Acts that currently apply to these agencies and over-
sight bodies, carrying over important protections around political neutrality, lawful
advocacy, protest, and dissent. Having one piece of legislation would make the law
much easier to understand.

The bill as introduced contains:
. shared objectives, functions, and powers for the agencies

. provisions to bring the GCSB and the NZSIS within normal State sector ar-
rangements, establishing the NZSIS as a public service department under the
State Sector Act 1988, and making the GCSB fully subject to that Act
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. a single authorisation regime applying to both agencies that covers their intelli-
gence collection and protective security functions

. a comprehensive information-sharing regime to support the agencies to carry
out their functions, and to ensure clarity and transparency around their access
to information

. significant enhancements to the oversight institutions and their roles

. provisions to continue those enacted in legislation stemming from the Counter-
ing Terrorist Fighters Legislation Bill in 2014!, including amendments to the
Passports Act 1992 concerning travel documents.

The NZSIS’s ability to act in relation to New Zealanders has been constrained
through the limitation of Type 1 intelligence warrants to the national security object-
ive. A warrant may only be obtained against a New Zealander for the international
relations and well-being, and the economic well-being objectives if that person is
acting as an agent of a foreign power.

The prohibition on the GCSB acting for the purpose of intercepting the private com-
munications of a person who is a New Zealand citizen or permanent resident of New
Zealand has been removed, and replaced by the triple-lock authorisation and review
mechanism provided for in Part 4 and Part 6 of the bill.

The committee’s intention in addressing these matters has been to ensure improve-
ment in the efficacy of the oversight of the agencies, while allowing for proper im-
provement in operational effectiveness as is required, to ensure that the human and
legal rights of New Zealanders are appropriately protected.

The committee’s consideration of the bill

We would like to thank the many organisations and individuals who have helped us in
our consideration of the bill by sharing their views with us. This has helped us devel-
op legislation that we believe is now fit for purpose and provides a good balance be-
tween protecting the freedoms enjoyed in our society, keeping New Zealanders safe,
and providing oversight to ensure that the intelligence and security agencies’ powers
are exercised properly.

In particular our amendments seek to:

. limit the range of powers that are available to the intelligence and security
agencies in certain circumstances (for example, practice warrants and removal
warrants)

. remove powers that cannot be readily justified by operational need (we recom-

mend removing purpose-based warrants)

I That bill was divided and enacted as amendments in 2014 to the Customs and Excise Act 1992,
the New Zealand Security Intelligence Service Act 1969, and the Passports Act 1992.
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. provide the Inspector-General of Intelligence and Security with the practical
means to exercise her oversight role more effectively (we recommend a num-
ber of new registers).

This commentary covers the main changes we recommend to the bill. It does not dis-
cuss minor or technical changes.

Change to title

We recommend removing “New Zealand” from the title of the bill so that the name of
the Act as set out in clause 1 would be the Intelligence and Security Act 2016. We
consider that the word “New Zealand” is redundant because the legislation would
only apply in this country.

Definition of national security to be replaced

We recommend deleting clause 5 of the bill as introduced, which would define na-
tional security. We consider that the nature of this definition would require the intelli-
gence and security agencies to make difficult judgements about when the definition
applied, and when their powers could be invoked.

In our view more certainty is needed, and we recommend replacing the definition of
national security in clause 5 with new clause 55A. This clause would define the cir-
cumstances in which the intelligence and security agencies may take action, in respect
of New Zealanders, in pursuit of their national security objective. The clause provides
a closed list of things that could be broadly described as matters of national security.

Two-part test for issue of Type 1 intelligence warrant

Clause 55A would set out a two-part test to determine whether a Type 1 intelligence
warrant may be issued. Type 1 warrants are always required in relation to New Zea-
land citizens or permanent residents.

First, the authorising Minister and a Commissioner of Intelligence Warrants must be
satisfied that the proposed otherwise unlawful activity would be necessary to contrib-
ute to the protection of national security. This would act as a filter when considering a
matter.

Second, the intelligence agency’s activity would be necessary to identify, enable the
assessment of, or protect against one or more of the limited number of harms listed in
clause 55A(2). These harms include terrorism or violent extremism, espionage or
other foreign intelligence activity, sabotage, proliferation of weapons of mass destruc-
tion, serious crime, interference with information or information infrastructures of im-
portance to the New Zealand Government, and the threats listed in clause 55A(2)(g).
We have carefully considered the parameters around each of these harms to ensure
that the intelligence and security agencies’ powers may only be invoked in relation to
New Zealanders in circumstances where this is justified.

We consider that this approach will provide greater certainty about the protections ap-
plying to New Zealanders and when the agencies may invoke their powers.
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Registers of assumed identities and legal entities

Part 3 of the bill would enable an employee of an intelligence and security agency to
acquire, use, and maintain an assumed identity to help the agency to maintain the se-
crecy of its activities and to protect the identity of the employee. It would also allow
an intelligence and security agency to create and maintain a legal entity to help the
agency to maintain the secrecy of its activities.

We recommend including new subpart 3 in Part 3 which would provide for each of
the intelligence and security agencies to keep a register of assumed identities ac-
quired, and legal entities created or maintained by that agency. Clause 45A(2) would
require each register to include details of authorisations and directions given, and re-
quests for assistance that have been made, under Part 3. Clause 45A(3) would provide
for the register kept by an intelligence and security agency to be accessed at any time
by the Minister responsible for that agency, and the Inspector-General of Intelligence
and Security (IGIS).

We consider that having registers available for inspection would enhance the ability
of the IGIS to exercise effective oversight in relation to the creation, use, and main-
tenance of assumed identities and cover entities.

Minister to issue intelligence warrants

We recommend amending clause 53(2)(a) and (3) to provide for applications for intel-
ligence warrants of Type 1 (concerning New Zealanders) to be made jointly to the
Minister responsible for the intelligence and security agency concerned, and the Chief
Commissioner of Intelligence Warrants (instead of to the Attorney -General and the
Chief Commissioner of Intelligence Warrants, as provided in the bill as introduced).
Applications for Type 2 warrants (concerning non-New Zealanders) would be made
to the Minister responsible for the intelligence and security agency concerned, rather
than to the Attorney-General (as provided for in the bill as introduced).

Being responsible for issuing warrants would ensure that the responsible Minister is
aware of the day-to-day business of the agency, of which warrants are a significant
component. The law officer function of the Attorney-General is also not necessary, as
the involvement of a Commissioner of Intelligence Warrants provides the input of an
independent judicial officer.

Nationality of people under intelligence warrants

Clause 50 of the bill as introduced would provide for two types of intelligence war-
rants: Type 1 and Type 2. Clause 51 provides that Type 1 intelligence warrants would
authorise an intelligence and security agency to carry out otherwise unlawful activity
in respect of New Zealand citizens or permanent residents. Our amended clause 52
would provide for Type 2 intelligence warrants to authorise this activity where a Type
1 warrant is not required; that is, for people who are not New Zealand citizens or per-
manent residents.
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We are aware that there may be situations, such as a terrorist cell, involving both New
Zealanders and non-New Zealanders. In such situations the bill as introduced would
require agencies to obtain separate warrants for the different people in the group, cre-
ating an unnecessary administrative burden. Therefore, we recommend amending
clause 51(b) to enable Type 1 intelligence warrants to be sought where the class of
person to be targeted includes New Zealanders and non-New Zealanders.

Clause 63(1) of the bill as introduced would prevent the intelligence and security
agencies circumventing these provisions by requesting a foreign Government to
undertake the collection of information sought by the warrant. The Directors-General
are under a general duty to act in accordance with New Zealand law and all human
rights obligations recognised by New Zealand law.

Practice warrants for testing and training

Clause 57(a)(ii) and (iii) of the bill as introduced would provide for the issue of intel-
ligence warrants to test equipment (such as interception devices), maintain or develop
the capabilities of an intelligence and security agency, or to train employees. We con-
sider that warrants for testing and training are necessary, and should be properly and
formally authorised. However, we believe the controls on this kind of activity should
be more stringent than those applying to interception for intelligence-gathering pur-
poses. Including the training and testing warrants in the intelligence-warranting provi-
sions has added complexity to the bill, and caused confusion about the meaning and
intent of these provisions.

Therefore, we recommend deleting clause 57(a)(ii) and (iii) and replacing these provi-
sions with new subpart 3A in Part 4. This would provide for two types of practice
warrant: testing warrants and training warrants. Our proposed new clauses 91 to 91M
would set out the requirements for the application and issue of a practice warrant, and
the powers of each of the intelligence and security agencies in regard to practice war-
rants. They would also provide for reporting on practice warrant activities.

We are satisfied that the practice warrants would be subject to the same approval
process as a Type 1 warrant, and that the range of activities that might be conducted
and powers that may be exercised under these warrants is more limited than for intel-
ligence warrants.

Due particularity in applications and additional criteria for issue of
intelligence warrant

We recommend replacing clause 53 to require each warrant application to contain
more information. This would include specifying the type of intelligence warrant ap-
plied for, details of the activity proposed to be carried out under the warrant, and the
grounds on which the application is made (including the reasons why the legal re-
quirements for issuing the warrant are believed to be satisfied). This would ensure
that the warrant application fully addresses the matters that, under clause 61(f), must
be stated in the warrant once it is issued, namely “the particular activity or activities
authorised to be carried out” as well as the criteria that must be considered by the de-
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cision-maker(s). This would ensure the Minister, and where relevant the Commis-
sioner, have the level of information necessary to make informed decisions about
whether the criteria for issue of the warrant are met and any appropriate conditions
and restrictions can be imposed. It would also enhance the after-the-fact oversight of
warrants exercised by the Inspector-General of Intelligence and Security.

New clause 53(1)(d) would require the Director-General of an intelligence and secur-
ity agency to make a statement when applying for a warrant that the facts contained in
the application are true and correct.

We also recommend inserting new clause 57(d)(ii) to provide that all reasonably prac-
ticable steps be taken to minimise the impact of the proposed activity on any mem-
bers of the public. This would continue the explicit protections for third parties con-
tained in both the agencies’ current Acts.

Removal of purpose-based warrants

Clause 64 of the bill as introduced would provide that an intelligence warrant may
authorise the carrying out of any of the activities listed in clause 64(1)—including
surveillance, interception of private communications, search, and seizure—for a spe-
cified purpose without the warrant needing to describe the persons in respect of
whom, or the places at which, the activities would be undertaken. These purpose-
based warrants may only be issued where the objectives cannot be accomplished
under a targeted warrant.

We received advice from officials that Type 1 and Type 2 warrants can meet the agen-
cies’ operational needs without the need for purpose-based warrants. The regular war-
rants also provide more safeguards, greater legal certainty, and more effective over-
sight. Therefore, we see no operational justification for retaining the provision for
purpose-based warrants, and we recommend deleting clause 64.

Collection of information

We recommend deleting clauses 82 and 83 regarding the collection of intelligence,
and replacing them with new clause 49A, and new clause 91N in new subpart 3B of
Part 4.

In particular, new clause 91N(2)(a) would provide that unauthorised information (in-
formation unintentionally collected that is outside the scope of an authorisation or
authorised activity) must be destroyed immediately after collection unless an intelli-
gence warrant is promptly issued to authorise collection of the information, or new
clause 91P (which relates to incidentally obtained information) applies.

This would ensure that all intelligence collection is properly authorised and that reten-
tion of intelligence is also subject to the protections of a warrant, or authorised by
new clause 91P.
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Destruction of irrelevant information

We recommend inserting new clause 910 to require the destruction of irrelevant in-
formation. Subclause (1)(a) and (b) would define irrelevant information as being in-
formation that has been legitimately collected but is not, or is no longer, relevant to
the agency’s functions. Subclauses (2) and (3) would provide that irrelevant informa-
tion must be destroyed as soon as practicable, unless a law requires the retention of
the information, or a court order has prohibited the destruction of the information.

This would address the lack of a provision in the bill as introduced concerning the
treatment of irrelevant information collected under warrant.

Treatment of information under amended or revoked warrant

We recommend deleting clause 76 regarding the amendment and revocation of intelli-
gence warrants, and replacing it with new clause 89A. This new clause would confer
discretion on the warrant decision-makers to order the destruction of information ob-
tained under a warrant where that warrant is amended or revoked. In the case of a
Type 1 warrant, the decision-making authority rests with the authorising Minister and
a Commissioner of Intelligence Warrants, while for a Type 2 warrant the authorising
Minister is responsible.

This amendment would address the lack of any discretion in the bill as introduced to
order the destruction of information collected pursuant to an amended or revoked
warrant.

Databases accessible to intelligence and security agencies

Clause 109 would allow the Governor-General to amend Schedule 2 by Order in
Council on the recommendation of the relevant Minister. Schedule 2 lists databases
that the intelligence and security agencies may directly access.

The Regulations Review Committee has advised us that clause 109 is a “Henry VIII”
power as it authorises delegated legislation to amend, suspend, or override primary
legislation. Such a power should only be used in exceptional circumstances and with
strict controls. We are concerned that this clause would allow changes to be made to
the list of databases without parliamentary oversight of the reasons for any changes.
This would result in the loss of public scrutiny over decisions and accountability for
them.

For these reasons we recommend deleting clause 109.

Obtaining business records of telecommunications network
operators and financial service providers

Part 5 sets out the intelligence and security agencies’ access to information held by
other agencies.

We recommend inserting new subpart 4 into Part 5 to provide a new framework for
the intelligence and security agencies to access business records held by telecommu-
nications network operators and financial service providers. Business records include
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information collected and maintained as part of normal business practice, but impor-
tantly, not the content of any communications.

This new legal framework seeks to respond to industry concerns, and would be limit-
ed to individual requests for specific information rather than bulk or class-based
orders. There would be no requirement for firms to collect or retain any information
that they do not already collect.

The framework introduces an element of compulsion. It would involve the issue of a
standing business records approval by the responsible Minister and a Commissioner
of Intelligence Warrants. This would authorise the Director-General of an intelligence
and security agency to issue orders for the production (business records directions) of
certain business records in specific pre-identified circumstances, and on a case-by-
case basis. The new framework would introduce more rigorous control over access to
banking and telecommunications business records, as well as greater oversight and
transparency.

Clause 118B(1) would define business records as meaning all information in the pos-
session or under the control of the telecommunications network operator, and all in-
formation in the possession or under the control of the financial service provider. Cer-
tain information (for example, information about the employees and directors of the
telecommunications network operator or financial services provider, information re-
lating to their business operations, and the content of telecommunications) would be
excluded from the definition of business records. The business records approval
would apply only in respect of telecommunications network operators and financial
service providers, as defined in specified legislation.>

Clause 118C(3) would provide for the Director-General of an intelligence and secur-
ity agency to apply for an approval in writing describing the circumstances, the busi-
ness records that may be sought, the function the agency would be performing, and
why obtaining an intelligence warrant would be impractical or inappropriate.

Clause 118E(2) would provide for the responsible Minister and a Commissioner of
Intelligence Warrants to authorise the agencies to obtain business records. They must
be satisfied that obtaining the records is necessary for the intelligence and security
agency to perform a function under clauses 13, 14, or 17 of the bill, that the privacy
impact of obtaining the records does not outweigh the importance of performing the
function, and that it would not be more appropriate to obtain an intelligence warrant
to obtain the business records. Clause 118E(3) specifies that an approval must state
the Director-General to whom the approval is granted, the circumstances in which the
business records may be obtained, which records or class of records may be obtained,
any restrictions or conditions to which the approval is subject, and the date the appro-
val was granted.

2 The Telecommunications (Interception Capability and Security) Act 2013, section 3(1), and the
Financial Service Providers (Registration and Dispute Resolution) Act 2008, section 4.
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Clause 118F would provide for a business records approval to expire six months after
it had been granted.

Clause 118G would provide for the responsible Minister and a Commissioner of In-
telligence Warrants to amend or revoke an approval at any time, and to direct that all
or any specified business records obtained under the approval be destroyed.

Clause 118H(1) would provide that, after being granted an approval, the Director-
General of the intelligence and security agency may issue a direction in writing to a
named business agency requiring it to provide specified business records, or any spe-
cified class of business records, that relate to an identifiable person or thing. Clause
118H(2) would allow a Director-General to issue a direction only in respect of busi-
ness records obtainable under a current approval, and subject to the circumstances
and any restrictions or conditions stated in the approval.

Under clause 118I(1) an agency issued with a direction would be required to comply
not later than 30 days, or any later period permitted by the Director-General who
issued the request, after receipt of the direction.

Clause 118I(2) provides that a business agency would commit an offence if it failed to
comply with a business records direction. Clause 118I(3) sets out the penalty as a
term of imprisonment not exceeding one year for an individual, and a fine not exceed-
ing $40,000 for a body corporate. This penalty is similar to that in section 174 of the
Search and Surveillance Act 2012 for failure to comply with a production order.

Clause 118K(1) would require the intelligence and security agencies to maintain a
register of business records directions issued to telecommunications network oper-
ators and financial services providers. Clause 118K(2) lists the details the register
must include. Under clause 118K(3) the register may be accessed at any time by the
responsible Minister, and the Inspector-General.

Certification by Directors-General as to necessity of information disclosure

We recommend a procedural amendment to clause 101 to allow the Director-General
of the relevant intelligence and security agency to certify that disclosure of the infor-
mation is necessary for the performance of that agency’s statutory functions. This
would help the disclosing agency to decide whether the grounds for disclosure in
clause 101 are met. The amendment is intended to address concerns about the ability
of disclosing agencies to assess whether disclosure is necessary to enable the GCSB
or the NZSIS to perform any of its statutory functions. Disclosure under clause 101
would still be voluntary, and there would be no obligation to disclose information
where a Director-General has issued such a certificate.

We recommend inserting new clause 101A to require the Directors-General of the in-
telligence and security agencies to maintain a register of certificates (section 101 cer-
tificates) issued by them under section 101(2A). Clause 101A(2) lists the details the
register must include for each section 101 certificate issued, and clause 101A(3) pro-
vides that the register may be accessed at any time by the responsible Minister and
the Inspector-General.
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Transfer of adoption information

Adoption information is highly sensitive; it includes the fact that an adoption took
place, and information about birth parents, adoptive parents, and the adopted person.
Access to this information is subject to strict statutory controls under the Births,
Deaths, Marriages and Relationships Registration Act 1995, and the Adoption Act
1955.

While there may be strong intelligence reasons why the security and intelligence
agencies need access to adoption information on occasions, this is unlikely to be often
enough to justify direct access. The restrictions on the availability of this information
are also akin to those applying to information currently included in the restricted in-
formation scheme in the bill as introduced. Therefore, we recommend transferring
adoption information from the direct access scheme in Schedule 2 to the restricted in-
formation scheme in subpart 3 of Part 5 of the bill.

This would allow the agencies to obtain adoption information on a case-by-case basis,
but only where they have satisfied the responsible Minister (and a Commissioner of
Intelligence Warrants, where applicable) that this is necessary and proportionate. We
consider that this would better balance operational needs with the sensitivity of adop-
tion information.

Police-held information to be added to Schedule 2

We recommend that information held by the New Zealand Police about people or lo-
cations identified as posing a possible physical threat to GCSB and NZSIS staff
should be added to Schedule 2 of the bill and be made accessible to the NZSIS.

We consider that direct access to this information would benefit the safety of field of-
ficers. For example, because physical surveillance can involve following a target on
the move, NZSIS physical surveillance officers routinely find themselves operating in
locations they did not anticipate being in, and that they have no control over. Direct
access to this Police-held information would enable agency staff to check in real time
whether there is a need to proceed with extra caution, or to request further informa-
tion or support from the Police.

Police-held financial intelligence to be added to Schedule 2

We recommend that financial intelligence held by the New Zealand Police about
people (natural and legal persons) identified as being relevant to national security in-
vestigations should be added to Schedule 2 of the bill, and be made accessible by the
NZSIS and the GCSB.

The Financial Intelligence Unit of the New Zealand Police holds a database of do-
mestic and international financial intelligence that is used to prevent and detect
money laundering and the financing of terrorism. Currently this information can only
be provided to the intelligence and security agencies on a case-by-case basis, which is
inefficient. We consider that direct access to this information would benefit the agen-
cies’ work to investigate the financing of overseas terrorist organisations from New
Zealand, and the identification of financial transactions associated with the activities
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of foreign intelligence agencies operating in New Zealand. It would also enable better
collaboration in identifying and countering the financing of terrorism.

Action following a finding of irregular authorisation

We recommend amending clause 126(1) and inserting new clause 126(3) to provide
that the Inspector-General may recommend the destruction of intelligence collected
under an authorisation where the authorisation or actions taken have been the subject
of a finding of irregularity by the IGIS. It would be open to the Inspector-General to
report this finding to the Minister responsible for the intelligence and security agency
and the Chief Commissioner of Intelligence Warrants in the case of a Type 1 warrant,
and to the Minister responsible for the intelligence and security agency in the case of
a Type 2 warrant or any other kind of authorisation. We consider that this would assist
the decision-makers to respond to the finding of an irregularity in an authorisation or
authorised activities.

More mandatory ministerial policy statements

Part 7 of the bill sets out a framework requiring the Minister responsible for an intelli-
gence and security agency to issue policy statements providing guidance to the agen-
cies on the conduct of their activities. Ministerial policy statements provide clarity,
oversight and accountability, transparency, and public confidence and reassurance.

Some of the agencies’ lawful activities involve gathering information about individu-
als and organisations where a degree of deception or intrusion into someone’s private
life is involved. Recognising this, we recommend amending clause 165 to expand the
list of matters on which the responsible Minister must issue ministerial policy state-
ments, to include:

. providing information assurance and cybersecurity activities by consent

. collecting information lawfully from persons without an intelligence warrant or
authorisation

. conducting surveillance in a public place

. obtaining and using publicly available information

. requesting information from agencies under section 100

. information management (including retention and destruction)

. making false or misleading representations about being employed with an intel-
ligence and security agency, and

. conducting activities in accordance with an exemption from the Land Transport
(Road User) Rule 2004.

Effect of ministerial policy statement

We also recommend inserting new clause 167A which would require the agencies to
have regard to any relevant ministerial policy statements when making decisions and
taking any action.
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Amendment to privacy principle 10 of Privacy Act 1993

We recommend amending clause 263 of the bill to insert into section 6 of the Privacy
Act 1993 a new subclause (2) after principle 10. This new provision would mean that
an intelligence and security agency that holds personal information obtained for one
purpose may use that information for another, secondary, purpose only if the agency
believes on reasonable grounds that this use is necessary to enable it to perform any
of its statutory functions. We consider it appropriate that the ability to use information
for the purpose of the intelligence and security agencies’ functions be restricted to the
intelligence and security agencies, rather than open to any agency as provided for in
the bill as introduced.

Green Party of Aotearoa New Zealand minority view

The Green Party welcomes the improvements in the final draft of the New Zealand
Intelligence and Security Bill, in particular the following:

. Political neutrality: a stronger obligation on the agency heads (a “specific
duty”) to ensure that agency activities will not promote or harm the interests of
any political party or candidate.

. Foreign agencies: a new assurance that cooperation with foreign jurisdictions
will be in accordance with New Zealand law and human rights obligations.

. Freedom of expression: a clear assurance that lawful acts of advocacy, protest,
or dissent are secure from intelligence activity.

. Registers: a register of assumed identities and legal entities.

. Issue of warrants: “due particularity” in applications and additional criteria for
the issue of warrants.

. National security: a “closed list” of elements related to national security.

. Triple-Lock: the requirement for a Type 1 warrant to be jointly authorised by
the Minister and the Chief Commissioner, with review by the Inspector-Gener-
al.

. Purpose-based warrants: such warrants now removed.

. Destruction of unauthorised information.

. Deletion of the provision for retention of “incidentally-obtained intelligence”.

. Destruction of “irrelevant information”.

. Database accessibility: deletion of ministerial empowerment to amend, sus-

pend, or override primary legislation.

The Green Party also acknowledges the increased professionalism and integrity of the
New Zealand intelligence services in recent years. It views this, however, as a rectifi-
cation of unacceptable shortcomings, not as a justification for new intrusive powers
by the State.

Notwithstanding the legislative improvements identified above, the Green Party con-
tinues to oppose the bill because it believes the underlying political judgement on
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which the bill rests is flawed. The bill rests on an erroneous view of counter-terrorism
policy.

The stated purpose of the bill is to protect New Zealand as a “free, open and demo-
cratic society”. To that end, it gives our intelligence agencies “adequate and appropri-
ate powers” to contribute to (i) the protection of national security; (ii) international
relations and “wellbeing”; and (iii) “economic well-being”. This is to be done with
due regard to New Zealand law, integrity and professionalism, and democratic over-
sight.

In order to do that, however, the bill enhances the espionage capacity of the State,
with the effect of eroding the freedom and openness of society, in the name of secur-
ity.

It is acknowledged by both those for and against the bill that intrusive powers of es-
pionage by the State axiomatically erode individual human rights. The argument for
greater intrusive powers, advanced in the Cullen-Reddy report and ministerial
speeches, is that a balance between national security and individual rights needs to be
struck. In today’s world of terrorism and “radical extremism”, it is argued, the respon-
sibility of the State to undertake espionage on its own citizens as well as foreigners
has increased, and that this unavoidably alters the balance. This justifies a single
legislative framework in the interests of “efficiency”, and expanded intrusive powers
in the interests of “effectiveness”.

The Explanatory Note does not elaborate upon the bill’s purpose, but senior Ministers
have done so. The former Prime Minister stated (August 2016) that

113

.. it is vital our agencies operate under legislation which enables them to be
effective in an increasingly complex security environment, where we are con-
fronted by growing numbers of cyber-threats and the rise of terrorist groups
such as ISIL.”

The Foreign Minister advised the UN Security Council (May 2016) that

“New Zealand once regarded itself as largely removed from the threat of inter-
national terrorism, protected by its geography. Sadly, we now live in a world
where terrorism is a global enterprise, exported through modern technology and
sophisticated social media. Every society has its element of disenchanted and
disenfranchised who provide a ready market for extremist ideology. Every soci-
ety has its element of disturbed or criminal individuals who find international
terrorist branding a convenient cloak.”

As a result of these political perceptions, the National Terrorist Threat Assessment
was raised in 2014 from Very Low (unlikely) to Low (possible but not expected).
This, the Government concludes, justifies a single legislative framework, more intru-
sive State powers, and this bill.

The Green Party views it differently. It does not agree that a threat that is not expected
to occur justifies these changes. Terrorism is but one of seven “harms” associated
with national security, most of which are not germane to that threat assessment. The
Green Party views terrorism as a criminal offence rather than a national security
threat. It regards national security as a political goal, not an inherent individual right.
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The Foreign Minister stated that

“the most important contribution the Security Council can make to combat ter-
rorism is to improve its capacity to prevent and resolve conflict. Unresolved
conflicts in Syria and Iraq are fertile breeding grounds for terrorism and ex-
tremist ideology—a phenomenon we have already witnessed in Afghanistan
and elsewhere. The unresolved conflict in Palestine has now fuelled generations
of hopelessness and extremism. So my first message is that the council must
face up to its core business of preventing and resolving conflicts if it wants to
eliminate the conditions under which extremist narratives and ideologies will
breed and spread.”

The Green Party agrees, but believes that the same judgement applies to New Zea-
land, which does not do enough in assisting the international community to reduce the
causes of conflict and terrorism, compared with adopting response measures of which
this bill is one.

Statement of purpose: While there is now greater precision pertaining to national se-
curity in the bill, the other purposes remain vague, legally undefined, and politically
unfocused. New Zealand’s “well-being” is not defined in the bill and can mean virtu-
ally anything. Adding a subset of that (“economic well-being”) as a separate and dis-
crete purpose is conceptually confusing.

Cooperation with foreign intelligence agencies: The balance of information and
opinion advanced in the select committee hearings confirms the Green Party’s view
that the bill would be detrimental to the national interest. It would undermine New
Zealand’s domestic integrity and diminish its international reputation. Close cooper-
ation with foreign intelligence agencies such as those operating under current US pol-
icy will prove highly problematic, if not impossible, to meet the standards of “integri-
ty and professionalism” and respect for human rights law established in the bill. How
are the New Zealand intelligence and security agency heads to collaborate with the
Five Eyes over the US presidential travel ban against Muslims, thereby discriminating
against persons on the basis of religion?

While terrorism has become a fact of contemporary global life, its perception is dis-
torted among Western governments. Most terrorist acts occur in non-Western coun-
tries. The phenomenon of terrorism in Western countries is correlated with the extent
of their engagement in military action in crisis situations that lack a clear UN man-
date.
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Appendix

Committee process

The New Zealand Intelligence and Security Bill was referred to the committee on 18
August 2016. The closing date for submissions was 7 October 2016. We received and
considered 51 submissions from interested groups and individuals. We heard oral evi-
dence from 32 submitters.

We received advice from the Department of the Prime Minister and Cabinet. We also
heard evidence from Sir Bruce Robertson, Commissioner of Security Warrants. The
Regulations Review Committee reported to us on the powers contained in clause 109
of the bill.

Committee membership

Todd Muller (Chairperson)

Hon David Cunliffe (from 8 February 2017)
Hon Jacqui Dean (from 8 February 2017)
Hon Jo Goodhew (from 8 February 2017)
Dr Kennedy Graham

Hon David Parker

Dr Shane Reti

Jami-Lee Ross

Fletcher Tabuteau

Lindsay Tisch

Hon Mark Mitchell (until 27 January 2017)
David Shearer (until 31 December 2016)
Hon David Bennett (until 8 February 2017)
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The Parliament of New Zealand enacts as follows:
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Title
This Act is the-New-£eatand Intelligence and Security Act 2016.

Commencement

The following provisions come into force on the day after the date of Royal
assent:

(a)

subpart 2 of Part 5:

(ab) sections 130 to 133:

(ac) section 200(1):
(ad) sections 208A to 208C:

Schedule 2:

(c)

Part 3 of Schedule 3.

The following provisions come into force on 1 April 2017:

(a)
(b)

subpart 4 of Part 4.
elauses-sections 233 to 261:
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3)

(c) Part 1 of Schedule 3.

The rest of this Act comes into force on the day that is 6 months after the date
of Royal assent.

Part 1
Preliminary provisions

Purpose

The purpose of this Act is to protect New Zealand as a free, open, and demo-
cratic society by—

(a) establishing intelligence and security agencies that will effectively con-
tribute to—

(i)  the protection of New Zealand’s national security; and
(1)  the international relations and well-being of New Zealand; and
(ii1)) the economic well-being of New Zealand; and

(b)  giving the intelligence and security agencies adequate and appropriate
functions, powers, and duties; and

(c)  ensuring that the functions of the intelligence and security agencies are
performed—

(i)  in accordance with New Zealand law and all human rights obliga-
tions recognised by New Zealand law; and

(1))  with integrity and professionalism; and
(iii)) in a manner that facilitates effective democratic oversight; and
(d) ensuring that the powers of the intelligence and security agencies are
subject to institutional oversight and appropriate safeguards.
Interpretation
In this Act, unless the context otherwise requires,—
advisory panel means the advisory panel continued by section 130

Auditor-General means the Controller and Auditor-General appointed under
section 7 of the Public Audit Act 2001

Chief Commissioner of Intelligence Warrants means the Chief Commis-
sioner of Intelligence Warrants appointed under section 92(2)

Commissioner of Intelligence Warrants means a Commissioner of Intelli-
gence Warrants appointed under section 92(1)

department—

(a) means a department specified in Schedule 1 of the State Sector Act
1988; and
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(b) includes a departmental agency as defined in section 27A of the State
Sector Act 1988

Deputy Inspector-General means the Deputy Inspector-General of Intelli-
gence and Security appointed under section 127

designated terrorist entity has the meaning given to it by section 4(1) of the

Terrorism Suppression Act 2002

Director-General of an intelligence and security agency means—
(a)  the Director-General of Security:

(b)  the Director-General of the Government Communications Security Bu-
reau

Director-General of Security means the chief executive of the New Zealand
Security Intelligence Service

Director-General of the Government Communications Security Bureau
means the chief executive of the Government Communications Security Bu-
reau

employee, in relation to an intelligence and security agency, means a person
employed in any capacity in that agency

bt . . " .
financial year means a period of 12 months commencing on 1 July and ending
with 30 June

foreign organisation means—
(a) a Government of any jurisdiction other than New Zealand:

(b) an entity controlled by the Government of any jurisdiction other than
New Zealand:

(c) abody corporate that is incorporated outside New Zealand, or any com-
pany within the meaning of the Companies Act 1993 that is, for the pur-
poses of the Companies Act 1993, a subsidiary of any body corporate in-
corporated outside New Zealand:

(d)  an unincorporated body of persons—

(i)  that is not a body 50% or more of whose members are New Zea-
land citizens or permanent residents of New Zealand; and

(i1)  that carries on activities wholly or in part outside New Zealand:
(e)  an international organisation
foreign person means a person who is not—
(a) aNew Zealand citizen; or

(b) apermanent resident of New Zealand
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foreign public agency means any person or body, wherever situated, that per-
forms any public function, duty, or power conferred on that person or body by
or under the laws of a foreign country

Government Communications Security Bureau means the Government
Communications Security Bureau continued by section 10

human intelligence activities means activities that involve the use of any per-
son to gather intelligence

Human Rights Commissioners means the members of the Human Rights
Commission that is continued by section 4 of the Human Rights Act 1993

Independent Police Conduct Authority means the Authority established
under section 4 of the Independent Police Conduct Authority Act 1988

information assurance and cybersecurity activities means activities that are
tadeer_carried out proactively or reactively to ensure the availability, confiden-
tiality, and integrity of communications and information infrastructures

information infrastructure includes electromagnetic emissions, communica-
tions systems and networks, information technology systems and networks, and
any communications carried on, contained in, or relating to those emissions,
systems, or networks

Inspector-General of Intelligence and Security or Inspector-General means
the Inspector-General of Intelligence and Security holding office under sec-
tion 120

intelligence and security agency means—
(a) the New Zealand Security Intelligence Service:
(b)  the Government Communications Security Bureau

Intelligence and Security Committee or Committee means the Intelligence
and Security Committee continued by section 154

intelligence warrant has the meaning given to it by section 47

ministerial policy statement means a ministerial policy statement issued
under section 165, 166, or 167, and includes any amendments made to a
statement under section 170

onal v hasil . . el Gon5
New Zealand citizen means a person who has New Zealand citizenship as pro-
vided in—

(a) the Citizenship Act 1977; or

(b) the Citizenship (Western Samoa) Act 1982

New Zealand person—

(a) means any person being—

(i)  aNew Zealand citizen; or
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(1)  a person ordinarily resident in New Zealand; or

(iii))  an unincorporated body of persons, being a body of which more
than 50% of the members are New Zealand persons under sub-
paragraph (i) or (ii); or

(iv) abody corporate that is incorporated in New Zealand; but
(b)  does not include—

(i)  any company within the meaning of the Companies Act 1993 that
is, for the purposes of that Act, a subsidiary of any body corporate
incorporated outside New Zealand; or

(i) any company within the meaning of the Companies Act 1993, or
building society, in which—

(A)  25% or more of any class of shares is held by any overseas
person or overseas persons; or

(B) the right to exercise or control the exercise of 25% or more
of the voting power at any meeting of the company or
building society is held by any overseas person or overseas
persons; or

(iii)) a person acting in his or her capacity as a nominee of an overseas
person, whether or not that person is also an overseas person

New Zealand Security Intelligence Service means the New Zealand Security
Intelligence Service continued by section 9

official information has the meaning given to it by section 2(1) of the Official
Information Act 1982, and includes security records

Ombudsman means an Ombudsman appointed under the Ombudsmen Act
1975

overseas person has the meaning given to it by section 7 of the Overseas In-
vestment Act 2005

permanent resident of New Zealand means a person who is the holder, or is
deemed to be the holder, of a permanent resident visa under the Immigration
Act 2009

Privacy Commissioner means the Privacy Commissioner appointed under
section 12 of the Privacy Act 1993

public authority means a person or body that performs any public function,
duty. or power conferred on that person or body by or under the law, and in-
cludes—

(a)  an organisation named in—
(1)  Schedule 1 of the Ombudsmen Act 1975; and
(i1)  Schedule 1 of the Official Information Act 1982: and
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(b)  alocal authority or public body named or specified in Schedule 1 of the
Local Government Official Information and Meetings Act 1987; and
(c)  aforeign public agency

security records—

(a) means papers, documents, and records of any kind, and whether bearing
a security classification or not, that are officially made or received—

(i) by an intelligence and security agency in the conduct of its affairs;
or

(i) by any employee of an intelligence and security agency in the
course of that employee’s official duties; and

(b) includes registers, books, maps, plans, drawings, photographs, cinemato-
graphic films, sound recordings, and electronic storage media made or
received by an agency or employee of the kind described in paragraph
(a); and

(c) includes copies of papers, documents, records, and other things that are
security records by virtue of paragraph (a) or (b)

signals intelligence means intelligence gathered or derived from communica-
tions and information infrastructures

State Services Commissioner means the State Services Commissioner appoin-
ted under section 3 of the State Sector Act 1988

Type 1 intelligence warrant has the meaning given to it by section 47

Type 2 intelligence warrant has the meaning given to it by section 47.
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7 Transitional, savings, and related provisions

The transitional, savings, and related provisions set out in Schedule 1 have
effect according to their terms.
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Act binds the Crown
This Act binds the Crown.

Part 2
Intelligence and security agencies

New Zealand Security Intelligence Service

There continues to be a New Zealand Security Intelligence Service that special-
ises in human intelligence activities.

The New Zealand Security Intelligence Service is the same body as the body of
that name existing immediately before the commencement of this section.

The New Zealand Security Intelligence Service is a department of State.
Compare: 1969 No 24 s 3

Government Communications Security Bureau

There continues to be a department of State called the Government Communi-
cations Security Bureau that specialises in signals intelligence and information
assurance and cybersecurity activities.

The Government Communications Security Bureau is the same body as the
body of that name existing immediately before the commencement of this sec-
tion.

Compare: 2003 No9s 6
Objectives

Objectives of intelligence and security agencies

The principal objectives of the intelligence and security agencies are to contrib-
ute to—

(a)  the protection of New Zealand’s national security; and
(b)  the international relations and well-being of New Zealand; and

(c)  the economic well-being of New Zealand.
Compare: 1969 No 24 s 4AAA(1)(a), (b); 2003 No 9s 7

Functions

Prineiples-underpinning-performanee-of-funetions
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Intelligence collection and analysis

It is a function of an intelligence and security agency to—

(a) collect and analyse intelligence in accordance with the Government’s
priorities; and

(b)  provide any intelligence collected and any analysis of that intelligence to
1 or more of the following:
(1)  the Minister:
(i1))  the Chief Executive of the Department of the Prime Minister and

Cabinet:

(iii) any person or class of persons (whether in New Zealand or over-
seas) authorised by the Minister in accordance with subsection
(3) to receive the intelligence.

In performing the function referred to in subsection (1)(a), an intelligence
and security agency may co-operate with, and provide advice and assistance
to,—

(a)  any public authority (whether in New Zealand or overseas); and

(b) any other-en#ity person or class of persons (whether in New Zealand or
overseas) authorised by the Minister-fer-the-prrpeses—ei-this-subseetton
under subsection (1)(b)(iii).

Before authorising, under subsection (1)(b)(iii), the provision of intelligence

to any overseas person or class of persons, the Minister must be satisfied that,

in providing the intelligence, the intelligence and security agency will be acting
in accordance with-seetien—42¢(H(e)—wher—providine—that—intetigenee_New

Zealand law and all human rights obligations recognised by New Zealand law.

In this section, Minister,_in relation to an intelligence and security agency,

means the Minister responsible for the intelligence and security agency.

Compare: 2003 No 9 s 8B
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Protective security services, advice, and assistance

It is a function of an intelligence and security agency to provide protective se-
curity services, advice, and assistance to—

(a)  any public-ewtherittes_authority (whether in New Zealand or overseas);
and

(b) any person or class of persons (whether in New Zealand or overseas)
authorised by the Minister responsible for the intelligence and security
agency to receive the services, advice, and assistance.

An intelligence and security agency may provide protective security services,

2

advice, and assistance to any public authority or person or class of persons
under subsection (1) in co-operation with any other such public authority or
person or class of persons.

In this section, protective security services, advice, and assistance means—

(a)  services and advice relating to developing and implementing protective
security arrangements, including arrangements for—

(i)  personnel security (for example, security clearance assessments);
and

(i1))  information security (for example, information assurance and cy-
bersecurity activities); and

(i11)) physical security (for example, making premises secure and pro-
tecting classified information); and

(b)  assisting with the development and implementation of the arrangements
in paragraph (a); and

(c) providing advice about national security risks (for example, national se-
curity risks associated with citizenship applications and border security).

Compare: 2003 No 9 s 8B(2)
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Information assurance and cybersecurity activities

In relation to the Government Communications Security Bureau, the informa-

tion assurance and cybersecurity activities referred to in paragraph (a)(ii) of

the definition of protective security services, advice, and assistance in section

14(2) are—

(a) providing information assurance and cybersecurity activities to a public
authority, person, or class of persons referred to in section 14(1); and

(b) doing everything that is necessary or desirable to protect the security and
integrity of communications and information infrastructures of import-

ance to the Government of New Zealand, including identifying and re-
sponding to threats or potential threats to those communications and in-
formation infrastructures.

Subsection (1)(a) is not limited by subsection (1)(b).

An activity described in subsection (1)(a) may be carried out by the Govern-
ment Communications Security Bureau—

(a)  without an authorisation if that activity is—

(1)  alawful activity; or

(i1) undertaken with the consent of the public authority, person, or
class of persons; or

(b)  with an authorisation if that activity is—

(1) not otherwise a lawful activity; and

(i1)  not undertaken with the consent of the public authority, person, or
class of persons.

An activity described in subsection (1)(b) may be carried out by the Govern-
ment Communications Security Bureau—
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(a)  without an authorisation if that activity is lawful; or

(b)  with an authorisation if that activity is otherwise unlawful.

Any information obtained by the Government Communications Security Bu-
reau in carrying out information assurance and cybersecurity activities under
this section without an authorisation may only be used for—

(a) performing its function under section 14:

(b)  producing reports related to threats to, or interference with, communica-
tions or information infrastructures of importance to the Government of
New Zealand and providing those reports to any person or class of per-
sons (whether in New Zealand or overseas) authorised by the Minister
for the purpose of this subsection to receive them.

Despite subsection (5). any information obtained by the Government Com-
munications Security Bureau in carrying out information assurance and cyber-
security activities under this section may—

(a)  beused for any other purpose authorised by an authorisation under Part
4.

(b) if publicly available, be used for any other purpose relevant to its func-
tions.

Before authorising, under subsection (5)(b). any overseas person or class of

persons to receive any report or class of reports, the Minister must be satisfied
that, in providing the report, the intelligence and security agency will be acting
in_accordance with New Zealand law _and all human rights obligations recog-
nised by New Zealand law.

In _this section, Minister means the Minister responsible for the Government
Communications Security Bureau.

Co-operation with other-entities public authorities to facilitate their
functions

It is a function of the intelligence and security agencies to—
(a)  co-operate with—

(i)  each other; and

(i)  the New Zealand Police; and

(i11)) the New Zealand Defence Force; and

(b) provide advice and assistance to the—feHewing—entittes New Zealand
Police and the New Zealand Defence Force for the purpose of facilitat-
ing the performance or exercise of<thett the functions, duties, or powers+

of those public authorities.
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An intelligence and security agency may perform the function under subsec-
tion (1)(b)—
(a)  only to the extent that the advice and assistance are provided for the pur-

pose of activities that the-enttttes public authority may lawfully under-
take; and

(b)  subject to and in accordance with any limitations, restrictions, and pro-
tections under which those-enttttes public authorities perform or exercise
their functions, duties, and powers; and

(c) even though the advice and assistance might involve the exercise of
powers or the sharing of capabilities that the intelligence and security
agency is not, or could not be, authorised to exercise or share in the per-
formance of its other functions.

An intelligence and security agency, in relation to any advice and assistance
provided to-ep—entity_a public authority under subsection (1)(b), is subject
to—

(a)  the jurisdiction of any other body or authority to the same extent as the
entity’s actions are subject to the other body’s or authority’s jurisdiction
(for example, the Independent Police Conduct Authority in relation to
advice and assistance provided to the New Zealand Police); and

(b)  the oversight of the Inspector-General.

An employee is immune from criminal liability for any act done under this sec-
tion in good faith in providing assistance to the New Zealand Police or the New
Zealand Defence Force if—

(a) the employee reasonably believed that the act was necessary to provide
the assistance; and

(b)  the act was carried out in a reasonable manner; and

(c)  the act could have been lawfully carried out by the New Zealand Police
or the New Zealand Defence Force, as the case may be.

Compare: 2003 No 9 s 8C

Co-operation with other entities to respond to imminent threat

It is a function of the intelligence and security agencies to co-operate with, and
provide advice and assistance to,-sfy-eftty a person, class of persons, or public
authority (whether in New Zealand or overseas) that is responding to an immi-
nent threat to the life-asnd or safety of—

(a) any person in New Zealand; or
(b) any New Zealand citizen who is overseas; or
(c) any permanent resident of New Zealand who is overseas; or

(d) any person in an area in respect of which New Zealand has search and
rescue responsibilities under international law; or
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(e) any person outside the territorial jurisdiction of any country.
An intelligence and security agency may perform this function—

(a)  only to the extent that the co-operation, advice, and assistance are neces-
sary to respond to the imminent threat; and

(b)  only if the activities carried out in co-operating and providing advice and
assistance could not, in any circumstance, be authorised by an intelli-
gence warrant issued for the purpose of performing a function under
section 13 or 14; and

(c)  subject to the restriction that any information obtained by the agencies in
the performance of this function may not be used for any other purpose,
except to the extent that the use for that other purpose is authorised by an
intelligence warrant issued in the circumstances referred to in section

83(3) 91N(2)(a); and

(d) even though the co-operation, advice, and assistance might involve the
exercise of powers or the sharing of capabilities that the agency is not, or
could not be, authorised to exercise or share in the performance of its
other functions.

As soon as practicable after undertaking any activity in the performance of its

function under this section, the Director-General of an intelligence and security
agency must provide details of that activity to—

(a)  the Minister responsible for the intelligence and security agency; and
(b) the Inspector-General.

Additional functions

In addition to the functions specified in sections 13 to 17, the intelligence
and security agencies have any other function conferred or imposed on them by
or under any other enactment.

Compare: 2003 No 9 s 8(5)

Functions of intelligence and security agencies do not include enforcement

It is not the function of an intelligence and security agency to enforce measures
for national security except as may be required—

(a) in connection with any information assurance and cybersecurity activ-
ities that are carried out by the Government Communications Security
Bureau; or

(ab) in the course of performing its function under section 16; or

(b)  under any other enactment.
Compare: 1969 No 24 s 4(2)
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19A General duties applying when intelligence and security agency performing

30

functions

When performing its functions, an intelligence and security agency must act—

(a) in_accordance with New Zealand law and all human rights obligations
recognised by New Zealand law: and

(b) in_the performance of its operational functions, independently and im-
partially; and

(c)  with integrity and professionalism; and

(d) in a manner that facilitates effective democratic oversight.

Specific duties of Director-General of an intelligence and security agency

The Director-General of an intelligence and security agency must take all

reasonable steps to ensure that—

(a) the activities of the agency are—

(1)  limited to those that are relevant to the performance of its func-
tions; and
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(1)

(i1)  kept free from any influence or consideration that is not relevant
to the performance of its functions; and

iii) politically neutral (for example, the activities are not carried out
for the purpose of promoting or harming the interests of any polit-
ical party or candidate); and

(b) any co-operation with foreign jurisdictions and international organisa-
tions in the performance of any of the agency’s functions is in accord-
ance with New Zealand law and all human rights obligations recognised
by New Zealand law.

Compare: 1969 No 24 s 4AA(1): 2003 No 9 s 8D(3)

Activities of intelligence and security agency not to limit freedom of
expression

The exercise by any person in New Zealand or any class of persons in New
Zealand of their right to freedom of expression under the law (including the
right to advocate, protest, or dissent) does not of itself justify an intelligence
and security agency taking any action in respect of that person or class of per-
Sons.

Compare: 1969 No 24 s 2(2)

Director-General of an intelligence and security agency to consult Leader
of the Opposition

The Director-General of an intelligence and security agency must regularly
consult the Leader of the Opposition for the purpose of keeping the Leader of
the Opposition informed about matters relating to the agency’s functions.

Compare: 1969 No 24 s 4AA(3); 2003 No 9 s 8D(4)

Part 3
Covert activities of intelligence and security agencies

Subpart 1—Assumed identities

Purpose of subpart

The purpose of this subpart is to enable an employee of an intelligence and se-
curity agency to acquire an assumed identity, use-thet an assumed identity,-ase
or maintain-thet an assumed identity for the purposes of—

(a) facilitating the ability of that intelligence and security agency to carry
out its activities while maintaining the secrecy of those activities:

(b)  protecting the identity of the employee.

Interpretation

In this subpart, unless the context otherwise requires,—
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access, in relation to information, means to do any or all of the following:
(a) inspect the information:

(b)  copy the information, or any part of the information:

(c) obtain a printout of any information

acquire an assumed identity means_to acquire evidence of the assumed identi-
ty, and includes taking steps towards acquiring evidence of the identity

agency includes—

(a) aMinister; and

(b)  astatutory officer; and

(c) agovernment agency; and
(d) aprivate sector agency

assumed identity, in relation to an authorised person, means an identity the
person assumes that—

(a)  is not the person’s real identity; or

(b) involves a false or misleading representation about 1 or more aspects of
the person’s real identity

authorised person means an employee of an intelligence and security agency

who is authorlsed under sectlon 26 to-aeq&&e—aﬂ-aﬁsamed-téeﬁﬁﬁhte-uee-t-h&t

#% do 1 or more of the fol-

(a)  acquire an assumed identity:

(b) use an assumed identity:
(c)  maintain an assumed identity

employee means_any person—
(a) emy-persen-who is, or will be, an employee of an intelligence and secur-
ity agency; and

(b) emy-persen~who is approved by the Director-General of an intelligence
and security agency to undertake activities for that agency

evidence, in relation to an identity, means any documentation (whether physic-
al or electronic) or thing that—

(a) has a tendency to prove, or purports to establish, the identity (for ex-
ample, a birth certificate, certificate of New Zealand citizenship, pass-
port, or driver licence); or

(b)  can be used to support the proof or establishment of the identity (for ex-
ample, a bank card or staff identity card)

false document includes a false document within the meaning of section 255
of the Crimes Act 1961

government agency means—
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(a) a Crown entity within the meaning of section 7 of the Crown Entities
Act 2004; and

(b)  adepartment

maintain, in relation to an assumed identity, includes taking steps towards
maintaining the identity

private sector agency means an entity that is not a government agency
statutory officer means a person who—
(a)  holds or performs the duties of an office established by an enactment; or

(b)  performs duties expressly conferred on that person by an enactment by
virtue of that person’s office.

For the purposes of this subpart,—

(a) arecord is publicly available if an agency, in the ordinary course of its
activities, makes the record available to the public for inspection or
searching; but

(b) arecord is not to be treated as publicly available merely because it is or

may be required to be made available under the Official Information Act
1982.

Assumed identity may be acquired, used, and maintained

An emplovyee of an intelligence and security agency may do 1 or more of the
following if the employee is authorised to do so by the Director-General of the

intelligence and security agency:
(a)  acquire an assumed identity:
(b)  use an assumed identity:

(c) maintain an assumed identity.

The Director-General may authorise the acquiring, use,-e#d_or maintenance of
an assumed identity only if he or she is satisfied that the acquiring, use,~s#€_or
maintenance of the assumed identity is necessary for a purpose specified in
section 24.

An intelligence and security agency may make a false document for use in sup-
porting the use or maintenance of an assumed identity if the Director-General
is satisfied that—

(a)  the making and use of the false document is necessary for a purpose spe-
cified in section 24; and

(b)  the document is of a kind that is not ordinarily issued or given by a Min-
ister or government agency.
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Nothing in this subpart prevents 2 or more authorised persons from acquiring,
using, or maintaining the same assumed identity.

Use of assumed identity

The power for an employee to use an assumed identity includes the power to
use the identity as if it were the employee’s own identity, for example, to use or
assume the identity—

(a) to acquire, or take steps towards acquiring, evidence of the assumed
identity (with or without assistance under section 29):

(b)  to establish, maintain, and operate a legal entity (with or without assist-
ance under section 38 or 39).

Subsection (1)(a) and (b) applies only to the extent that a person of that
identity could lawfully do the things referred to in those paragraphs.

A thing is not unlawful for the purposes of subsection (2) merely because it
involves a false or misleading representation about the employee’s identity.

The power for an employee to use an assumed identity also includes the power
to use a false document made under section 26(3).

Request for assistance to acquire, use, and maintain assumed identity

The Director-General of an intelligence and security agency may request any
other agency to assist an authorised person to do 1 or more of the following:

(a)  acquire an assumed identity:

(b)  use-thet an assumed identity:

(c)  maintain-thet an assumed identity.
A request must—

(a) provide details of—

(i)  the authorised person_that are necessary to enable the agency to
provide the assistance; and

(i1))  the assumed identity being acquired (or that has been acquired)
for the authorised person; and

(i11) the assistance being sought from the agency; and

10

15

20

25

30

35



New Zealand Intelligence and Security Bill Part 3 ¢l 29

(b)

(iv)  the specific evidence of the assumed identity that the agency is re-

quested to issue or give; and

confirm that the request is made for either or both of the purposes speci-
fied in section 24.

29  Assistance to acquire, use, and maintain assumed identity
& '
(1)  An agency that receives a request under section 28 may—
(a)  grant the request; or
(b)  decline the request in accordance with subsections (1A) and (1B).
(1A) The agency may decline the request if—
(a)  itis not satisfied that an authorised person will use the assumed identity
appropriately; or
(b) it otherwise considers that it is appropriate to decline the request.
(1B) The agency must, in considering the matter under subsection (1A). have re-
gard to—
(a)  the purpose of this subpart; and
(b)  every relevant ministerial policy statement, to the extent that it is known
to the agency; and
(c) the protections that are or will be in place for the purpose of ensuring
that an authorised person will use the assumed identity appropriately;
and
(d) any other matters the agency thinks relevant.
(2) In granting the request, the agency may do anything to assist the authorised

person, including—

(2)

(b)

issuing or giving to the authorised person evidence of the assumed iden-

tity that is of a kind ordinarily issued or given by the agency; and

omitting, amending, replacing, or inserting any information in any regis-

ter or other-reeerd—ef—nfermatton_publicly available records (including
making changes to an assumed identity and, if necessary, creating other

identities to support an assumed identity); and
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(c) omitting, amending, replacing, or inserting operational or administrative
information, as necessary, so that it supports the evidence or information
described in paragraphs (a) and (b).

Cancellation of evidence of assumed identity

An agency must cancel evidence of an assumed identity if directed in writing
to do so by the Director-General of the intelligence and security agency who
requested assistance in relation to the assumed identity under section 28.

The cancellation must be made in the manner set out in the direction from the
Director-General.

The manner of cancellation may include, for example, 1 or more of the follow-

ing:

(a)  omitting, amending, replacing, or inserting information in a register or
other+eeerd-eftrfermation publicly available records:

(b) preventing or restricting access to any information in a register or other
reeerd-ofmformation publicly available records:

(c) omitting, amending, replacing, or inserting operational or administrative
information as necessary, so that it supports the actions under para-
graphs (a) and (b).

Provisions do not require destruction of certain information
Sections 29(2) and 30(3)—

(a) do not require an agency to destroy information if the agency is under an
obligation to retain the information; and

(b)  do not require or authorise the disposal of a record for the purposes of
the Public Records Act 2005.

Section 31 is subject to this section.

Non-compliance with enactments, policies, and practices

Evidence of an assumed identity may be issued, given, changed, or cancelled
by an agency, and assistance may otherwise be given under this subpart, with-
out complying with any enactment, policy, or practice that, in relation to the ac-
tion taken by the agency, requires compliance with any specified or pre-
scribed—

(a) criteria or standards:
(b)  requirements:

(c)  process or procedure.
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Restrictions on access to information about process for obtaining
assistance, etc

The purpose of this section is to prevent access to information about the
process for obtaining assistance under section 28 _or 29 or compliance with a
direction under section 30 where the access may compromise the secrecy re-
lating to the acquisition, use, and maintenance of an assumed identity.

An agency must not permit any person (person A) to access a request made
under section 28, a direction given under section 30, or any other informa-
tion within its possession or control relating to the process for obtaining or giv-
ing the assistance or compliance with the direction (whether or not the request
has been or will be granted or the direction has been complied with).

Subsection (2) does not apply if—
(a)  person A is-tke_an authorised person; or

(b)  person A is the Director-General of an intelligence and security agency;
or

(c) person A is the Inspector-General of Intelligence and Security; or

(d) itis necessary for person A to have access to the information in order for
the assistance to be given or for the direction to be complied with; or

(e)  #ke-an_authorised person has given the agency written consent to person
A having access to the information; or

(f)  the Director-General of the intelligence and security agency who made
the request or gave the direction has given the agency written consent to
person A having access to the information; or

(g) acourt has ordered that person A be permitted access to the information
for any specified purpose (for example, for the purposes of a prosecution
in relation to the making of a false statement).

If the agency receives an access request, the agency must, as soon as practic-
able, notify the Director-General of the intelligence and security agency who
made the request or gave the direction.

The notice must include—
(a)  the date and time of the access request:

(b)  the name, address, and contact details (if known) of the person who
made the access request:

(c)  the information sought to be accessed.

Consent under subsection (3)(e) or (f) may be given for a class of persons
that includes person A without referring to person A by name.

In this section, access request means a request for access to any information
referred to in subsection (2).
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Immunity of persons assisting and of employee of agency in making false
documents

A person is protected from civil and criminal liability, however it may arise, in
relation to any act that the person does, or omits to do, in good faith and with
reasonable care in the course of complying with—

(a) arequest made under section 28; or

(b)  adirection given under section 30.

An_employee of an intelligence and security agency is protected from civil and
criminal liability, however it may arise, in relation to any act that—_the

employee does, or omits to do, in good faith and with reasonable care in the
course of making a false document under section 26(3).

In subsection (2). employee has the same meaning as in section 4.

Immunity of authorised persons

An authorised person is protected from civil and criminal liability, however it
may arise, for any act that the authorised person does, or omits to do, in good
faith and with reasonable care—

(a) in the course of acquiring, using, or maintaining an assumed identity in
accordance with an authorisation given under section 26; and

(b) in accordance with any protections referred to in section—29¢4H
29(1B)(c).
Subsection (1) does not apply to—

(a) anything done, or not done, by an authorised person in breach of any
contractual arrangement (unless the breach is a necessary consequence
of using or maintaining the assumed identity); or

(b) anything done by an authorised person if a particular qualification is
needed to do the thing and the person does not have that qualification
(for example, a person who is not qualified to fly a plane is not author-
ised to fly even though he or she has acquired a pilot’s licence under an
assumed identity).

Subsection (2)(b) applies whether or not the authorised person has acquired,

as evidence of an assumed identity, a document that indicates that he or she has
that qualification.

In this section, qualification means a qualification, licence, registration, or
other approval.

Compare: Crimes Act 1914 s 15KT (Aust)
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Subpart 2—Corporate identities

Purpose of subpart

The purpose of this subpart is to enable an intelligence and security agency to
create and maintain a legal entity through which it may conduct transactionss
for the purpose of facilitating the ability of the agency to carry out its activities
while maintaining the secrecy of those activities.

Interpretation

In this subpart, unless the context otherwise requires,—

access, in relation to information, means to do any or all of the following:
(a) inspect the information:

(b)  copy the information, or any part of the information:

(c) obtain a printout of any information

agency means—

(a)  the chief executive of a department:

(ab) adepartment:

(b)  a Registrar or Deputy Registrar appointed under, or in accordance with,
any enactment:

(c)  #he-a Board established under section 8 of the Charities Act 2005:
(d)  aregulatory authority

entity means—

(a)  an unincorporated body:

(b)  abody corporate:

(c)  acorporation sole:

(d) atrust

regulatory authority means any authority having statutory functions that in-
clude any or all of the following:

(a)  monitoring the business community:
(b)  regulating any business sector:

(c)  conducting inquiries and investigations into any business activity or
practice:

(d) enforcing legislation that relates to business activities.

For the purposes of this subpart.—

(a) acrecord is publicly available if an agency. in the ordinary course of its
activities, makes the record available to the public for inspection or

searching: but
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(b) arecord is not to be treated as publicly available merely because it is or
may be required to be made available under the Official Information Act
1982.

Request for corporate identity, status, etc

The Director-General of an intelligence and security agency may, if he or she is
satisfied that it is necessary for the purpose specified in section 35, request
any other agency to do any of the following:

(a) form or incorporate an entity (for example, incorporate a company or a
charitable trust board):

(b)  confer on an entity any legal status or capacity (for example, register an
entity as a charitable entity or financial service provider):

(c) allocate to an entity a unique identifier (for example, allocate an entity a
New Zealand Business Number or a goods and services tax registration
number):

(d) provide evidence of—

(i)  any legal identity, status, or capacity having been conferred on an
entity (for example, issue a certificate of incorporation):

(i1))  any unique identifier having been allocated to an entity (for ex-
ample, record an entity’s New Zealand Business Number in the
New Zealand Business Number Register):

(e) perform any action that is ancillary to, or consequential on, any of the
actions specified in paragraphs (a) to (d).

A request must—
(a)  provide details of—

(i)  the entity or proposed entity that is the subject of the request_that
are necessary to enable the agency to take the requested action;
and

(i1)  the action that the agency is being requested to take in respect of
the entity or proposed entity; and

(b)  confirm that the request is made for the purpose specified in section
35.

Conferring corporate identity, status, etc
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(1) An agency that receives a request under section 37 may—

(a)  grant the request: or
(b)  decline the request in accordance with subsections (1A) and (1B).
(1A) An agency may decline the request if—
(a)  itis not satisfied that the intelligence and security agency will use appro-
priately—
(1)  the legal identity, status, or capacity to be conferred on the entity
or proposed entity; or
(i1)  the unique identifier to be allocated to the entity or proposed enti-
ty: or
(b) it otherwise considers that it is appropriate to decline the request.
(1B) The agency must, in considering the matter under subsection (1A). have re-
2 2
gard to—
(a)  the purpose of this subpart; and
(b)  every relevant ministerial policy statement, to the extent that it is known
to the agency; and
(c) the protections that are or will be in place for the purpose of ensuring

(d)

that the intelligence and security agency uses appropriately—

(1)  the legal identity, status, or capacity conferred on the entity or pro-
posed entity: or
(i)  the unique identifier allocated to the entity or proposed entity; and

any other matters the agency thinks relevant.

(2) In granting the request, the agency may do anything to take an action referred
to in section 37, including—

(a)

(b)

omitting, amending, replacing, or inserting any information in any regis-
ter or other-reeerd—ef+nformeatton publicly available records (including,
if necessary, creating assumed identities to support the action); and

omitting, amending, replacing, or inserting operational or administrative
information, as necessary, so that it supports the information in para-
graph (a).
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Maintaining corporate identity and status

The Director-General of an intelligence and security agency may, for the pur-
pose specified in section 35, request an agency to assist with maintaining the
legal identity, status, or capacity that has been conferred under section 38.

An agency that receives a request under subsection (1) may—

(a)  grant the request: or

(b)  decline the request if'it is not satisfied that it is appropriate to provide the
assistance.

The agency must, in considering the matter under subsection (2)(b). have re-
gard to—

the purpose of this subpart; and

to the agency; and

(a)
(b) every relevant ministerial policy statement, to the extent that it is known
(c) the impact on any members of the public; and

(d) any other matters the agency thinks relevant.

In granting the request, the agency may do anything to give the assistance, in-
cluding—

(a)  omitting, amending, replacing, or inserting any information in any regis-
ter or other-reeerd—ef—fermation_publicly available records (including
making changes to the legal identity, status, or capacity and, if necessary,
creating assumed identities to support a legal identity, status, or cap-
acity); and

(b)  omitting, amending, replacing, or inserting operational or administrative
information, as necessary, so that it supports the information described in
paragraph (a).

Dissolution or deregistration, etc, of entity

A Director-General of an intelligence and security agency who made a request
under section 37 may, at any time, direct an agency that took any action of
the kind specified in section 37(1) in response to his or her request to subse-
quently take steps necessary to—

(a) negate the effect of the earlier action (for example, remove a company
from the register of companies); and
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(b)  expunge any record of that earlier action having been taken.

The steps must be-made_taken in the manner set out in the direction from the
The manner of taking those steps may include, for example, 1 or more of the

(a)  omitting, amending, replacing, or inserting information in a register or

any other+eeerd-oftafermeatton publicly available records:

(b)  preventing or restricting access to any information in a register or any

other+eeerd-oftnfermation publicly available records:

(c)  omitting, amending, replacing, or inserting operational or administrative
information, as necessary, so that it supports the actions under para-

Provisions do not require destruction of certain information

Sections 38(2), 39(3), and 40(3)—

(a) do not require an agency to destroy information if the agency is under an
obligation to retain the information; and

(b) do not require or authorise the disposal of a record for the purposes of
the Public Records Act 2005.

Section 41 is subject to this section.

Non-compliance with enactments, policies, and practices

Compliance with a request made under section 37, 39, or 43 or a direction
given under section 40 may be made without complying with any enactment,
policy, or practice that, in relation to the action taken by the agency, requires
compliance with any specified or prescribed—

Restrictions on access to information about process for obtaining

The purpose of this section is to prevent access to information about the
process for obtaining assistance under seetien-sections 37 er-to 39, an ex-
emption under section 43, or compliance with a direction under section 40
where the access may compromise the secrecy relating to the creation and

)

Director-General.
3)

following:

graphs (a) and (b).

40A
A
2)
41

(a) criteria or standards:

(b)  requirements:

(c)  process or procedure.
42

assistance, etc
(1)

maintenance of the legal entity.
)

An agency must not permit any person (person A) to access a request made
under section 37, 39, or 43, a direction given under section 40, or any
other information within its possession or control relating to the process for ob-
taining or giving the assistance or exemption or compliance with the direction
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(whether or not the request or exemption has been or will be granted or the di-
rection has been complied with).

Subsection (2) does not apply if—
(a) person A is the entity; or

(b) person A is the Director-General of an intelligence and security agency;
or

(c)  person A is the Inspector-General of Intelligence and Security; or

(d) itis necessary for person A to have access to the information in order for
the assistance to be given, for the exemption to be granted, or for the di-
rection to be complied with; or

(e) the Director-General of an intelligence and security agency who made
the request or gave the direction has consented in writing to person A
having access to the information; or

(f)  a court has ordered that person A be permitted access to the information
for any specified purpose (for example, for the purposes of proceedings
relating to a transaction entered into by the entity).

If an agency receives an access request, the agency must, as soon as practic-
able, notify the Director-General of the intelligence and security agency who
made the request or gave the direction.

The notice must include—
(a)  the date and time of the access request; and

(b)  the name, address, and contact details (if known) of the person who
made the access request; and

(c)  the information sought to be accessed.

Consent under subsection (3)(e) may be given for a class of persons that in-
cludes person A without referring to person A by name.

In this section, access request means a request for access to any information
referred to in subsection (2).

Entity or officer exempt from complying with legal requirements, etc

An entity that has been conferred with any legal identity, status, or capacity
under section 38_or an officer of that entity, may be exempted from comply-
ing with any requirements or duties imposed by or under any enactment that
apply to an entity having that legal identity, status, or capacity_or to an officer
of such an entity.

An exemption from complying with any requirement or duty may be granted
only—
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)

(6)

(1)  the agency responsible for ensuring compliance with, or enforc-
ing, that requirement or duty; or
(i1)  the agency that is the department responsible for the administra-

tion of the enactment referred to in subsection (1); and

(b) on arequest made by the Director-General of an intelligence and secur-
ity agency.

An agency may grant an exemption only if the agency is satisfied that granting

the exemption—

(a)  will not have a significant negative impact on any members of the pub-
lic; and

(b)  is otherwise appropriate.

The agency must, before granting an exemption, have regard to—

(a)  whether. in the circumstances, compliance with the enactment referred to
in subsection (1)—

(1)  would require the entity or officer to comply with a duty or re-
quirement that is unduly onerous or burdensome; or

(i1)  1is not necessary in order to fulfil the purpose for which the duty or
requirement was imposed; and

(b)  whether the extent of the exemption is not broader than is reasonably
necessary to address the matters that gave rise to the exemption; and

the purposes of the enactment referred to in subsection (1); and

(©)
(d) any other matters the agency thinks relevant.

An exemption must be granted by notice in writing and may be subject to any
terms and conditions specified by the agency.

An exemption is not—
(a) alegislative instrument for the purposes of the Legislation Act 2012; or
(b) adisallowable instrument for the purposes of the Legislation Act 2012.

In_this section and section 45A(2)(g). officer. in relation to an entity,
means—

(a) adirector within the meaning of section 6(1) of the Financial Markets
Conduct Act 2013; and
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(b) aperson who is not a director but who occupies a position that allows

the person to exercise significant influence over the management or ad-
ministration of the entity (for example, a chief executive or a chief finan-

cial officer).

Immunity of persons complying with request or direction

A person is protected from civil and criminal liability, however it may arise, in
relation to any act that the person does, or omits to do, in good faith and with
reasonable care in the course of complying with—

(a) arequest made under section 37, 39, or 43; or

(b)  adirection given under section 40.

Immunity of entity

An entity that has been conferred any legal identity, status, or capacity under
section 38 is protected from civil and criminal liability, however it may arise,
for any act that the entity does, or omits to do, in good faith and with reason-
able care—

(a) in the course of carrying out its activities; and

(b) in accordance with any protections referred to in section—38(H
38(1B)(c).
Subsection (1) does not apply to—

(a) anything done, or not done, by an entity in breach of any contractual ar-
rangement (unless the breach is a necessary consequence of creating or
maintaining the relevant legal identity, status, or capacity); or

(b) anything done by an entity if a particular qualification is needed to do
the thing and the entity does not have that qualification (for example, an
entity that is not qualified to provide a financial service is not authorised
to provide that service even though it has acquired a licence to perform
that service).

Subsection (2)(b) applies whether or not the entity has acquired a document
that indicates that it has that qualification.

In this section, qualification means a qualification, licence, registration, or
other approval.

Subpart 3—Register of assumed identities and legal entities created or

maintained

45A Register of assumed identities and legal entities created or maintained

o)

46

The Director-General of an intelligence and security agency must keep a regis-
ter_of assumed identities acquired, and legal entities created or maintained,
under this Part by the agency.
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(2)  The register must include.—

(a)

for each authorisation given by the Director-General under section 26,

details of

@

(i)
(i)

the assumed identity that was being acquired (or that had been ac-

quired) for the authorised person; and

the scope of the authorisation; and
the person who was authorised to acquire, maintain, or use the as-
sumed identity; and

each false document for use in supporting the use or maintenance
of the assumed identity that was created under section 26(3):;
and

for each request for assistance under section 28, details of—

=

—

EE

1

the date of the request and of the agency to which the request was

made; and

the authorised person to whom the request relates; and

the assumed identity that was being acquired (or that had been ac-
quired) for the authorised person; and

the assistance that was sought from the agency; and

the specific evidence of the assumed identity that the agency was
requested to issue or give; and

whether the agency granted or refused the request; and

for each direction given under section 30, details of—

B B

111

the date of the direction and of the agency to which the direction
was given; and

the assumed identity to which the direction relates; and

the evidence that was required to be cancelled and the manner of
cancellation that is set out in the direction; and

for each request made under section 37, details of—

Q)
111

(iv)

the date of the request and of the agency to which the request was
made; and

the entity or proposed entity that was the subject of the request;
and

the action that the agency was requested to take in respect of the
entity or proposed entity; and

whether the agency granted or refused the request; and

for each request made under section 39. details of—

(o]

the date of the request and of the agency to which the request was

made; and
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the entity or proposed entity that was the subject of the request:
and

the action that the agency was requested to take in respect of the
entity or proposed entity; and

whether the agency granted or refused the request; and

(f)  for each direction given under section 40, details of—

E B

1

11

the date of the direction and of the agency to which the direction
was given; and
the entity to which the direction relates; and

the steps required to be taken and the manner of taking those steps

that is set out in the direction; and

(g)  for each request made under section 43, details of—

il

1V

EEE

the date of the request and of the agency to which the request was
made; and

the entity that was the subject of the request; and

each officer to whom the exemption relates (if any); and

the exemption that the agency was requested to grant; and

whether the agency granted or refused the request; and
the terms and conditions of the exemption that was granted (if

any).

(3) All information required to be kept under this section by the Director-General
of an intelligence and security agency may be accessed at any time by—

(a)  the Minister responsible for the intelligence and security agency:
(b) the Inspector-General.

46

47

48

Part 4
Authorisations

Purpose of Part

The purpose of this Part is to establish an authorisation regime for the intelli-
gence and security agencies that—

(a) authorises as lawful the carrying out of an activity by an intelligence and
security agency that would otherwise be unlawful, if certain criteria are
satisfied; and

(b)  confers on an intelligence and security agency specified powers for the
purpose of giving effect to an authorisation.

Interpretation

In this Part, unless the context otherwise requires,—
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access an information infrastructure means instruct, communicate with,
store data in, retrieve data from, or otherwise make use of any of the resources
or features of an information infrastructure (including features that provide au-
dio or visual capability)

authorisation means—

(a) anintelligence warrant:

(b)  an authorisation given under section 77:
)

a removal warrant:

(d) apractice warrant
authorised activity means an activity that is authorised by=—_an authorisation

authorising Minister. in relation to an application for an intelligence warrant,

means,—
(a) in the case of an application under section 53. the Minister responsible
for the intelligence and security agency making the application; or
(b) in the case of a joint application under section 54.—
(1)  the Minister responsible for the intelligence and security agencies,
if the same Minister is responsible for each agency; or

(ii) the Ministers responsible for the intelligence and security agen-
cies, if a different Minister is responsible for each agency

communication includes signs, signals, impulses, writing, images, sounds, in-
formation, or data that a person or machine produces, sends, receives, process-
es, or holds in any medium

electronic tracking means the use of electronic means for the purpose of as-
certaining the location, or tracking the movement, of a person or thing

incidentally obtained-inteHigenee_information means—ntettgenee_informa-
tion that—

(a) 1s collected in the course of performing or exercising a function under
section 13 or 14; but

(b)  is not relevant to either of those functions
intelligence warrant means—

(a) aType I intelligence warrant; and

(b)  aType 2 intelligence warrant

intercept, in relation to a private communication, includes to hear, listen to, re-
cord, monitor, acquire, or receive the communication, or acquire its substance,
meaning, or sense,—
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(a)  while it is taking place; or
(b)  in the course of transmission

interception device means any electronic, mechanical, electromagnetic, optic-
al, or electro-optical instrument, apparatus, equipment, or other device that is
used or is capable of being used to intercept communications

private activity means_an activity that, in the circumstances, any 1 or more of
the participants in it ought reasonably to expect is observed or recorded by no
one except the participants

private communication—

(a) means a communication (whether in oral or written form, or in the form
of a telecommunication, or otherwise) made under circumstances that
may reasonably be taken to indicate that any party to the communication
desires it to be confined to the parties to the communication; but

(b)  does not include a communication of that kind occurring in circumstan-
ces in which any party to the communication ought reasonably to expect
that the communication may be intercepted by some other person with-
out having the express or implied consent of any party to do so

private premises means a private residence, a marae, or any other premises to
which members of the public do not frequently have access

remote access search means a search of a thing that does not have a physical
address that a person can enter and search

removal warrant means a warrant issued under section 90
search includes a remote access search

seize includes to take, remove, and copy, and seizing and seizure have corres-
ponding meanings

serious crime means,—

(a)  in relation to New Zealand, any offence punishable by 2 or more years’
imprisonment; and

(b) in relation to any other country, any offence that, if it occurred in New
Zealand, would be an offence punishable by 2 or more years’ imprison-
ment

situation of urgency means a situation where—
(a)  there is an imminent threat to the life or safety of any person; or

(b)  the delay associated with applying for the issue of an intelligence war-
rant in the usual way is likely to materially prejudice the protection of
New Zealand’s national security

surveillance includes—
(a)  visual surveillance; and

(b) electronic tracking
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thing includes—
(a) avehicle:

(b)  an information infrastructure (for example, a mobile phone, a website, or
a data storage device)

Type 1 intelligence warrant means an intelligence warrant issued under sec-
tion-55_55A or 55B

Type 2 intelligence warrant means an intelligence warrant issued under sec-
tion 56

visual surveillance means the observation of private activity in private prem-
ises, with or without the use of a visual surveillance device, and includes any
recording of that observation

visual surveillance device has the meaning given to it by section 3(1) of the
Search and Surveillance Act 2012.

Authorisation not required to carry out lawful activity
An intelligence and security agency may carry out a lawful activity in the per-
formance or exercise of any function, duty, or power without an authorisation.

Authorisation required to carry out otherwise unlawful activity

An intelligence and security agency may carry out an otherwise unlawful activ-
ity only if that activity is-exthertsed-by— an authorised activity.

) romientions: l S

An authorised activity may lawfully be carried out by an intelligence and se-
curity agency despite anything to the contrary in any other Act.

The Director-General of an intelligence and security agency must take all
reasonable steps to ensure that, in relation to the carrying out of an otherwise

unlawful activity, the intelligence and security agency—

(a) acts only within the scope of an authorisation; and
(b) carries out only authorised activities; and

(c) exercises only powers necessary for carrying out authorised activities.

Request for assistance to give effect to authorisations

48

49

(M
9  aprteHteereeearraRtOr
e aremevalwarrant

2

49A Duty to act only as authorised

498

(€8]

The Director-General of an intelligence and security agency may request assist-
ance with giving effect to an authorisation from—
(a) the New Zealand Police; or

(b) any other organisation; or
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(c) any person.
A request must—
(a)  specify the assistance required; and

(b)  be recorded in writing.

A person who agrees to assist is subject to the control of the Director-General
of the intelligence and security agency and may exercise the same powers as
the intelligence and security agency.

A person who assists has the same immunities as an employee of an intelli-
gence and security agency (see section 86 of the State Sector Act 1988 and
section 91W of this Act).

In_this section, organisation includes a body corporate, an unincorporated
body. an association of persons. a department, and a Crown entity or other in-
strument of the Crown.

Compare: 1969 No 24 s 4D

Subpart 1—Intelligence warrants

Types of intelligence warrants

Types of intelligence warrant
There are 2 types of intelligence warrants-esfeHews:
(a)  Type 1 intelligence warrants:

(b)  Type 2 intelligence warrants.

Type 1 intelligence warrant

A Type 1 intelligence warrant authorises an intelligence and security agency to

carry out an otherwise unlawful activity-fer-any-atthorised-purpose—ta—respeet
ef-any-persen—whe—ts_for the purpose of collecting information about, or to do

any other thing directly in relation to,—
(a) eaNewrLealand-ertizen—orany person who is—

(1)  aNew Zealand citizen; or

(i1) apermanent resident of New Zealand; or
(b) e-permanentrestdent-ofNew—~Lealand=a class of persons that includes a

person who is—

(1)  aNew Zealand citizen; or

(ii) apermanent resident of New Zealand.

Type 2 intelligence warrant

A Type 2 intelligence warrant authorises an intelligence and security agency to

carry out an otherwise unlawful activity-fer-eny-attherised-purpose-other-than
th-fespeet-of-a—person—deseribed—rseetion-54_for the purpose of collecting
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information, or to do any other thing, in circumstances where a Type 1 warrant

is not required.

Application and issue of intelligence warrants

T T

53  Application for issue of intelligence warrant

(1) An application for the issue of an intelligence warrant must be made in writing

by the Director-General of an intelligence and security agency and—

(a) setout the type of intelligence warrant applied for; and

(b)  set out detail of the activity proposed to be carried out under the warrant;

and

(c)  set out the grounds on which the application is made (including the rea-

sons why the legal requirements for issuing the warrant are believed to

be satisfied); and

(d) contain a statement in which the Director-General making the applica-

tion confirms that all the information set out in the application is true

and correct.

(2)  An application for a Type 1 intelligence warrant must be made to—

(a)  the authorising Minister; and
(b) the Chief Commissioner of Intelligence Warrants.

(3)  An application for a Type 2 intelligence warrant must be made to the author-

ising Minister.

54  Joint application for intelligence warrant

The Director-General of Security and the Director-General of the Government

Communications Security Bureau may jointly apply for the issue of an intelli-

gence warrant.

55  Issue of Type 1 intelligence warrant

- T L itelh . o]
0 theAttorney—Generatand
) - .  ttelt W .

53
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A Type 1 intelligence warrant is issued jointly by—

(a)  the authorising Minister; and
(b) aCommissioner of Intelligence Warrants.

A Type 1 intelligence warrant may only be issued in accordance with section

55A or 55B.
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SSA Issue of Type 1 intelligence warrant to contribute to protection of national
security

A Type 1 intelligence warrant may be issued to the Director-General of an in-

telligence and security agency if the authorising Minister and a Commissioner
of Intelligence Warrants are satisfied—

(o)

()

(b)

that the issue of the Type 1 intelligence warrant will enable the intelli-
gence and security agency to carry out an activity that—

(1)  1is necessary to contribute to the protection of national security;
and

(ii) identifies, enables the assessment of, or protects against any of the
harms specified in subsection (2): and

that the additional criteria in section 57 are met.

The harms referred to in subsection (1)(a)(ii) are—

(a)
(b)

ONEED

terrorism or violent extremism:

espionage or other foreign intelligence activity that—
(1)  is directed at a New Zealand interest (whether or not that interest
is in New Zealand):

(ii) is carried out by a person who is a New Zealand citizen or per-
manent resident of New Zealand (whether or not that person is in
New Zealand:

iii) occurs in New Zealand (whether or not directed at a New Zealand

interest):
sabotage (within the meaning of section 79 of the Crimes Act 1961):

proliferation of weapons of mass destruction:

anything that may be relevant to serious crime and that—

(1)  originates from outside New Zealand or is influenced from out-
side New Zealand; or

(ii) involves the movement of money, goods, or people—

(A) within a country outside New Zealand; or

(B) from a country outside New Zealand to New Zealand or to
any other country; or

iii) has potential to damage New Zealand’s international relations or
economic well-being:

threats to, or interference with, information (including communications)
or_information infrastructure of importance to the Government of New
Zealand:

threats to—

55

10

15

20

25

30

35



Part 4 cl 55B

New Zealand Intelligence and Security Bill

558

(o)

56

56

=

il

international security that have the potential to impact adversely
on New Zealand’s interests:

the operations of the Government of New Zealand:

the sovereignty of New Zealand, including New Zealand’s terri-
torial and border integrity and its right to manage or control its
natural resources.

Issue of Type 1 intelligence warrant to contribute to New Zealand’s
international relations or economic well-being

A Type 1 intelligence warrant may be issued to the Director-General of an in-

telligence and security agency if the authorising Minister and a Commissioner
of Intelligence Warrants are satisfied of the matters in subsection (2).

The matters are—

(2)

(©)

that the issue of the Type 1 intelligcence warrant will enable the intelli-

gence and security agency to carry out an activity that will contribute

to—

(0]
(ii)

the international relations and well-being of New Zealand; or

the economic well-being of New Zealand; and

that there are reasonable grounds to suspect that—

@

(ii)

a person referred to in section 51(a) in respect of whom the ac-

tivity is proposed to be carried out is acting, or purporting to act,
for or on behalf of—

(A) aforeign person; or

(B) aforeign organisation; or

(C) adesignated terrorist entity; or

any New Zealand persons within a class of persons referred to in
section 51(b) in respect of whom the activity is proposed to be
carried out are employed by, or are members of.—

(A) aforeign government; or

(B) adesignated terrorist entity; and

that the additional criteria in section 57 are met.
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)

breadditiona-epter . :

(1) A Type 2 intelligence warrant is issued by the authorising Minister.

(2) A Type 2 intelligence warrant may be issued to the Director-General of an in-
telligence and security agency only if the authorising Minister is satisfied of the

matters in subsection (3).

The matters are—

(€]

57

(@)

(b)

(c)

that the issue of the Type 2 intelligence warrant will enable the intelli-
gence and security agency to carry out an activity that—

(1)  isnecessary to contribute to the protection of national security; or

(i1)  will contribute to—

(A) the international relations and well-being of New Zealand;
or

(B) the economic well-being of New Zealand; and

that the activity is not in respect of a person, or class of persons. for
which a Type 1 warrant is required; and

that the additional criteria in section 57 are met.

Additional criteria for issue of intelligence warrant

The additional criteria for the issue of an intelligence warrant referred to in

seetions-55(2)-end-56(2){b) sections 55A(1)(b), 55B(2)(c), and 56(3)(c)

are that—

(a)

(b)

(c)

(d)

the carrying out of the otherwise unlawful activity_(a proposed activity)
by an intelligence and security agency is necessary-for-ene-ef-the-feHew—
me-purpeses: to enable the agency to perform a function under section
13 or 14; and

the proposed activity is proportionate to the purpose for which it is to be
carried out; and

the purpose of the warrant cannot reasonably be achieved by a less intru-
sive means; and

there are satlsfactory arrangements in place to ensure that—-net-h-l-n-g—wﬂ-}

57
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3)
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58

(1)  nothing will be done in reliance on the intelligence warrant
beyond what is necessary and reasonable for the proper perform-
ance of the function under section 13 or 14; and

(ii)  all reasonably practicable steps will be taken to minimise the im-
pact of the proposed activity on any members of the public; and

iii) any information collected in reliance on the intelligence warrant
will be retained, used, and disclosed only in accordance with this
Act or any other enactment.

Issue of joint intelligence warrant

A joint Type 1 intelligence warrant may be issued under section-66_55A or
55B if the-Atterrey—ererat authorising Minister and a Commissioner of Intel-
ligence Warrants consider it appropriate in the circumstances to do so.

A joint Type 2 intelligence warrant may be issued under section 56 if the—Art-
terpey—aererat authorising Minister considers it appropriate in the circumstan-
ces to do so.

The Director-General of Security and the Director-General of the Government
Communications Security Bureau may jointly or severally—

(a) carry out all of the activities authorised by a joint intelligence warrant;
and

(b) exercise all of the powers under a joint intelligence warrant.

Subsection (3) applies even though an activity or a power authorised by the
joint intelligence warrant is not an activity or a power that the Director-General
could be authorised to carry out or exercise by an intelligence warrant that is
not a joint intelligence warrant (for example, the Director-General of the Gov-
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S9A

ernment Communications Security Bureau may exercise a power that may be
exercised by the Director-General of Security).

Minister of Foreign Affairs to be consulted in relation to issue of

intelligence warrants in certain cases

The authorising Minister must consult the Minister of Foreign Affairs before an
intelligence warrant is issued authorising any activity that is likely to have im-

plications for—

() New Zealand’s foreign policy; or

(b) New Zealand’s international relations.

Intelligence warrants may be issued subject to restrictions or conditions

An intelligence warrant may be issued subject to any restrictions or conditions
that are considered desirable in the public interest by—

(a)  the-Attermey—Gererat authorising Minister and a Commissioner of Intel-
ligence Warrants, in the case of a Type 1 intelligence warrant:

(b) the-Atterney—cererat_authorising Minister, in the case of a Type 2 intel-

Compare: 1969 No 24 ss 4B(2), (3), 4IC(1)(b); 2003 No 9 s 15A(4)

An intelligence warrant must specify a period not exceeding 12 months during

The expiry of an intelligence warrant does not prevent a further application for
an intelligence warrant in relation to the same activity.

60
ligence warrant.

60A Term of intellisence warrant
@

which it is valid.
2

Compare: 1969 No 24 s 4C
61

Matters required to be stated in intelligence warrant
An intelligence warrant must state—
(a) the type of intelligence warrant issued:

(b)  the Director-General to whom the warrant is issued or, if the warrant is
issued on a joint application made under section 54, that it is issued to
the Director-General of Security and the Director-General of the Gov-
ernment Communications Security Bureau:

(c) the objective in section 11 to which the warrant relates:
(d)  the purpose for which the warrant is issued:

(e)  the person or class of persons (if any) in respect of whom the otherwise
unlawful activity is being carried out:

(f)  the particular activity or activities authorised to be carried out:

(g) any_restrictions or conditions-etestrtettens imposed under-seetien-64
section 60:
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2

60

(h)  the term of the warrant:

(i)  the date of issue of the warrant.
Compare: 1969 No 24 s 4B; 2003 No 9 s 15D

Authorised activities and powers

Authorised activities

An intelligence warrant may authorise the carrying out of 1 or more of the fol-
lowing activities that would otherwise be unlawful:

(a)  conducting surveillance in respect of 1 or more—
(1)  persons or classes of persons:
(i1)  places or classes of places:
(i1i1))  things or classes of things:

(b) intercepting any private communications or classes of private communi-
cations:

(c)  searching 1 or more—
(1)  places or classes of places:
(i1)  things or classes of things:
(d) seizing—
(i) 1 or more communications or classes of communications:
(i1)  information or 1 or more classes of information:
(i11)) 1 or more things or classes of things:

(e) requesting the Government of another jurisdiction to undertake an activi-
ty that, if undertaken by an intelligence and security agency, would be an
unlawful activity:

(f)  taking any action to protect a covert collection capability:

(g) any human intelligence activity to be undertaken for the purpose of col-
lecting intelligence, not being an activity that—

(i)  involves the use or threat of violence against a person; or
(1)  perverts, or attempts to pervert, the course of justice.

An intelligence warrant issued to the Director-General of the Government
Communications Security Bureau may, in addition to any of the activities spe-
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cified in subsection (1), authorise the doing of any other act that is necessary
or desirable to protect the security and integrity of communications and infor-
mation infrastructures of importance to the_Government of New Zealand-&ev~

erarrert (including identifying and responding to threats or potential threats to
those communications or infrastructures) without the consent of any person.
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&)

) permenentresidents-eofNew—Lealand:
Powers of New Zealand Security Intelligence Service acting under
intelligence warrant

The Director-General of the New Zealand Security Intelligence Service, or an
employee of that intelligence and security agency authorised by the Director-
General for that purpose, may exercise any of the following powers to give ef-
fect to an intelligence warrant:

(a)

(b)

(c)

(d)

(e)

®

(@

enter—

(i)  any place, vehicle, or other thing that is specified in the intelli-
gence warrant; or

(1) any place, vehicle, or other thing that is owned or occupied by a
person identified in the intelligence warrant; or

(iii)) any place, vehicle, or other thing where a person identified in the
intelligence warrant-=tss-e¥, is, is likely to be,_or has been, at any
time; or

(iv) in any case where an information infrastructure is identified in the
intelligence warrant, any place, vehicle, or other thing—

(A) where that information infrastructure is or is likely to be at
any time; or

(B) that it is necessary to enter in order to access that informa-
tion infrastructure:

install, use, maintain, or remove—
(1)  avisual surveillance device; or
(i1))  atracking device; or

(iii)) an interception device:

access an information infrastructure or a class of information infrastruc-
tures:

open (by any means) or interfere with a vehicle, container, receptacle, or
other thing:

take photographs, sound recordings, video recordings, or drawings of the
place, vehicle, or other thing entered or searched, and of any item found
in or on that place or thing, if the person exercising the power has
reasonable grounds to believe that the photographs or sound or video re-
cordings or drawings may be relevant to the purposes of the activity:

bring into and use in or on a place, vehicle, or other thing searched any
equipment:

use any equipment found_in or on the place, vehicle, or other thing
searched:
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3)

(h) extract and use, in the course of carrying out activities allowed by the
warrant, any electricity from a place or thing:

(i)  bring into and use in or on a place, vehicle, or other thing searched a dog
(being a dog that is trained to undertake searching or other intelligence
duties and that is under the control of its usual handler):

(j)  use any force in respect of any property or thing that is reasonable for
the purposes of carrying out a search or seizure:

(k) do any act that is reasonable in the circumstances and reasonably re-
quired to conceal the fact that anything has been done under the warrant
and to keep the activities of the intelligence_and security agency covert:

(I)  do any other act that is reasonable in the circumstances and reasonably
required to achieve the purposes for which the warrant was issued.

Subsection (1) applies subject to any restrictions_or_conditions imposed-e#
the-wearrant under section 60 _and stated in the warrant.

Compare: 1969 No 24 s 4E(1), (3); 2012 No 24 s 110(c), (e), (D), (j)

Powers of Government Communications Security Bureau under
intelligence warrant

The Director-General of the Government Communications Security Bureau, or
an employee of that intelligence and security agency authorised by the
Director-General for that purpose, may exercise the following powers to give
effect to the intelligence warrant:

(a)  access an information infrastructure, or_a class of information infrastruc-
tures:

(b) install, use, maintain, or remove a visual surveillance device to maintain
the operational security of any activity authorised to be carried out:

(c) install, use, maintain, or remove an interception device:

(d) extract and use, in the course of carrying out activities allowed by the
warrant, any electricity from a place or thing:

(¢) do any act that is reasonable in the circumstances and reasonably re-
quired to conceal the fact that anything has been done under the warrant
and to keep the activities of the intelligence agency covert:

(f)  do any other act that is reasonable in the circumstances and reasonably
required to achieve the purposes for which the warrant was issued.

Subsection (1) applies subject to any restrictions_or_conditions imposed-e#
the-warrent under section 60_and stated in the warrant.

In this section, access an information infrastructure includes—

(a)  instructing, communicating with, storing data in, retrieving data from, or
otherwise making use of the resources or features of the infrastructure:
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(b)  making photographs, videos, and sound recordings, or using the infra-
structure or any part of it.

Privileged communications_or privileged information

An intelligence warrant may not authorise the carrying out of any activity or
the exercise of any power for the purpose of obtaining privileged communica-
tions_or privileged information of—

(a) aNew Zealand citizen; or
(b) apermanent resident of New Zealand.

In subsection (1), privileged communications_or privileged information
means communications-thet-are_or information protected by legal professional
privilege or privileged in proceedings under section 54756558659 or any of
sections 56 to 59 of the Evidence Act 2006.

Compare: 1969 No 24 ss 4A(3)(d), 4IB(3)(d); 2003 No 9 s 15C
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Urgent intelligence warrants

Urgent issue of Type 1 intelligence warrant

This section applies if an application for the issue of a Type 1 intelligence war-
rant is made in a situation of urgency.

If this section applies,—

(a) the-Atterney—cererat_authorising Minister and a Commissioner of Intel-
ligence Warrants may, if satisfied that a situation of urgency exists and

that it is necessary to do so,—

(i)  allow the application to be made orally (for example, by a tele-
phone call) or by personal appearance, and excuse the applicant
from putting all or any part of the application in writing; and

(i1)  1issue urgently_in accordance with section 55A or 55B a Type 1
intelligence warrant; or

(b) the-Atterney-Generat_authorising Minister may, if satisfied that a situ-
ation of urgency exists and that it is necessary to do so without the in-

volvement of a Commissioner of Intelligence Warrants,—

(i)  allow the application to be made orally (for example, by a tele-
phone call) or by personal appearance and excuse the applicant
from putting all or any part of the application in writing; and

(i1)  1issue urgently_in accordance with section 55A or 55B a Type 1
intelligence warrant.

If a Type 1 intelligence warrant is issued under subsection (2)(b)(ii), the war-

rant is effective as if it had been issued by the-Attermey—cererat_authorising
Minister and a Commissioner of Intelligence Warrants, but—

(a) the—Atterrey—Gererat_authorising Minister must immediately notify the
Chief Commissioner of Intelligence Warrants; and

(b)  the Chief Commissioner of Intelligence Warrants may, at any time be-
fore an application required by section 72 is determined, revoke the
warrant.

Urgent issue of Type 2 intelligence warrant

This section applies if an application for the issue of a Type 2 intelligence war-
rant is made in a situation of urgency.

The-Atterrey—Genrerat_authorising Minister may, if satisfied that a situation of

urgency exists and that it is necessary to do so,—

(a) allow the application to be made orally (for example, by a telephone
call) or by personal appearance and excuse the applicant from putting all
or any part of the application in writing; and

(b)  issue urgently_in accordance with section 56 a Type 2 intelligence war-
rant.

65

10

15

20

25

30

35



Part4 cl 71 New Zealand Intelligence and Security Bill

71

72
(M

2

73

(M

2

74

(M

2

66

Reasons for urgent issue of intelligence warrant to be recorded

The reasons for the urgent issue of an intelligence warrant under section 69
or 70 must be recorded as soon as practicable by—

(a)  the-Attermey—enerat authorising Minister; or

(b)  the-Atterney—enerat_authorising Minister and the Commissioner of In-
telligence Warrants, in the case of a warrant issued under section

69(2)(a)(ii).

Intelligence warrant issued under section 69 revoked unless confirmed

An intelligence warrant issued under section 69 is revoked by the operation
of law 48 hours after its issue; unless, before the expiry of that period, the ap-
plicant has made an application under section 53 for the issue of a Type 1 in-
telligence warrant.

On an application made under section 53, the-Atterney—enerat_authorising

Minister and a Commissioner of Intelligence Warrants may—

(a)  confirm the urgent intelligence warrant, and that warrant must then be
treated as a Type 1 intelligence warrant issued under that section on the
date_on which the urgent intelligence warrant was issued; or

(b)  revoke the intelligence warrant issued under section 69.

A-Intelligence warrant issued under section 70 revoked unless confirmed

An intelligence warrant issued under section 70 is revoked by the operation
of law 48 hours after its issue unless, before the expiry of that period, the appli-
cant has made an application under section 53 for the issue of a Type 2 intel-
ligence warrant.

On an application made under section 53, the-Atterney—enerat_authorising

Minister may—

(a)  confirm the urgent intelligence warrant, and that warrant must then be
treated as a Type 2 intelligence warrant issued under that section on the
date_on which the urgent intelligence warrant was issued; or

(b)  revoke the intelligence warrant issued under section 70.

Information to be destroyed if intelligence warrant issued under section 69
or 70 revoked

If an intelligence warrant issued under section 69 is revoked under section
72(1), all information collected under that warrant must be destroyed as soon
as practicable.

If an intelligence warrant issued under section 70 is revoked under section
73(1), all information collected under that warrant must be destroyed as soon
as practicable.
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(3) Subsections (1) and (2) do not apply to any incidentally obtained—tateH+
genee_information that may be retained under-seetien-94 section 91P.

75  Intelligence warrants issued under section 69 or 70 to be referred to
Inspector-General

An intelligence warrant issued under section 69 or 70 must be referred as
soon as practicable after issue to the Inspector-General for review.

Authorisations by Director-General of intelligence and security agency

77  Very urgent authorisations by Director-General of intelligence and
security agency

(1)  This section applies if—

(a) an application for the urgent issue of an intelligence warrant would
otherwise need to be made; but

(b) the delay in making that application would defeat the purpose of obtain-
ing the warrant.

(2)  The Director-General of an intelligence and security agency may authorise the
carrying out of an otherwise unlawful activity for which—

(a) aType I intelligence warrant is required; or
(b) aType 2 intelligence warrant is required.

(3) Before giving an authorisation under subsection (2)(a). the Director-General

of an intelligence and security agency must be satisfied of the matters in sec-
tion 55A or 55B.

(4) Before giving an authorisation under subsection (2)(b). the Director-General

of an intelligence and security agency must be satisfied of the matters in sec-
tion 56.

78  Authorisation given under section 77(2)(a) effective as Type 1 intelligence
warrant

(1)  An authorisation given under section 77(2)(a) is effective as if it were a Type
1 intelligence warrant, but the Director-General of an intelligence and security
agency must—

(a) immediately notify—
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(1)  the-Atterney—enerat authorising Minister; and

(i1))  the Chief Commissioner of Intelligence Warrants; and

(b)  within 24 hours after giving the authorisation, make an application under
section 53 for the issue of a Type 1 intelligence warrant.

An authorisation given under section 77(2)(a) is revoked by the operation of
law 24 hours after it is given unless, before the expiry of that period, an appli-
cation under section 53 is made.

The-Atterrey—Gererat authorising Minister or the Chief Commissioner of Intel-
ligence Warrants may, at any time before an application made under section

53 is determined, revoke an authorisation given under section 77(2)(a).

If a Type 1 intelligence warrant is not issued in respect of the unlawful activity
authorised by the Director-General, the authorisation is revoked.

Authorisation given under section 77(2)(b) effective as Type 2 intelligence
warrant

An authorisation given under section 77(2)(b) is effective as if it were a Type

2 intelligence warrant, but the Director-General of an intelligence and security
agency must—

(a)  notify the-Atteorney—cenerat authorising Minister; and

(b)  within 24 hours after giving the authorisation, make an application under
section 53 for the issue of a Type 2 intelligence warrant.

An authorisation given under section 77(2)(b) is revoked by the operation of
law 24 hours after it is given unless, before the expiry of that period, an appli-
cation under section 53 is made.

The-Atterney—enerat_authorising Minister may, at any time before an applica-
tion made under section 53 is determined, revoke an authorisation given
under section 77(2)(b).

If a Type 2 intelligence warrant is not issued in respect of the unlawful activity
authorised by the Director-General, the authorisation is revoked.

Information to be destroyed if authorisation given under section 77
revoked

If an authorisation given under section 77(2)(a) or (b) is revoked, all infor-
mation collected under that authorisation must be destroyed as soon as practic-
able.

Subsection (1) does not apply to any incidentally obtained-tteH+geree_infor-
mation that may be retained under-seetioen-94 section 91P.
Authorisations given under section 77 to be referred to Inspector-General

An authorisation given under section 77 must be referred as soon as practic-
able after it is given to the Inspector-General for review.

5

10

15

20

25

30

35



New Zealand Intelligence and Security Bill

69

15

20

25

30

35



Rartd-el-85 New Zealand Intelligence and Security Bill

) seetion86-
fe) seetien83-

70

10

15

20

25

30

35



New Zealand Intelligence and Security Bill Part 4 cl 89

Register of intelligence warrants

89  Register of intelligence warrants

(1)  The Director-General of an intelligence and security agency must keep a regis-
ter of intelligence warrants issued to him or her.

(2)  The following information must be entered in the register in relation to every
intelligence warrant:

(a)  the type of warrant issued:

(b)  the particular activity or activities authorised to be carried out:

(c) anyrestrictions or conditions the intelligence warrant is subject to:
(d) the term-fe¥ during which the intelligence warrant is valid:

(e)  the date_on which the intelligence warrant was issued.

(3) The Director-General of an intelligence and security agency must also keep, in
conjunction with the register,—

(a) a copy of every application_made for an intelligence warrant-mede-b¥
him-erher; and

(b) arecord of any information provided by, or a copy of any document re-
ceived from, the Minister of Foreign Affairs in the course of any consult-
ation under section-58 59A; and

(c)  the original of every intelligence warrant issued-te-htr-erher.

(4)  All information required to be kept under this section by the Director-General
of an intelligence and security agency may be accessed at any time by—

(a)  the Minister responsible for the intelligence and security agency:
H HheAdtorrer—benertt

(c)  the Chief Commissioner of Intelligence Warrants, in relation to Type 1
intelligence warrants:

71



Part 4 cl 89A New Zealand Intelligence and Security Bill

90
(D

“

72

(d)  the Inspector-General.
Compare: 2003 No 95 19

Amendment and revocation of intelligcence warrants

Amendment and revocation of intelligence warrants

The authorising Minister and a Commissioner of Intelligence Warrants may—
(a) atany time amend or revoke a Type 1 intelligence warrant; and

(b) direct that all or any specified information obtained under the warrant
before it was amended or revoked be destroyed.

The authorising Minister may—
(a) atany time amend or revoke a Type 2 intelligence warrant; and

(b) direct that all or any specified information obtained under the warrant
before it was amended or revoked be destroyed.

Subpart 2—Removal warrants

Issue of removal warrant to retrieve previously installed devices

This section applies if any device or equipment that has been installed in ac-
cordance with an intelligence warrant_issued to the Director-General of an in-

telligence and security agency (the original intelligence warrant) remains in a
place or thing after the original intelligence warrant has ceased to be in force.

The Director-General of Security may make a written application to the Minis-
ter responsible for the New Zealand Security Intelligence Service for the issue
of a removal warrant authorising the removal of the device or equipment.

A removal warrant may be issued to the Director-General of Security if the
Minister responsible for that agency is satisfied that the issue of the warrant is
necessary.

A removal warrant must specify a period not exceeding 12 months-fe¥_during
which it is valid.

Compare: 1969 No 24 s 41(1). (3)
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warrants in certain cases

The Minister responsible for an intelligence and security agency making an ap-

plication under section 90 must consult the Minister of Foreign Affairs before
issuing a removal warrant if that warrant is likely to have implications for—

(@) New Zealand’s foreign policy; or

(b) New Zealand’s international relations.

Powers of New Zealand Security Intelligence Service acting under removal

warrant

The Director-General of Security, or an employee of the New Zealand Security
Intelligence Service authorised by the Director-General for that purpose, may
exercise any of the following powers to give effect to the removal warrant:

(a) enter the place, vehicle, or thing that the device or equipment to be re-
moved under the warrant is in or on:

5

take possession of any vehicle or thing that the device or equipment to
be removed under the warrant is in or on:

[

search any place, vehicle, or thing that the device or equipment to be re-
moved under the warrant is in or on:

remove a tracking device:

open (by any means) or interfere with a vehicle, container, receptacle, or
other thing:

bring into and use in or on a place, vehicle, or other thing referred to in
any of paragraphs (a) to (c) any equipment:

use any equipment found in or on a place, vehicle, or thing referred to in
any of paragraphs (a) to (c):

extract and use, in the course of giving effect to the removal warrant, any
electricity from a place or thing:

e [=

E E B

=

use any force in respect of any property or thing that is reasonable for
the purpose of giving effect to the removal warrant:

E

do any act that is reasonable in the circumstances and reasonably re-
quired to conceal the fact that anything has been done under the warrant
and to keep the activities of the intelligence and security agency covert:
(k)  do any other act that is reasonable in the circumstances and reasonably

required to achieve the purposes for which the warrant was issued.
Compare: 1969 No 24 s 41(2)
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Subpart 3A—Practice warrants

Types of practice warrant

There are 2 types of practice warrants:
(a)  testing warrants:

(b) training warrants.

Testing warrant

A testing warrant authorises an intelligence and security agency to carry out
an otherwise unlawful activity that is necessary to test, maintain, or develop the
capability of the agency in relation to the performance of its statutory func-
tions.
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Training warrant

A training warrant authorises an intelligence and security agency to carry out
an otherwise unlawful activity that is necessary to train employees in relation

to the performance of the agency’s statutory functions.

Application for issue of practice warrant

An application for a practice warrant must be made in writing by the Director-
General of an intelligence and security agency to—

(a)  the Minister responsible for the intelligence and security agency; and

(b)  the Chief Commissioner of Intelligence Warrants.
An application for the issue of a practice warrant must set out—

(a) the type of practice warrant applied for; and

(b) details of the activity proposed to be carried out under the practice war-
rant; and

(c)  the purpose of the proposed activity: and

(d) the reasons why the criteria for issuing the practice warrant set out in
section 91D are believed to be satisfied.

Criteria for issue of practice warrant
The criteria for the issue of a practice warrant are—

(a) the carrying out of the otherwise unlawful activity (the proposed activi-
ty) by an intelligence and security agency is reasonably necessary to en-
sure that the agency will be able to competently perform its statutory
functions in the future; and

(b) the proposed activity is proportionate to the purpose for which it is to be
carried out; and

(c)  the purpose of the proposed activity cannot reasonably be achieved by a
less intrusive means; and

(d) there are satisfactory arrangements in place to ensure that—

(1)  all reasonably practicable steps will be taken to minimise the im-
pact of the proposed activity on any members of the public; and

(i1) nothing will be done in reliance on the practice warrant beyond
what is necessary and reasonable to achieve the purpose of the

proposed activity; and

ii1) any information obtained in reliance on the practice warrant will
be retained only for so long as is necessary to achieve the purpose
of the proposed activity.
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Issue of practice warrant
A practice warrant is issued to the Director-General of an intelligence and se-
curity agency.

(a)  the Minister responsible for the intelligence and security agency; and
(b) aCommissioner of Intelligence Warrants.

Minister of Foreign Affairs to be consulted in relation to issue of practice

The Minister responsible for an intelligence and security agency making an ap-

plication under section 91C must consult the Minister of Foreign Affairs be-
fore a practice warrant is issued authorising any activity that is likely to have

Practice warrants may be issued subject to restrictions or conditions

A practice warrant may be issued subject to any restrictions or conditions that
are considered desirable in the public interest.

A practice warrant must specify a period not exceeding 12 months during

The expiry of a practice warrant does not prevent a further application for a
practice warrant in relation to the same activity.

the Director-General to whom the warrant is issued: and

the activity authorised to be carried out; and

any conditions or restrictions imposed under section 91G; and

the date on which the warrant was issued.

(2) A practice warrant is issued jointly by—
91F
warrants in certain cases
implications for—
(@) New Zealand’s foreign policy; or
(b) New Zealand’s international relations.
91G
91H Term of practice warrant
(€]
which it is valid.
2
911 Matters to be stated in practice warrant
A practice warrant must state—
(a) the type of warrant issued; and
()]
)
(d
(e) the term of the warrant; and
®
91J Authorised activities

A practice warrant may authorise the carrying out of 1 or more of the activities

specified in section 63(1)(a) to (f) that would otherwise be unlawful.
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Powers of New Zealand Security Intelligence Service acting under practice
warrant

The Director-General of the New Zealand Security Intelligence Service, or an
employee of that intelligence and security agency authorised by the Director-
General for that purpose, may exercise any of the powers in section 65(1)(b)
to (1) to give effect to a practice warrant.

Subsection (1) applies subject to any restrictions or conditions imposed
under section 91G stated in the practice warrant.

Powers of Government Communications Security Bureau acting under
practice warrant

The Director-General of the Government Communications Security Bureau, or
an_employee of that intelligence and security agency authorised by the
Director-General for that purpose, may exercise any of the powers in section
66 to give effect to a practice warrant.

Subsection (1) applies subject to any restrictions or conditions imposed
under section 91G stated in the practice warrant.

Report on practice warrant activities

As soon as practicable after the expiry or revocation of a practice warrant, the
Director-General of an intelligence and security agency must provide details of
all authorised activities carried out under the warrant to—

(a)  the Minister responsible for the intelligence and security agency; and
(b)  the Inspector-General.

Subpart 3B—Unauthorised, irrelevant, and incidentally obtained

information

Destruction of unauthorised information

In this section, unauthorised information means—

(a) information unintentionally collected that is outside the scope of—

(1)  an authorisation; or

(i1)  an authorised activity; or

(b) information collected during the provision of co-operation, advice, and
assistance under section 17 that could otherwise only be collected dur-
ing the carrying out of an authorised activity.

Unauthorised information must be destroyed immediately after collection un-

less.—

(a) on an application that is made as soon as practicable, an intelligence
warrant is issued authorising collection of the information; or

(b) section 91P applies.
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Destruction of irrelevant information

In this section, irrelevant information means information that—

(a) iscollected by an intelligence and security agency within the scope of an
authorised activity; but

(b) is not required, or is no longer required, by the agency for the perform-
ance of'its functions.

Irrelevant information must be destroyed as soon as practicable.

Subsection (2) is subject to—

(a) any enactment requiring the retention of the information; or

(b) any order of a court that imposes a prohibition on the destruction of the
information.

Retention of incidentally obtained information

The Director-General of an intelligence and security agency may retain any in-
cidentally obtained information that comes into the possession of the agency

only for the purpose of disclosing it to a person specified in subsection (2) in
the circumstances specified in subsection (3).

The persons are—

(a) any employee of the New Zealand Police:

(b) any member of the New Zealand Defence Force:

(c) any public authority (whether in New Zealand or overseas) that the
Director-General considers should receive the information.

The circumstances are that the Director-General has reasonable grounds to be-

lieve that the disclosure of the information to a person specified in subsection
(2) mavy assist in—

(a) preventing or detecting serious crime in New Zealand or any other coun-
try:

(b) preventing or responding to threats to the life of any person in New Zea-
land or any other country:

(c) identifying, preventing, or responding to threats or potential threats to
the security or defence of New Zealand or any other country:

(d) preventing the death of any person who is outside the territorial jurisdic-
tion of any country.

Compare: 2003 No 9 s 25
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Return of physical items seized

Physical items seized to be returned after search or analysis

A physical item seized under an intelligence warrant may be retained by an in-
telligence and security agency only for as long as is reasonably necessary to

enable the agency to conduct a search or analysis of the item.
The physical item must then be returned to—

(a) the place from which it was seized; or

(b)  the person from whom it was seized.

However, subsection (2) does not apply if—

(a)  the return of the item would undermine the ability of the agency to main-
tain the secrecy of the search and seizure; or

(b)  the person from whom the item was seized was not lawfully entitled to
possession of the item; or

(c) the item was unlawfully in the place from which it was seized or was be-
ing used unlawfully in the place from which it was seized; or

(d) the person from whom the item was seized cannot be found.

Subpart 3C—Offences and immunities

Offence to provide false or misleading information
A Director-General of an intelligence and security agency who makes a war-

rant application that contains any false or misleading information commits an
offence and is liable on conviction to imprisonment for a term not exceeding 1

car.

It is a defence to a charge under subsection (1) that the Director-General of
an_intelligence and security agency to whom the charge relates did not know
that he or she was providing false or misleading information and had exercised
all reasonable care and due diligence to ensure that the information provided
was not false or misleading.

In this section, warrant application means an application for the issue of any
of the following:

(a) anintelligence warrant (including the urgent issue of an intelligence war-
rant):

an authorisation given under section 77(2)(a):

a removal warrant:

ERONC

a practice warrant.
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A person commits an offence and is liable on conviction to a fine not exceed-
ing $10.000 if the person knowingly fails to comply with—

Compare: 1969 No 24 ss 4G(3), 41B(11), 4IE(11); 2003 No 9 s 23(2)

A person carrying out an authorised activity must not, other than in the per-
formance or exercise of the person’s functions, duties, or powers or with the

(a) disclose to any other person that the activity is an authorised activity; or

(b) use any information obtained from the carrying out of the authorised ac-

(c) disclose to any other person any information obtained from the carrying

A person who contravenes this section commits an offence and is liable on con-

In this section, relevant Minister means the Minister responsible for the intel-
ligence and security agency authorised to carry out the activity.

Unlawful disclosure of acquired information

A person who acquires knowledge of any information knowing that it was
gained from the carrying out of an authorised activity must not knowingly dis-
close that information otherwise than in the performance or exercise of his or

A person who contravenes this section commits an offence and is liable on con-

Immunities from criminal liability in relation to obtaining intelligence

An employee is immune from criminal liability for any act done in good faith

(a) the employee reasonably believed that the act was necessary to obtain

(b) the carrying out of the activity was done in a reasonable manner.

91 Failure to destroy information
(a) section 74:
(b) section 80:
(c) section 91N.
91T Unlawful use or disclosure of information
(@8]
consent of the relevant Minister.—
tivity; or
out of the authorised activity.
@
viction to a fine not exceeding $10.000.
A
Compare: 1969 No 24 s 12A(1). (2), (4)
91U
(@8]
her functions, duties, or powers.
@
viction to a fine not exceeding $10.000.
Compare: 1969 No 24 s 12A(3). (4)
91V
warrant
(@8]
to obtain an intelligence warrant if—
the warrant: and
2

Subsection (1) applies even if the intelligence warrant is subsequently—
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(a) revoked: or

(b)  determined to have been invalidly issued or given.

Subsection (2)(b) is to avoid doubt.

Subsection (1) does not apply if an employee is charged with an offence
under section 91R.

Immunities from criminal liability in relation to carrying out authorised
activity

A person is immune from criminal liability for any act done in good faith in
carrying out an authorised activity if—

(a) the person reasonably believed that doing the act was necessary to carry
out the activity; and

(b) the carrying out of the activity was done in a reasonable manner.

Subsection (1) applies even if the authorisation is subsequently—
(a) revoked: or

(b)  determined to have been invalidly issued or given.

Subsection (2)(b) is to avoid doubt.

Subpart 4—Commissioners of Intelligence Warrants

Appointment of Commissioners

The Governor-General must, on the recommendation of the Prime Minister, ap-
point up to 3 persons as Commissioners of Intelligence Warrants.

The Governor-General must, on the recommendation of the Prime Minister, ap-
point 1 Commissioner of Intelligence Warrants as the Chief Commissioner of
Intelligence Warrants.

Before recommending an appointment under this section, the Prime Minister
must—

(a)  consult the Leader of the Opposition about the proposed appointment;
and

(b)  advise the Governor-General that the Leader of the Opposition has been
consulted.

Compare: 1969 No 24 s 5A(1), (2)

Eligibility for appointment

A person may-es¥y be appointed a Commissioner of Intelligence Warrants_only
if that person has previously held office as a Judge of the High Court.

Compare: 1969 No 24 s 5A(3)

Functions of Commissioners

The functions of a Commissioner of Intelligence Warrants are—
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(a)
(b)
(©)
(d)

(e)

(ea)
®

(@

(h)

to advise the—Atterney—renerat_authorising Minister on applications
under section 53 for Type 1 intelligence warrants:

to consider with the-Atterrey—Genrerat authorising Minister applications
under section 53 for Type 1 intelligence warrants:

to deliberate with the-Artterney—renerat_authorising Minister on applica-
tions under section 53 for Type 1 intelligence warrants:

to issue Type 1 intelligence warrants under section-55_55A or 55B
jointly with the-Atterney—ererat authorising Minister:

to consider with the-Atterrey-Gererat authorising Minister applications
made under section 112 seeking permission to access restricted infor-
mation:

to consider with the responsible Minister applications made under sec-
tion 118E for an approval to obtain business records:

to conduct reviews under section 56 of the Telecommunications (Inter-
ception Capability and Security) Act 2013 relating to significant network
security risks:

to conduct reviews under section 27GF of the Passports Act 1992 re-
lating to decisions to refuse to issue, or to cancel or retain possession of,
a New Zealand travel document:

to perform any other functions conferred or imposed on a Commissioner
of Intelligence Warrants by or under this Act or any other-Aet enactment.

Compare: 1969 No 24 s SA(5)(a)—~(d), (g)

Additional functions of Chief Commissioner of Intelligence Warrants

The Chief Commissioner of Intelligence Warrants has the following additional
functions:

(a)

(b)
(c)

(d)

to be the central point of contact for all communications with the Com-
missioners of Intelligence Warrants:

to receive all applications for a Type 1 intelligence warrant:

to allocate an application for a Type 1 intelligence warrant to himself or
herself or to another Commissioner of Intelligence Warrants:

to receive notice under section 69(3)(a) of the issue of a Type 1 intelli-
gence warrant by the-Artterney—enerat_authorising Minister and consid-
er whether to revoke it:

to receive notice under section 78(1)(a) of an authorisation given
under section 77(2)(a) and consider whether to revoke it:

to receive all applications for an approval under section 118C:

to allocate an application for an approval under section 118C to him-

self or herself or to another Commissioner of Intelligence Warrants for
consideration:
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(f)  to perform any other functions conferred or imposed on the Chief Com-
missioner of Intelligence Warrants by or under this Act or any other en-
actment.

Delegation of functions of Chief Commissioner of Intellicence Warrants
The Chief Commissioner of Intelligence Warrants (the Chief Commissioner)

must ensure that an appropriate delegation is at all times in place under this

section to enable another Commissioner of Intelligence Warrants (a delegate)

to act in place of the Chief Commissioner during—

(a) any absence or incapacity of the Chief Commissioner; or

(b) any vacancy in the office of the Chief Commissioner.

A delegation under this section—
(a) must be in writing; and

(b) isrevocable at any time, by notice in writing.

A delegate may perform the functions of the Chief Commissioner in the same
manner and with the same effect as if those functions had been conferred di-
rectly on him or her by this Act.

A delegate who purports to act under a delegation is, in the absence of proof to
the contrary. presumed to be acting in accordance with the delegation.

A delegation, until it is revoked, continues to have effect even if the Chief
Commissioner by whom it was made ceases to hold office.

Administrative provisions relating to Commissioners

Part 1 of Schedule 3 applies in relation to the Commissioners of Intelligence
Warrants.

Part 5
Accessing information held by other agencies

Interpretation

In this Part, unless the context otherwise requires,—

agency—
(a) means any person, whether in the public sector or the private sector; and

(b) includes a department
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citizenship information means information that relates to the acquisition or
loss of citizenship by, or to the citizenship status of, any person

database—

(a) means the information recording system or facility used by a holder
agency to store information; and

(b) includes any system for transferring or processing information into or
out of, or within, that information recording system or facility

direct access. in relation to a database, means to do either or both of the fol-
lowing (whether remotely or otherwise):

(a)  search the database:

(b)  copy any information stored on the database (including by previewing,
cloning. or other forensic methods)

holder agency means an agency specified in the=f#st_third column of the table
in Schedule 2

information means personal information and non-personal information

non-personal information means information that is not personal information

personal information means information about an identifiable individual

responsible Minister.—

(a) in relation to an intelligence and security agency, means the Minister re-
sponsible for the intelligence and security agency: and

(b)  inrelation to the intelligence and security agencies, means—

(1)  the Minister responsible for the intelligence and security agencies,
if the same Minister is responsible for each agency; and

(ii)) the Ministers responsible for the intelligence and security agen-
cies, if a different Minister is responsible for each agency.

Relationship between this Part and other law relating to information
disclosure

This Part does not limit the collection, use, or disclosure of personal informa-
tion that—

(a)  is authorised or required by or under any enactment; or

(b)  is permitted by the information privacy principles in section 6 of the Pri-
vacy Act 1993.
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Subpart 1—Request and disclosure of information

Purpose of subpart
The purpose of this subpart is—
(a)  torecognise—

(i)  the existing ability of an intelligence and security agency to re-
quest information held by other agencies; and

(i)  the existing ability of an agency to disclose information that it
holds to an intelligence and security agency; but

(b)  not to confer on an agency any legal right or obligation.

Requests for information

The Director-General of an intelligence and security agency may request infor-
mation from any other agency if the Director-General-eenstders-that-aeeess—te
believes on reasonable grounds that the information is—reeired_necessary to
enable the intelligence and security agency to perform-et-exeretse-a—fanetron;

duty-er-povwer any of its statutory functions.

A request must—

(a)  provide details of the information requested; and

(b)  confirm that-seeess-te the information is-regured necessary to enable the
intelligence and security agency to perform-er-exeretse-a—funetion—euty;

etpewer any of its statutory functions.

Disclosure of information to intelligence and security agency

An agency may disclose to an intelligence and security agency any information

that it holds or controls if it-s-settsfred believes on reasonable grounds that the

disclosure of information is—reeired—b¥ necessary to enable the intelligence

and security agency to perform-er-exeretse-a-~funettonduty—or-peovwer any of its
statutory functions.

An agency may disclose the information either—

(a)  on the request of an intelligence and security agency; or
(b)  onits own initiative.

For the purpose of enabling an agency to decide whether to disclose any infor-

3)

mation under subsection (1) (including the application of section 6 of the

Privacy Act 1993). the Director-General of an intelligence and security agency
may certify that he or she believes on reasonable grounds that the disclosure of
the information is necessary for the performance of any of the agency’s statuto-
ry functions.

This section is subject to—

(a)  aprovision contained in any other Act that—
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(1)  prohibits or restricts the disclosure of the information to an intelli-
gence and security agency; or

(i1)  regulates the manner in which the information may be obtained or
made available to an intelligence and security agency; or

(b) a provision contained in any contract, agreement, or other document re-
lating to the disclosure of the information; and

(c) any obligation of confidence.

Register of section 101 certificates

101A Register of section 101 certificates

(1)  The Director-General of an intelligence and security agency must keep a regis-
ter of all certificates issued by him or her under section 101(2A) (a section

101 certificate).

(2) The register must include, for each section 101 certificate issued, details of—
the date on which the certificate was issued; and

the information to which the certificate relates: and

(@)
(b)  the agency to which the certificate was issued; and
©)
((s)]

the circumstances in which the certificate was issued.

(3)  The register may be accessed at any time by—

(a)  the Minister responsible for the intelligence and security agency:
(b)  the Inspector-General.

Subpart 2—Direct access to database information

102 Purpose of subpart

The purpose of this subpart is to enable an intelligence and security agency to
have direct access to databases storing specified public sector information.

103 Direct access to certain information
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An intelligence and security agency specified in the first column of Schedule

2 may have direct access to the information specified in the second column of
Schedule 2 that is opposite its name and held by the holder agency specified

in the third column of Schedule 2.

However, that access must be in accordance with a written direct access agree-
ment entered into between—

(a)  the Minister responsible for the holder agency; and

(b)  the Minister responsible for the intelligence and security agency.

Matters to which Ministers must have regard before entering into direct
access agreement

Before entering into a direct access agreement, the Ministers referred to in sec-
tion 103(2) must be satisfied that—

(a) direct access to the information is necessary to enable the intelligence

and security agency to perform-es—exereise—a—funetiom—euty—or—power

any of its statutory functions; and

(b) there are adequate safeguards to protect the privacy of individuals, in-
cluding=whether_that the proposed compliance and audit requirements
for the direct access, use, disclosure, and retention of the information are
sufficient; and

(c)  the agreement will include appropriate procedures for direct access, use,
disclosure, and retention of the information.

Consultation with Privacy Commissioner before entering into direct access
agreement

Before entering into a direct access agreement, the Ministers referred to in sec-
tion 103(2) must consult with, and invite comment from, the Privacy Com-

missioner on the proposed agreement.

When consulted on a direct access agreement, the Privacy Commissioner must
have particular regard to the matters that the Ministers need to be satisfied of
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before entering into the agreement that are specified in section 104(b) and
().

(3) The Ministers must have regard to any comments received from the Privacy
Commissioner on the proposed agreement.

105A Consultation with Inspector-General before entering into direct access
agreement

(1)  Before entering into a direct access agreement, the Ministers referred to in sec-
tion 103(2) must also consult with, and invite comment from, the Inspector-
General on the proposed agreement.

(2) The Ministers must have regard to any comments received from the Inspector-
General on the proposed agreement.

106 Content of direct access agreements
An agreement must specify—
(a) the database or databases that may be accessed:
(b) the particular information that may be accessed:

(ba) the particular purpose or purposes for which the information may be ac-
cessed:

(c) the particular function, duty, or power being, or to be, performed or exer-
cised by the intelligence and security agency for which the information
is required:

(d)  the mechanism by which the information is to be accessed:

(e)  the position held by the person or persons in the intelligence and security
agency who may access the information:

(f)  the records to be kept in relation to each occasion_on which a database is
accessed:

(g) the safeguards that are to be applied for protecting particular information

(for example, personal information or_information that is commercially
sensitive-Hfermation):

(h)  the requirements relating to storage, retention, and disposal of informa-
tion obtained from the database or databases:

(i)  the circumstances (if any) in which the information may be disclosed to
another agency (whether in New Zealand or overseas), and how that dis-
closure may be made:

(j)  the—eppewntment_apportionment of the costs incurred by the holder
agency and the intelligence and security agency under the agreement.

88

10

15

20

25

30



New Zealand Intelligence and Security Bill RareS-el-400

106A Variation of direct access agreement
Sections 104, 105, and 105A apply with any necessary modifications in re-
spect of a proposal to enter into an agreement varying a direct access agree-
ment.

107 Publication of direct access agreements
(1)  An agreement, and all variations to the agreement, must be published on—
(a)  an Internet site maintained by or on behalf of the holder agency; and

(b) an Internet site maintained by or on behalf of the_relevant intelligence
and security agency.

(2) However, subsection (1) does not apply to—

(a) an agreement or a variation of an agreement that may be withheld on a
request under the Official Information Act 1982:

(b) aprovision of an agreement that may be withheld on a request under the
Official Information Act 1982.

(3) If, in reliance on subsection (2)(a), an agreement or a variation of an agree-
ment is not published, a summary of the agreement must be published on—

(a)  an Internet site maintained by or on behalf of the holder agency; and

(b) an Internet site maintained by or on behalf of the_relevant intelligence
and security agency.

108 Review of agreements

(1)  The Ministers who have entered into an agreement must review the agreement
every 3 years.

(2)  In conducting a review, the Ministers must—
(a)  consult—
(i)  the Privacy Commissioner; and
(i1))  the Inspector-General; and
(b)  have regard to any comments received from—

(i)  the Privacy Commissioner; and

(i)  the Inspector-General.
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109A Relationship between subpart and other law

This subpart does not prevent or limit any disclosure of information that may
be required or authorised by or under—

(a)  any other provision of this Act; or

(b) any other enactment.

Subpart 3—Access to restricted information

110 Purpose of subpart

The purpose of this subpart is to enable an intelligence and security agency to
access restricted information.

111  Meaning of restricted information
In this subpart, restricted information means—

(a) information that an Inland Revenue officer must maintain, and must as-
sist in maintaining, the secrecy of under section 81 of the Tax Adminis-
tration Act 1994:

(b) information relating to national student numbers assigned-te-stadents by
the Secretary of Education under section 343 of the Education Act 1989
to students enrolled with a tertiary education provider:

(ba) information relating to an adoption held by the Registrar-General ap-
pointed under section 79(1) of the Births, Deaths, Marriages, and Rela-
tionships Registration Act 1995:

(c) photographic images used for driver licences that are stored under sec-
tion 28(5) of the Land Transport Act 1998.

112  Application for permission to access restricted information

(1)  The Director-General of an intelligence and security agency seeking access to
restricted information in relation to a person must apply for permission.

(2)  An application for permission must be made to—

(a)  the—Atterney—enerat responsible Minister and_the Chief Commissioner
of Intelligence Warrants, if the person is—

(i)  aNew Zealand citizen; or

(i) a permanent resident of New Zealand; or
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(b) the-Atterney—enerat responsible Minister, if the person is not—
(i)  aNew Zealand citizen; or

(1)  a permanent resident of New Zealand.

An application must state the particular restricted information to which access
is sought.

Permission to access restricted information granted on application made
under section 112(2)(a)

The-Atterpey—Genrerat responsible Minister and a Commissioner of Intelligence
Warrants may grant an application made under section 112(2)(a) and permit
access to specified restricted information if they are satisfied—
(a)  that—
(i)  access to the restricted information-w+#H _is necessary to contribute
to the-ebjeetrre-n-seetion—44Ha) protection of national security

and to assist in protecting against any of the harms specified in
section 55A(2); and

(i1)  the further criteria in section 115 are met; or
(b) that—

(1)  access to the restricted information will contribute to_achieving
the objective in section 11(b) or (c); and

(i)  there-ts-a—reasenable—suspteton_are reasonable grounds to suspect

that the person referred to in section 112(2)(a) is acting, or pur-
porting to act, for or on behalf of—

(A) aforeign person; or
(B) a foreign organisation; or
(C) adesignated terrorist entity; and

(i11)  the further criteria in section 115 are met.

Permission to access restricted information granted on application made
under section 112(2)(b)

The—Atterrey—aenerat_responsible Minister may grant an application made
under section 112(2)(b) and permit access to specified restricted information

if the-Artterney—enerat responsible Minister is satisfied—

(a) that access to the restricted information will contribute to_achieving 1 or
more of the objectives specified in section 11; and

(b)  the further criteria in section 115 are met.

Further criteria for permitting access to restricted information

The further criteria for permitting access to restricted information referred to in
sections 113 and 114 are that—
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117
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(a) access to the restricted information is necessary for the purpose of ena-
bling the intelligence and security agency to perform any of its functions
under an enactment; and

(b)  the privacy impact of permitting access is proportionate to that purpose;
and

(c) the restricted information cannot be accessed by any other means.

Permission must specify restricted information that may be accessed

A permission given under section 113 or 114 must specify the particular re-
stricted information that the intelligence and security agency may access.

Access to restricted information must be provided if permitted

An agency must provide_to the Director-General of an intelligence and security
agency named in the permission access to any restricted information specified
in the permission if that information is held by or_is within the control of that
agency.

Use, retention, and disclosure of restricted information

Restricted information accessed by an intelligence and security agency may be
used, retained, and disclosed by the intelligence and security agency only in the
performance of its functions.

Subpart 4—Obtaining business records of telecommunications network

operators and financial service providers

118A Purpose of subpart

J—
[
|00
=]

92

The purpose of this subpart is to enable an intelligence and security agency to
obtain business records of telecommunications network operators and financial
service providers.

Interpretation
In this subpart, unless the context otherwise requires,—

approval means an approval given under section 118E to obtain business re-
cords from business agencies

business agencies means—

(a) telecommunications network operators:
(b) financial service providers

business records means,—

(a) In relation to a business agency that is a telecommunications network
operator, all information in the possession or under the control of the tel-
ecommunications network operator that is generated or received in the
course of the operator’s business.—
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(1)  including—

A)

E

EEEEE

FEEE

customer_information (for example, names and contact de-
tails):
subscriber information (for example, names and contact de-
tails):

bank account number details:

credit card number details:

IP addresses:

billing information and records:
call associated data (within the meaning of section 3(1) of

the Telecommunications (Interception Capability and Se-
curity) Act 2013):

device-related information:

details of mobile data usage:
information on linked accounts:

details of any persons communicating with the network op-
erator; but

(1)  excluding—

cE E

E

(E)

personal information about the network operator’s
employees and directors:
the content of telecommunications:

any information relating to the business operations of the
network operator (including finances, budgets. plans, and
strategies):

the content of any other communications or files held by

the network operator in providing any service to a customer
(for example, cloud storage servers or insurance):

web browsing history:

in relation to a business agency that is a financial service provider, all

information in the possession or under the control of the financial ser-

vice provider that is generated or received in the course of the provider’s

business,—

(1)  including—

(A)

Elck

customer information (for example. names and contact de-
tails):

bank account number details:

credit card number details:

statement and account information:
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(E) transaction information and other information related to a
specific account; but
(i)  excluding—
(A) personal information about the provider’s employees and
directors:

(B) the content of communications:

(C) any information relating to the business operations of the fi-

nancial service provider (including finances, budgets. plans,
and strategies):

(D) the content of any other communications or files held by
the financial service provider in providing any service to a
customer (for example, cloud storage servers or insurance)

business records direction means a direction issued under section 118G

financial service provider has the meaning given to it by section 4 of the Fi-

nancial Service Providers (Registration and Dispute Resolution) Act 2008

telecommunication has the meaning given to it by section 5 of the Telecom-

munications Act 2001

telecommunications network operator means a network operator, as defined
in section 3(1) of the Telecommunications (Interception Capability and Secur-

ity) Act 2013.

Approval to obtain business records

Application for approval to obtain business records

The Director-General of an intelligence and security agency may apply for an

approval to obtain business records from business agencies under business re-
cords directions.

An application for an approval must be made to—

(a)
(b)

the responsible Minister; and
the Chief Commissioner of Intelligence Warrants.

An application must be in writing and state—

(@)

()

(©)

a description of the circumstances giving rise to the need to rely on the
approval to issue business records directions to obtain business records:
and

the business records or class of business records sought to be obtained

under each business records direction issued under the approval (includ-

ing, to avoid doubt, the time period to which those records or classes of
records relate); and

the function under section 13, 14, or 17 that the intelligence and se-
curity agency would be performing in those circumstances; and

10

15

20

25

30

35



New Zealand Intelligence and Security Bill Part 5 cl 118E

118D

(d) that applying for an intelligence warrant to obtain the business records is
likely to be impractical in those circumstances, or the reason why it
would otherwise not be appropriate in those circumstances to apply for

an intelligence warrant to obtain the business records.

Joint application for approval

The Director-General of Security and the Director-General of the Government
Communications Security Bureau may jointly apply for an approval.

Approval to obtain business records

EE
=

An application for an approval to obtain business records from business agen-
cies is granted jointly by—
(a) the responsible Minister; and

(b) aCommissioner of Intelligence Warrants.
An application for an approval may be granted to the Director-General of an

intelligence and security agency if the responsible Minister and a Commis-
sioner of Intelligence Warrants are satisfied that—

(a) obtaining business records from business agencies in the circumstances

stated in the application is necessary to enable the intelligence and secur-
ity agency to perform a function under section 13, 14, or 17; and

(b) the privacy impact of obtaining the business records in those circumstan-
ces does not outweigh the importance of performing that function; and

(c) it would not be more appropriate for the Director-General to apply for

the issue of an intelligence warrant authorising the seizing of the busi-
ness records; and

(d) there are satisfactory arrangements in place to ensure that nothing will
be done in reliance on the approval beyond what is necessary and
reasonable for the proper performance of a function of an intelligence
and security agency; and

(e) there are satisfactory arrangements in place to ensure that any informa-
tion collected in reliance on the approval will be retained, used, and dis-
closed only in accordance with this Act or any other enactment.

An approval must state—

(a)  the Director-General to whom the approval is granted; and

(b)  the circumstances in which those business records may be obtained from
business agencies by the issue of a business records direction under the
approval; and

(c) the business records or class of business records that the Director-Gener-

al may obtain from business agencies under a business records direction;
and

(d) any restrictions or conditions to which the approval is subject; and
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(e) the date on which the approval was granted.

118F Duration of approval

(1)  An approval takes effect on the date on which it is granted and expires 6
months after that date.

(2) The Director-General of an intelligence and security agency may, either before
or after the date on which an approval expires, apply for a subsequent approval
that is the same as the earlier approval.

(3) Despite subsection (1). if an application for a subsequent approval is made
before the earlier approval expires, the subsequent approval may take effect
from the date on which the earlier approval expires.

118G Amendment and revocation of approvals
The responsible Minister and a Commissioner of Intelligence Warrants may—
(a) atany time amend or revoke an approval:

(b) direct that all or any specified business records obtained under the ap-
proval before it was amended or revoked be destroyed.
Issue of business records direction

118H Director-General of intelligence and security agency may issue business
records direction

(1)  The Director-General of an_intelligence and security agency who has been
granted an approval may issue a business records direction in writing to a
named business agency requiring that agency to provide to the Director-Gener-
al copies of —

(a)  specified business records relating to an identifiable person or thing:
(b) any specified class of business records relating to an identifiable person
or thing,

(2) A business records direction may only be issued by a Director-General—

(a) in_respect of business records, or a class of business records, that the

Director-General may obtain under a current approval; and

(b) in the circumstances stated in the approval; and

(c) inaccordance with any restrictions or conditions stated in the approval.
(3) Before issuing a business records direction, the Director-General of an intelli-

ence and security agency must be satisfied that the extent of business records

required to be provided under that direction is justified and is no more than is

necessary to enable the performance of the agency’s statutory functions.

(4)  In this section.—
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(a) a number (for example, a telephone number, bank account number, or
credit card number); and

(b)  an address (for example, an Internet protocol address).

Compliance with business records direction

(€]

A business agency to which a business records direction is issued must comply
with the direction not later than 30 days after receiving it, or comply at any lat-
er time permitted by the Director-General who issued the request.

(2) A business agency commits an offence if the agency, without reasonable ex-
cuse, fails to comply with a business records direction.
(3) A business agency who commits an offence against subsection (2) is liable
on conviction.—
(a) in the case of an individual, to imprisonment for a term not exceeding
1 year:
(b) in the case of a body corporate, to a fine not exceeding $40.000.
(4) Subsection (1) applies despite the expiry of the approval under which the di-
rection was issued.
Compare: 2012 No 24 s 174
118J Business records to be destroyed if not required by intelligence and
security agency
(1)  All business records obtained by a Director-General of an intelligence and se-
curity agency under a business records direction must be destroyed as soon as
practicable if the records are not required, or are no longer required, by the
agency for the performance of its functions.
(2) Subsection (1) is subject to—
(a) any enactment requiring the retention of the information contained in the
business records; or
(b) any order of a court that imposes a prohibition on the destruction of the
information contained in the business records.
Register of business records directions
118K Register of business records directions
(1)  The Director-General of an intelligence and security agency must keep a regis-
ter of all business records directions issued by him or her.
(2) The register must include, for each business records direction issued. details

of —

(a)  the approval under which the direction was issued; and

(b) the date on which the direction was issued; and

(c)  the business agency to whom the direction was issued; and
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3)

(d) the circumstances in which the direction was issued; and

(e) the statutory function being performed by the intelligence and security
agency to which the direction relates; and

(f)  the business records or class of business records sought to be obtained
under the direction; and

(2) the date on which the business agency complied with the direction.
The register may be accessed at any time by—

(a)  the Minister responsible for the intelligence and security agency:

(b)  the Inspector-General.

118L. Subpart does not create any new obligation to create or maintain records

Nothing in this subpart requires a financial service provider or a telecommuni-
cations network operator to create information or maintain a record of informa-
tion that would not, apart from this subpart, have been created or maintained.

Relationship with other law

118M Relationship between subpart and other law

119
(D

2

98

This subpart does not prevent or limit the disclosure of business records to an

intelligence and security agency that may be required, authorised, or permitted
by or under—

(a)  any other provision of this Act; or

(b) any other enactment.

Part 6
Oversight of intelligence and security agencies

Purpose of Part

The purpose of this Part is to provide for the independent oversight of intelli-
gence and security agencies to ensure that those agencies-are-operatng act with
propriety and operate lawfully and effectively.

To achieve this purpose,—

(a) the office of the Inspector-General of Intelligence and Security is con-
tinued, with the Inspector-General having functions, duties,—es€_or
powers to—

(i)  ensure that the intelligence and security agencies conduct their ac-
tivities lawfully and with proprietys; and

10

15

20

25

30



New Zealand Intelligence and Security Bill Part 6 cl 121

120
(1

2

3)
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121
(1)

(i1) ensure that complaints relating to the intelligence and security
agencies are independently investigated; and

(iv) advise the Government and the Intelligence and Security Commit-
tee on matters relating to the oversight of the agencies:

(b) the Intelligence and Security Committee is continued to provide parlia-
mentary scrutiny of the policies, administration, and expenditure of the
intelligence and security agencies.

Subpart 1—Inspector-General of Intelligence and Security

Appointment, functions, duties, and powers of Inspector-General

Appointment of Inspector-General

There continues to be an office called the Inspector-General of Intelligence and
Security.

The Inspector-General is appointed by the Governor-General on the recom-
mendation of the House of Representatives.

Before a recommendation may be made under subsection (2), the Prime
Minister must—

(a)  consult the Intelligence and Security Committee about the proposed ap-
pointment; and

(b) advise the House of Representatives-that-the—tnteHigenee—and—Seeurtty
Commtttee-has-been-eonsuited on the outcome of that consultation.

The Inspector-General must hold a Government-sponsored security clearance
of a level determined by the Prime Minister.

Compare: 1996 No 47 s 5(1)(a), (2)

Functions of Inspector-General
The functions of the Inspector-General are—

(a) to conduct an inquiry into any matter relating to an intelligence and se-
curity agency’s compliance with New Zealand law, including human
rights law, if that inquiry is requested by—

(i)  the Minister responsible for the intelligence and security agency;
or
(i1))  the Intelligence and Security Committee:

(b)  to conduct an inquiry into any matter where it appears that a New Zea-
land person has been or may be adversely affected by an act, omission,
practice, policy, or procedure of an intelligence_and security agency, if
that inquiry is requested by—

(i)  the Minister responsible for the intelligence and security agency;
or
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(©)

(d)

(e)
®

(fa)

(@

(h)

(ha)

(1)
W)

(i1)  the Intelligence and Security Committee:

to conduct an inquiry into the propriety of particular activities of an in-
telligence and security agency, if that inquiry is requested by—

(i)  the Minister responsible for the intelligence and security agency;
or

(i1)  the Intelligence and Security Committee; or
(iii)) the Prime Minister:

to conduct an inquiry of the type referred to in paragraph (a), (b), or
(c) on the Inspector-General’s own initiative:

to deal with complaints received under section 134:

to conduct reviews, at intervals of not more than 12 months, of the ef-
fectiveness and appropriateness of—

(i)  the procedures of each intelligence and security agency to ensure
compliance with this Act in relation to the issue and execution of
wREFRRES an authorisation; and

(1) compliance systems of each intelligence and security agency for
operational—eetivtey_activities, including all supporting policies
and practices of an intelligence and security agency relating to—

(A) administration:

(B) information management:
(C) risk management:

(D) legal compliance generally:

to conduct a review, on the Inspector-General’s own initiative, of any ac-
tivity undertaken by an intelligence and security agency in the perform-
ance of its function under section 17:

to conduct unscheduled audits of the procedures and compliance systems
described in paragraph (f):

to conduct a review in relation to—_either or both of the following:

(1)  the issue of an authorisation=ene;

(1)  the carrying out of an-setrwty—under—an—authortsatton_authorised
activity:

to_conduct a review in relation to a permission granted under section

113 or 114:

to undertake all work programmes published under section 122:

to perform any other functions conferred or imposed on the Inspector-
General by or under this Act or any other enactment.

In conducting any inquiry or review, the Inspector-General must take into ac-
count—
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2

3)

“)
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(D)

2

3)

(a) any relevant ministerial policy statement; and

(b)  the extent to which an intelligence and security agency has had regard to
that statement.

In this section, authorisation—sesns— and authorised activity have the
meanings given to them by section 47.

Compare: 1996 No 47 s 11(1)(a), (¢), (ca), (d), (da), (), (3)

Inspector-General to prepare and publish annual work programme

At least 60 days before the beginning of each financial year, the Inspector-Gen-
eral must—

(a) prepare a draft proposed work programme for that year; and
(b)  consult the Ministers on that proposed work programme.

The Inspector-General, after having regard to any comments received from the
Ministers, must finalise the annual work programme.

As soon as practicable after the_annual work programme is finalised, the
Inspector-General—

(a) must give a copy to the Ministers; and

(b) may publish it on an Internet site maintained by or on behalf of the
Inspector-General.

In this section, Ministers means—

(a)  the Minister responsible for the New Zealand Security Intelligence Ser-
vice; and

(b)  the Minister responsible for the Government Communications Security
Bureau.

Compare: 1996 No 47 s 11(1)(e)

Disclosures to Inspector-General or Deputy Inspector-General

This section applies if an employee of an intelligence and security agency
brings any matter to the attention of the Inspector-General or Deputy Inspector-
General.

The employee must not be subjected by the intelligence and security agency to
any penalty or discriminatory treatment of any kind in relation to his or her em-
ployment by reason only of having brought the matter to the attention of the
Inspector-General or Deputy Inspector-General.

However, subsection (2) does not apply if the Inspector-General determines
that the employee did not act in good faith.

Compare: 1996 No 47 ss 5(4), 18
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Consultation by Inspector-General

In carrying out his or her functions, the Inspector-General must have regard to
the functions of the Auditor-General in relation to an intelligence and security
agency and may consult the Auditor-General about any matter with a view to
avoiding inquiries being conducted into that matter by both the Inspector-Gen-
eral and the Auditor-General.

The Inspector-General may—

(a)  consult any of the persons specified in subsection (3) about any matter
relating to the functions of the Inspector-General; and

(b)  despite section 176(1), disclose to any of the persons consulted any in-
formation that the Inspector-General considers necessary for the purpose
of the consultation.

The persons are—

(a)  the Auditor-General:

(b) an Ombudsman:

(c)  the Privacy Commissioner:

(d) a Human Rights Commissioner:

(e)  the Independent Police Conduct Authority:

(f)  the State Services Commissioner.

Nothing in this section limits the-pewers-dutressand-responstbrtres functions,

duties, or powers of the Auditor-General, an Ombudsman, the Privacy Com-
missioner, a Human Rights Commissioner, the Independent Police Conduct
Authority, or the State Services Commissioner under any enactment.

Compare: 1996 No 47 ss 12, 15(3)

Jurisdiction of courts and other agencies not affected

To avoid doubt, the carrying out of the Inspector-General’s functions does not
limit the jurisdiction of any court.

The carrying out by the Inspector-General of his or her functions does not af-
fect the exercise by any Police employee of any powers that the Police
employee may lawfully exercise in relation to—

(a)  anintelligence and security agency; or

(b)  the Director-General or any employee of an intelligence and security

agency.
Compare: 1996 No 47 s 15(1), (2)
Revd lati heorisati
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126 Reviews relating to authorisations and authorised activities

(1) Ifareview conducted under section 121(1)(h)(i) identifies any irregularity in
the issue of an authorisation to an intelligence and security agency (an irregu-
lar authorisation).—

(a) the finding does not—

(1)  invalidate the authorisation; or

(i1) invalidate any action taken by the intelligence and security

agency, or any other person, in reliance on the authorisation or any
information collected under it: or

iii) require any information obtained under the authorisation to be de-
stroyed:
(b)  the Inspector-General may report the irregular authorisation to—

(1)  the Minister responsible for the intelligence and security agency

and to the Chief Commissioner of Intelligence Warrants, in the
case of an authorisation that—

(A) isaType 1 intelligence warrant; or

(B) is given under section 77(2)(a); or

(i1)  the Minister responsible for the intelligence and security agency,
in the case of any other kind of authorisation.

(2) If a review conducted under section 121(1)(h)(ii) identifies any irregularity

in_the carrying out of an authorised activity by an intelligence and security

agency (an irregular activity).—
(a) the finding does not—
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3)

(1) invalidate the authorisation that authorised the activity; or

(ii)  make the activity unlawful; or

iii) require any information obtained during the carrying out of the ac-
tivity to be destroyed:

(b)  the Inspector-General may report the irregular activity to—

(1)  the Minister responsible for the intelligence and security agency
and to the Chief Commissioner of Intelligence Warrants, in the

case of an activity authorised by—

(A) aType 1 intelligence warrant; or

(B) an authorisation given under section 77(2)(a); or

(i) the Minister responsible for the intelligence and security agency,
in the case of an activity authorised by any other kind of author-
isation.

The Inspector-General may include in his or her report under subsection
(1)(b) or (2)(b) a recommendation that all or any specified information ob-
tained under an irregular authorisation or as a result of irregular activity be de-

stroyed.

Appointment, functions, duties, and powers of Deputy Inspector-General

127
(1)

2

3)

“)

128
(1)

104

Appointment of Deputy Inspector-General

There continues to be an office called the Deputy Inspector-General of Intelli-
gence and Security.

The Deputy Inspector-General is appointed by the Governor-General on the
recommendation of the House of Representatives.

Before a recommendation may be made under subsection (2), the Prime
Minister must—

(a)  consult the Intelligence and Security Committee about the proposed ap-
pointment; and

(b) advise the House of Representatives-that-the—tnteHigenee—and—Seeurtty
Commtttee-has-been-eonsulted on the outcome of that consultation.

The Deputy Inspector-General must hold a Government-sponsored security
clearance of a level determined by the Prime Minister.

Compare: 1996 No 47 s 5(1)(b), (2)

Functions, duties, and powers of Deputy Inspector-General

The Deputy Inspector-General has and may perform or exercise, to the same
extent as the Inspector-General, all the functions, duties, and powers of the
Inspector-General.
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The performance by the Deputy Inspector-General of the Inspector-General’s
functions and duties, and the exercise by the Deputy Inspector-General of the
Inspector-General’s powers, is subject to the control of the Inspector-General.

If there is a vacancy in the office of the Inspector-General, or if the Inspector-
General is absent from duty for any reason, the Deputy Inspector-General has
and may perform or exercise all the functions, duties, and powers of the
Inspector-General for as long as the vacancy or absence continues.

The fact that the Deputy Inspector-General performs or exercises any function,
duty, or power of the Inspector-General is, in the absence of evidence to the
contrary, conclusive evidence of the Deputy Inspector-General’s authority to do
SO.

Compare: 1996 No 47 s 5(3), (5), (6)
Administrative provisions

Administrative provisions relating to offices of Inspector-General and
Deputy Inspector-General

Part 2 of Schedule 3 applies in relation to the offices of Inspector-General
and Deputy Inspector-General.

Advisory panel

Advisory panel

There continues to be an advisory panel.
Compare: 1996 No 47 s 15A

Functions of advisory panel
The functions of the advisory panel are—
(a) to provide advice to the Inspector-General—
(1)  onrequest from the Inspector-General; or
(1)  on its own initiative:
(b)  toreport to the Prime Minister on any matter relating to intelligence and

security if the advisory panel considers that the matter should be drawn
to the attention of the Prime Minister.

To assist the advisory panel to perform its functions, the Inspector-General may
on his or her own initiative, or on request, provide any information to the ad-
visory panel.

Compare: 1996 No 37 s 15B

Membership of advisory panel

The advisory panel consists of 2 members appointed by the Governor-General
on the recommendation of the Prime Minister made after consulting the Intelli-
gence and Security Committee.
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Both members appointed under subsection (1) must hold a Government-
sponsored security clearance of a level determined by the Prime Minister.

Compare: 1996 No 47 s 15C(1)—(4)

Administrative provisions relating to advisory panel

Part 3 of Schedule 3 applies in relation to the membership and procedure of
the advisory panel.

Complaints

Complaints that may be made to Inspector-General
A complaint may be made to the Inspector-General under subsection (2),
(3), or (4).

A New Zealand person (not being a person referred to in subsection (3)) may
complain that he or she has, or may have, been adversely affected by any act,
omission, practice, policy, or procedure of an intelligence and security agency.

An employee, or a former employee, of an intelligence and security agency

may complain that he or she has, or may have, been adversely affected by any

act, omission, practice, policy, or procedure of an intelligence and security

agency if—

(a)  all established internal remedies have been exhausted; or

(b) the Director-General of the relevant intelligence and security agency
agrees in writing.

The Speaker of the House of Representatives on behalf of 1 or more members

of Parliament may complain-thetthe-Heuse-has—ermay—have—been—adversely

affeeted-b¥_about any act, omission, practice, policy, or procedure of an intelli-
gence and security agency.

Compare: 1996 No 47 s 11(1)(b), (ba), (5)

Form of complaint
A complaint may be made orally or in writing.

A complaint made orally must be put in writing as soon as practicable.
Compare: 1996 No 47 s 16(1)

Procedure on receipt of complaint

As soon as practicable after receiving a complaint, the Inspector-General must
consider the complaint and—

(a)  decide to conduct an inquiry into the complaint; or

(b)  decide, in accordance with section 137, not to conduct an inquiry into
the complaint.
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As soon as practicable after making a decision under subsection (1), the
Inspector-General must advise the complainant of that decision.

Compare: 1993 No 28 s 70
Inspector-General may decide not to inquire or continue to inquire into
complaint

The Inspector-General may decide not to conduct an inquiry into a complaint if
it appears to the Inspector-General that,—

(a)  under the law or existing administrative practice, the complainant has an
adequate remedy or right of appeal (other than the right to petition the
House of Representatives) and it is, or would have been, reasonable for
the complainant to pursue that remedy or right of appeal; or

(b)  the complaint relates to an act, omission, practice, policy, or procedure
that the complainant has known about for more than 12 months; or

(c)  the subject matter of the complaint is trivial; or

(d)  the complaint is frivolous or vexatious or not made in good faith; or

(e) the complainant does not have a sufficient personal interest in the subject
matter of the complaint; or

(f)  having regard to all the circumstances of the case, and following prelim-
Inary inquiries, an inquiry is unnecessary.

The Inspector-General may decide not to continue to conduct an inquiry into a
complaint if, in the course of his or her inquiries, it appears to the Inspector-
General that—

&)

(a) any of the circumstances in subsection (1) apply: or
(ab) having regard to all the circumstances of the case, the further conduct of
the inquiry is unnecessary; or

(b)  the matter that is the subject of the complaint is one that should be heard
by a court or tribunal constituted by statute.

As soon as practicable after making a decision under subsection (1) or (2),
the Inspector-General must advise the complainant of that decision.

Compare: 1975 No 95 17; 1996 No 47 s 17
Procedure for inquiries

Commencing of inquiry

After commencing an inquiry, the Inspector-General must notify the Director-
General of the relevant intelligence and security agency of—

(a) the commencement of the inquiry; and

107

10

15

20

25

30

35



Part 6 cl 139 New Zealand Intelligence and Security Bill

2

3)

“)

139
(D
@)

3)

“)

&)

140

108

(b)  the nature of the inquiry.

If the inquiry relates to a complaint, the Inspector-General must also give to the
Director-General of the relevant intelligence and security agency a copy of the
complaint.

If the inquiry is initiated by the Inspector-General in reliance on section

121(1)(d), the Inspector-General must advise the Minister responsible for the
relevant intelligence and security agency of—

(a)  the commencement of the inquiry; and

(b)  the nature of the inquiry.

In this section, relevant intelligence and security agency means the intelli-
gence and security agency that the inquiry relates to.

Compare: 1996 No 47 s 19(1), (2)

Evidence
The Inspector-General must conduct an inquiry in private.

The Inspector-General may receive in evidence any statement, document, in-
formation, or matter that may, in the Inspector-General’s opinion, assist him or
her with the inquiry, whether or not the statement, document, information, or
matter would be admissible in a court of law.

The Inspector-General must allow a complainant to be heard, to be represented
by counsel or any other person, and to have any other persons testify to the
complainant’s record, reliability, and character.

If, at any time during an inquiry, it appears to the Inspector-General that there
may be sufficient grounds for making any report or recommendation that may
adversely affect an intelligence and security agency, any employee of an intelli-
gence and security agency, or any other department or person, the Inspector-
General must give that agency, employee, or person an opportunity to be heard.
Subject to the provisions of this Act, the Inspector-General may regulate his or
her procedure in the manner that he or she thinks fit.

Compare: 1996 No 47 s 19(4)—(8)

Evidence of breach of duty or misconduct by employee of intelligence and
security agency

If, during the course of an inquiry, the Inspector-General forms the opinion that
there is evidence of a breach of duty or misconduct by an employee of an intel-
ligence and security agency, the Inspector-General must immediately advise—

(a)  the Director-General of the intelligence and security agency; and

(b)  the Minister responsible for the intelligence and security agency.
Compare: 1996 No 47 s 25(3)
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Power to summon persons

The Inspector-General may summon and examine on oath any person who the
Inspector-General considers is able to give information relevant to the inquiry,
and may for that purpose administer an oath to any person.

Every examination by the Inspector-General under subsection (1) is to be
treated as a judicial proceeding within the meaning of section 108 of the
Crimes Act 1961 (which relates to perjury).

Witnesses’ fees, allowances, and expenses according to the scales for the time

being prescribed by regulations made under the Criminal Procedure Act
2011—

(a) must be paid by the Inspector-General to any person who appears as a
witness before the Inspector-General under a summons; and

(b)  may, if the Inspector-General so decides, be paid by the Inspector-Gener-
al to any other person who appears as a witness before the Inspector-
General.

The Inspector-General may disallow the whole or any part of a sum payable
under subsection (3)(a).

Compare: 1996 No 47 s 23(2), (3), (6)

Power to require information and documents
The Inspector-General may require any person to provide—

(a) any information that the Inspector-General considers may be relevant to
an inquiry; and

(b) any documents or things in the possession or under the control of that
person that the Inspector-General considers may be relevant to an
inquiry.

Compare: 1996 No 47 s 23(1)

Disclosure of information may be required despite obligation of secrecy

A person who is-beund obliged by the provisions of an enactment_or otherwise
to maintain secrecy in relation to, or not to disclose, any matter may be re-
quired to do the following even if compliance with the requirement would
otherwise breach the obligation of secrecy or non-disclosure:

(a)  give evidence to, or answer questions put by, the Inspector-General:

(b)  provide information, documents, or things to the Inspector-General.

Compliance with a requirement under subsection (1) is not a breach of the
relevant obligation of secrecy or non-disclosure or of-the_any enactment by
which that obligation is imposed.

This section is subject to section 144.

Compare: 1996 No 47 s 23(5)
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144 Protection and privileges of witnesses

Every person who does the following has the same privileges as witnesses have
in a court of law:

(a) gives evidence to, or answers questions put by, the Inspector-General:

(b)  provides information, documents, or things to the Inspector-General.
Compare: 1996 No 47 s 23(4)

145 Information disclosed to Inspector-General privileged

Any information, document, or thing produced by any person in the course of
an inquiry conducted by the Inspector-General is privileged in the same manner
as if the inquiry were a proceeding in a court.

t ¢ %3

Compare: 1996 No 47 s 24(1)(b), (2), (3)

145A Inspector-General, etc, not compellable witnesses

The following persons may not be required to give evidence in any court, or in

proceedings of a judicial nature, in respect of anything that comes to their

knowledge when they are performing or exercising their functions, duties, or

powers:

(a) the Inspector-General, or any person who has held office as Inspector-
General:

=

(b) the Deputy Inspector-General, or any person who has held office as
Deputy Inspector-General:
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(c) aperson who is, or has been, employed by the Inspector-General:

(d) aperson who is, or has been, a member of the advisory panel.

Nothing in subsection (1) applies in respect of proceedings for—

(a) an offence against section 177 or
(b) an offence against section 78, 78AA(1). 78A(1), 105, 105A, or 105B of
the Crimes Act 1961; or

(c) an offence of conspiring to commit an offence against any of those sec-
tions of the Crimes Act 1961; or

(d) an offence of attempting to commit an offence against any of those sec-
tions of the Crimes Act 1961.

Compare: 1996 No 47 s 24(1)(b), (2). (3)

Power of entry

For the purposes of an inquiry, the Inspector-General may enter, at any reason-
able time, any premises or place occupied or used by an intelligence and secur-
ity agency.

The Inspector-General must give prior notice to the Director-General of the in-
telligence and security agency of his or her intention to exercise the power in
subsection (1).

Compare: 1996 No 47 s 21

Procedure on completion of inquiry

Inspector-General to prepare report on completion of inquiry

On the completion of an inquiry, the Inspector-General must prepare a written
report containing his or her conclusions and recommendations.

In the case of an inquiry conducted in relation to a complaint, the report may
include any recommendations for the redress of that complaint that the
Inspector-General considers appropriate (including remedies that involve the
payment of compensation).

The Inspector-General must send the report to—

(a) the Minister responsible for the intelligence and security agency to
which the inquiry relates; and

(b)  the Director-General of the intelligence and security agency to which the
inquiry relates; and

(c) the Prime Minister, if the inquiry was conducted at the request of the
Prime Minister; and

(d) the Intelligence and Security Committee, if the inquiry was conducted at
the request of the Committee.
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If the inquiry was not conducted at the request of the Intelligence and Security
Committee, the Inspector-General may send the report to the Committee if—

(a)  the inquiry was conducted on the Inspector-General’s own initiative and
the responsible Minister agrees_to the report being sent to the Intelli-
gence and Security Committee; or

(b)  the inquiry was conducted at the request of a Minister responsible for the
intelligence and security agency, and the Minister agrees to the report
being sent to the Intelligence and Security Committee; or

(c)  the inquiry was conducted at the request of the Prime Minister, and the
Prime Minister agrees to the report being sent to the Intelligence and Se-
curity Committee.

In the case of an inquiry conducted in relation to a complaint, the Inspector-
General must advise the complainant of his or her conclusions in terms that
will not prejudice—

(a)  the security or defence of New Zealand; or

(b)  the international relations of the Government of New Zealand.

The Inspector-General may, after consulting the Director-General of the intelli-
gence and security agency concerned, determine the security classification of
the report.

Despite subsection (6), if a report quotes or summarises any matter that has a
security classification, then the quote or summary of that matter in the report
must not be given a lower security classification.

Compare: 1996 No 47 ss 11(6), 25(1), (2), (8)

Advice on compliance with Inspector-General’s recommendations

The Inspector-General may advise the Minister who received a report under
section 147(3)(a) on—

(a) the compliance by an intelligence and security agency with the recom-
mendations in that report; and

(b)  the adequacy of any remedial or preventative measures taken by an intel-
ligence and security agency following an inquiry.

Compare: 1996 No 47 s 25(5)

Minister to respond to Inspector-General’s report

As soon as practicable after receiving a report from the Inspector-General
under section 147(3)(a), the Minister must provide his or her response to—

(a)  the Inspector-General; and
(b)  the Director-General of the intelligence and security agency concerned.

If the report relates to an inquiry that was conducted at the request of the Intel-
ligence and Security Committee, the Minister must also provide his or her re-
sponse to the Committee.
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If the report relates to an inquiry that was not conducted at the request of the
Intelligence and Security Committee, the Minister may provide his or her re-
sponse to the Committee.

This section does not apply to the extent that a report relates to an employment
matter or_a security clearance issue.

Compare: 1996 No 47 s 25(6), (7)

Publication of Inspector-General’s report

As soon as practicable after sending a report in accordance with section
147(3), the Inspector-General must make the report publicly available on an
Internet site maintained by or on behalf of the Inspector-General.

However, the Inspector-General must not, in the report made publicly available

under subsection (1), disclose—

(a) information that, if publicly disclosed, would be likely to prejudice the
entrusting of information to the Government of New Zealand on a basis
of confidence—

(i) by the Government of any other country or any agency of such a
Government; or
(i1) by an international organisation; or

(b) information that, if publicly disclosed, would be likely to endanger the
safety of any person; or

(c) the identity of any person who is or has been an officer, employee, or
agent of an intelligence and security agency other than the Director-Gen-
eral, or any information from which the identity of such a person could
reasonably be inferred; or

(d) information that, if publicly disclosed, would be likely to prejudice—

(i)  the continued performance of the functions of an intelligence and
security agency; or

(i1)  the security or defence of New Zealand or the international rela-
tions of the Government of New Zealand; or

(e) any information about employment matters or security clearance issues.
Compare: 1996 No 47 s 25A

Return of documents, etc, after inquiry

On completion of an inquiry, the Inspector-General must return to the intelli-
gence and security agency concerned all information, documents, and things
relating to the inquiry that the Inspector-General obtained from that agency.

All other information, documents, and things relating to the inquiry in the pos-
session of the Inspector-General must be—
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(a)  kept by the Inspector-General in safe custody in accordance with the re-
quirements for the safe custody of documents applying to intelligence
and security agencies; or

(b) disposed of by the Inspector-General in accordance with the require-
ments for the disposal of documents applying to intelligence and security
agencies.

Compare: 1996 No 47 s 25(4)

Proceedings not to be questioned or reviewed

No proceeding, report, or finding of the Inspector-General may be challenged,
reviewed, quashed, or called=# into question in any court except on the ground
of lack of jurisdiction.

Compare: 1996 No 47 s 19(9)

Offence to publish information relating to inquiry

A person commits an offence if the person, without the written consent of the
relevant Minister, publishes or broadcasts, or causes to be published or broad-
cast, or otherwise distributes or discloses,—

(a)  any complaint that is before the Inspector-General; or

(b) any decision of the Inspector-General relating to a complaint or an
inquiry; or

(c) any report or account of any inquiry conducted by the Inspector-General;
or

(d) any decision of the relevant Minister relating to a complaint or an
inquiry.

Subsection (1) does not apply to the publication, broadcast, distribution, or

disclosure of—

(a) advice provided to a complainant by the Inspector-General under sec-
tion 147(5); or

(b)  areport made publicly available by the Inspector-General under section
150(1) or 180(7); or

(c) any material that the Inspector-General has approved for release (the ap-
proval being given in writing after the Inspector-General has consulted,
in relation to security requirements, the Director-General of the intelli-
gence and security agency to which the inquiry or complaint relates); or

(d) the fact only that an inquiry has been conducted by the Inspector-Gener-
al.

A person who commits an offence against this section is liable on conviction
to—

(a)  aterm of imprisonment not exceeding 2 years; or
(b) afine not exceeding $10,000.
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A prosecution for an offence under this section may not be commenced without
the leave of the Attorney-General.

Nothing in this section restricts
Rarkament—

(a)  the communication of proceedings in Parliament; or
(b)  the reporting of proceedings in Parliament.

@t oz calaoxiax Nasaactaor soaoac 41 o N

In this section.—

communication has the meaning given to it by section 5(1) of the Parliamenta-
ry Privilege Act 2014

proceedings in Parliament has the meaning given to it by section 10 of the
Parliamentary Privilege Act 2014

relevant Minister means the Minister responsible for the intelligence and se-
curity agency to which the complaint or inquiry relates.

Compare: 1996 No 47 s 29

Subpart 2—Intelligence and Security Committee

Continuation of Intelligence and Security Committee

Intelligence and Security Committee

There continues to be an Intelligence and Security Committee.
Compare: 1996 No 46 s 5

Functions of Committee
The functions of the Committee are—

a to examine the policy, administration, and expenditure of each intelli-
p Y. p
gence and security agency:

(b)  to receive and consider the annual report of each intelligence and secur-
ity agency:

(c)  to conduct each year, following receipt of the annual report of an intelli-
gence and security agency,-a-fmesnetat an annual review of the agency for
the immediately preceding financial year:

(d)  to consider any bill, petition, or other matter in relation to an intelligence
and security agency referred to the Committee by the House of Repre-
sentatives:

(e)  torequest the Inspector-General to conduct an inquiry into—

(i)  any matter relating to an intelligence and security agency’s com-
pliance with New Zealand law, including human rights law:
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(i1)  the propriety of particular activities of an intelligence and security
agency:

to consider any matter (not being a matter relating directly to the activ-

ities of an intelligence and security agency) referred to the Committee by

the Prime Minister because of that matter’s intelligence or security im-

plications:

to consider and discuss with the Inspector-General his or her annual re-
port.

However, the functions of the Committee do not include—

(a)

(b)

(c)

inquiring into any matter within the jurisdiction of the Inspector-Gener-
al; or

inquiring into any matter that is operationally sensitive, including any
matter that relates to intelligence collection and production methods, or
sources of information; or

inquiring into complaints by individuals concerning the activities of an
intelligence and security agency that are capable of being resolved under
any other enactment.

Compare: 1996 No 46 s 6

Membership of Committee

The size of the Committee must be determined by the Prime Minister in con-
sultation with the Leader of the Opposition, but the Committee must com-
prise—

(a)
(b)

a minimum of 5 members; and

a maximum of 7 members.

The membership of the Committee must comprise—

(a)
(b)
(c)

(d)

the Prime Minister; and
the Leader of the Opposition; and

members of the House of Representatives nominated by the Leader of
the Opposition, with the agreement of the Prime Minister, after consult-
ation with the leader of each party that is not in government or in coali-
tion with a Government party; and

members of the House of Representatives nominated by the Prime Min-
ister after consultation with the leader of each party in government.

If it is determined that the Committee_should comprise 5 members,—

(a)
(b)

1 member must be nominated under subsection (2)(c); and

2 members must be nominated under subsection (2)(d).

If it is determined that the Committee_should comprise 6 or 7 members,—

(a)

2 members must be nominated under subsection (2)(c); and
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(b)  the balance of the members must be nominated under subsection
(2)(d).
When nominating a person for membership of the Committee, the Leader of

the Opposition and the Prime Minister must have regard to security require-
ments.

When performing the Committee’s functions, a member of the Committee acts
in his or her official capacity as a member of Parliament.

Compare: 1996 No 46 s 7(1), (2), (4)

Filling vacancy in membership of Committee

If the office of a member nominated under section 156(2)(c) becomes va-
cant, the Leader of the Opposition must nominate, in accordance with section
156(2)(c), another member of the House of Representatives to fill that vacan-
cy.

If the office of a member nominated under section 156(2)(d) becomes va-
cant, the Prime Minister—

(a) must nominate, in accordance with section 156(2)(d), another member
of the House of Representatives to fill that vacancy, if the vacancy leaves
the Committee with fewer than 6 members=et;

(b) may nominate, in accordance with section 156(2)(d), another member
of the House of Representatives to fill that vacancy, if the vacancy leaves
the Committee with 6 members.

Compare: 1996 No 46 s 11

Endorsement of nominated members

The Prime Minister must, as soon as practicable after the commencement of
each Parliament, present to the House of Representatives, for endorsement as
members of the Committee, the names of the members of the House of Repre-
sentatives nominated under—

(a) section 156(2)(c) and (d); and

(b) section 157 (if any).

If the House of Representatives declines to endorse any nomination, the Prime
Minister must present to the House of Representatives, for endorsement as a
member of the Committee, the name of another member of the House of Rep-
resentatives nominated by the Leader of the Opposition under section

156(2)(c), or the Prime Minister under section 156(2)(d), as the case re-
quires.

Compare: 1996 No 46 s §(1), (2)
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Committee not to transact business until nominated members endorsed

The Committee must not transact any business until the required number of
nominations for the membership under section 156(2)(c) and (d) has been
endorsed.

Compare: 1996 No 46 s 8(3)

Chairperson of Committee
The Committee is chaired by—
(a)  the Prime Minister; or

(b)  another member of the Committee from time to time appointed by the
Prime Minister.

The Prime Minister must not chair a meeting of the Committee, and must ap-

point one of the members referred to in section 156(2)(d) to act as chair-

person of that meeting, if—

(a) the Committee is, in the course of conducting a financial review of an
intelligence and security agency, discussing any matter relating to the
performance of that agency; and

(b)  the Prime Minister is the Minister responsible for that agency.

The chairperson may appoint either of the following (if not already a member
of the Committee) as an alternative chairperson in his or her absence at a meet-
ing of the Committee:

(a)  the Deputy Prime Minister:

(b)  the Attorney-General.
Compare: 1996 No 46 ss 7(3), 7A(1)—(3)

Privilege
The proceedings of the Committee are proceedings in Parliament for the pur-

poses of Article 9 of the Bill of Rights 1688 and the Parliamentary Privilege
Act 2014.

Anything said, any information supplied, or any document, paper, or thing pro-
duced by any person in the course of any inquiry or proceedings of the Com-
mittee under this Act is privileged as proceedings in Parliament (as defined in
section 10 of the Parliamentary Privilege Act 2014).

Compare: 1996 No 46 s 16

Administrative provisions relating to Committee

Part 4 of Schedule 3 applies in relation to the Committee.
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Evidence

The Director-General of an intelligence and security agency must appear be-
The Committee may request any person other than the Director-General of an

(a) to attend and give evidence before the Committee; or

(b)  to produce any document or other information that is relevant to the pro-

A request made to a person under subsection (1) or (2) must, wherever prac-
ticable, be given to that person by the Committee at least 5 working days be-

In sections 163 and 164. sensitive information means information of a
kind specified in subsection (2) that, if disclosed, would be likely—

(a) to prejudice the security or defence of New Zealand or the international
relations of the Government of New Zealand; or

(b) to prejudice the entrusting of information to the Government of New

(1)  the Government of any other country or any agency of such a

(c)  toprejudice the maintenance of the law, including the prevention, inves-
tigation, and detection of offences and the right to a fair trial; or

162 Attendance before Committee
(1)
fore the Committee if requested by the Committee.
)
intelligence and security agency—
ceedings of the Committee.
3)
fore the date on which the person is requested—
(a)  to appear; or
(b)  to attend and give evidence; or
(c)  to produce any document or other information.
Compare: 1996 No 46 s 14
162A Meaning of sensitive information
A
Zealand on a basis of confidence by—
Government; or
(i)  any international organisation; or
(d) to endanger the safety of any person.
(2)  The kinds of information are as follows:

(a) information that might lead to the identification of, or contain details

of —
(1)  sources of information available to an intelligence and security
agency: or

(ii) other assistance or operational methods available to an intelli-
gence and security agency; and
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(b) information about particular operations that have been undertaken, or are
being or are proposed to be undertaken, in carrying out any of the func-
tions of an intelligence and security agency; and

(c) information that has been provided to an intelligence and security
agency by another department or agency of the Government of New
Zealand and is information that cannot be disclosed by the intelligence
and security agency without the consent of the department or agency of
the Government of New Zealand that provided that information; and

(d) information that has been provided to an intelligence and security
agency by the Government of any other country or by an agency of such
a Government and is information that cannot be disclosed by the intelli-
gence and security agency without the consent of the Government or

agency that provided that information.

Provision of information to Committee

If the Director-General of an intelligence and security agency or any other per-
son is asked by the Committee to disclose any document or other information
in his or her possession that is relevant to the matters being considered by the
Committee, the Director-General or other person must, subject to subsec-
tions (2) and (3),—

(a) arrange for that document or information to be made available to the
Committee; or

(b) inform the Committee that the document or information cannot be dis-
closed because, in the opinion of the Director-General of the relevant in-
telligence and security agency, that document or information is sensitive
information.

The fact that any particular document or information is sensitive information
does not prevent the disclosure of the document or information under subsec-
tion (1)(a) if, —

(a) in any case where the document or information is in the possession or
under the control of the Director-General of an intelligence and security
agency, the Director-General considers it safe to disclose it; or

(b) in any case where the document or information is in the possession or
under the control of any other person, the Director-General of the rele-
vant intelligence and security agency considers it safe to disclose it.
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If any document or information is sensitive information within the meaning of

that term in section 162A(1) and (2)(a), (b), or (c). that document or infor-

mation must be disclosed to the Committee if the Prime Minister considers that
the disclosure is desirable in the public interest.

If any document or other information-kese that has a security classification is
provided to the Committee, the Committee must ensure that the document or
information—

(a) s kept in safe custody in accordance with the requirements applying to
the safe custody of documents in the intelligence and security agencies;
and

(b) s returned to the originating intelligence and security agency when no
longer required by the Committee.

If the Committee is responsible for the production of a document that has a se-
curity classification, the Committee must ensure that the document is kept in
safe custody in accordance with the requirements applying to the safe custody
of documents in the intelligence and security agencies.

Compare: 1996 No 46 s 17

Hnfermation-Secrecy of information disclosed to Committee-priviteged

A person who has been appointed to assist the Committee or who has appeared
before the Committee in any capacity must not disclose or publish, or cause to
be disclosed or published,—

(a) any sensitive information disclosed to the Committee under section
163(2) or (3); or

(b)  any other information provided to the Committee by an intelligence and
security agency the further disclosure of which would be likely to preju-
dice any of the interests protected by—
(i) section 182(2)(a) to (c); or
(i1)) section 182(3).

Subsection (1) does not apply if the disclosure or publication of the informa-

tion—

(a) is in the performance of the person’s functions or duties under this Act;
or

(ab) is in accordance with the Standing Orders of the House of Representa-

tives: or

(b) isin the exercise of the person’s powers under this Act; or
(c)  is authorised in writing by the Committee or its chairperson.

A person must not disclose to any other person any minutes or other record re-
lating to the proceedings of any meeting of the Committee unless—

(a)  the disclosure of the minutes or record is necessary for the purposes of—

121

10

15

20

25

30

35



Part 6 cl 164A New Zealand Intelligence and Security Bill

164A

(i)  areport to the House of Representatives (being a report that com-
plies with section 180); or

(i1))  the conduct of the business of the Committee; or

(b)  the disclosure is authorised in writing by the Committee or its chair-
person.

Compare: 1996 No 46 s 19

Committee’s records may be copied to House of Representatives

(€]

165

122

The House of Representatives may require the Committee to provide to it a
copy of any or all records held by the Committee in relation to the performance
of its functions under section 155(1)(a) to (d).

Before providing a copy of any record to the House of Representatives, the
Committee must remove any protected information.

In this section,—

protected information means information that, under section 182, may not
be disclosed by the Committee in a report to the House of Representatives
records means the records of the proceedings of the Committee, including re-
cords of reports, evidence, and advice received by the Committee during the
course of proceedings.

Part7
Miscellaneous provisions

Ministerial policy statements

Issue of ministerial policy statements-relating-te-eovert-netivities

The Minister responsible for an intelligence and security agency must issue 1
or more ministerial policy statements that provide guidance to the intelligence
and security agency in relation to the following matters:
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providing information assurance and cybersecurity activities by consent

under section 14(1)(a):

acquiring, using, and maintaining an assumed identity under subpart 1
of Part 3:

5

creating and maintaining a legal entity under subpart 2 of Part 3:

= le

collecting information lawfully from persons without an intelligence
warrant or authorisation given under section 77:

conducting surveillance in a public place:
obtaining and using publicly available information:

requesting information from agencies under section 100:

the management of information obtained by an intelligence and security
agency, including the retention and destruction of that information:

making false or misleading representations under section 186 about
being employed with an intelligence and security agency:

conducting activities in accordance with an exemption from the Land
Transport (Road User) Rule 2004 that is conferred by section 189.

EEBEE

=

E

Issue of ministerial policy statements relating to co-operating, etc, with
overseas public authorities

The Minister responsible for an intelligence and security agency must issue 1
or more ministerial policy statements providing guidance to the intelligence
and security agency in relation to the following matters:

(a)  co-operating with an overseas public authority:
(b) providing advice and assistance to an overseas public authority:
(c)  sharing intelligence with an overseas public authority.

The Minister must provide to the Intelligence and Security Committee a copy
of a ministerial policy statement issued under subsection (1).

Issue of additional ministerial policy statements

The Minister responsible for an intelligence and security agency may, if the
Minister considers it necessary or desirable, issue 1 or more-s8 ministerial poli-
cy statements that provide guidance to the intelligence and security agency in
relation to any other matter.
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In making any decision, or taking any action, the Director-General of an intelli-
gence and security agency and every employee of that agency must have regard

to any relevant ministerial policy statement.

Content of ministerial policy statements
A ministerial policy statement must, without limitation, state—

(a)  the procedures of an intelligence and security agency for authorising the
carrying out of an activity relating to a matter (if applicable); and

(b)  the protections that need to be in place in relation to the matter (if any);
and

(c) the restrictions in relation to the matter (if any).

Consultation on proposed ministerial policy statements
Before issuing a ministerial policy statement, a Minister must—
(a)  consult—

(i)  the Inspector-General; and

(i1))  any other Minister of the Crown whose area of responsibility, in
the Minister’s opinion, includes an interest in the proposed minis-
terial policy statement; and

(iii)) any other person that the Minister considers appropriate; and

(b)  have regard to any comments received under paragraph (a).

Amending, revoking, or replacing ministerial policy statements

The Minister who issued a ministerial policy statement may, at any time,
amend, revoke, or replace the ministerial policy statement.

However, before amending, revoking, or replacing a ministerial policy state-
ment, the Minister must—

(a) consult—
(i)  the Inspector-General; and

(i1)  any other Minister of the Crown whose area of responsibility, in
the Minister’s opinion, includes an interest in the ministerial poli-
cy statement; and

(i)  any other person that the Minister considers appropriate; and
(b)  have regard to any comments received under paragraph (a).
Ministerial policy statements applying to both intelligence and security
agencies

A ministerial policy statement that provides guidance to both intelligence and
security agencies may be issued.
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If there is a different Minister responsible for each intelligence and security
agency,—

(a)  the ministerial policy statement must be jointly issued by the Ministers;
and

(b) sections 169 and 170 apply with all necessary modifications.

Duration of ministerial policy statement
A ministerial policy statement—

(a) takes effect from the date on which it is signed by the Minister who
issued it; and

(b)  continues in effect for a period not exceeding 3 years.

Publication of ministerial policy statements

As soon as practicable after a ministerial policy statement is issued, amended,
or replaced, the Director-General of the intelligence and security agency to
which the statement applies or, if the statement applies to both intelligence and
security agencies, the Director-General of each agency—

(a) must make the statement publicly available on an Internet site main-
tained by or on behalf of the Director-General; and

(b) may make copies of the statement available in any other way that the
Director-General considers appropriate in the circumstances.

However, a Director-General must not, in the statement made publicly avail-
able under subsection (1), disclose any information that, if publicly dis-
closed, would be likely to prejudice—

(a)  the carrying out of the activity to which the statement relates; or
(b)  the security and defence of New Zealand; or

(c) the international relations of the Government of New Zealand.

Status of ministerial policy statements

A ministerial policy statement is-ret—

) atestslative-tRstrment—te
(a)
(1)  a legislative instrument for the purposes of the Legislation Act
2012; or
(i1) a disallowable instrument for the purposes of the Legislation Act
2012: and

(b)  not required to be presented to the House of Representatives under sec-
tion 41 of the Legislation Act 2012.
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Security records

Powers in relation to security records

For the purpose of performing his or her functions and duties, the Inspector-
General must be given access to all security records—

(a) that are in the custody or control of an intelligence and security agency;
and

(b)  that the Inspector-General considers to be relevant to his or her functions
or duties.

The Inspector-General must ensure that all security records accessed under
subsection (1) and held by him or her are kept in safe custody in accordance
with the requirements for the safe custody of documents applying to intelli-
gence and security agencies.

If the Inspector-General is responsible for the production of any security re-
cords that have a security classification, the Inspector-General must ensure that
the security records are kept in safe custody in accordance with the require-
ments for the safe custody of documents applying to intelligence and security
agencies.

Compare: 1996 No 47 s 20

Disclosure of information relating to activities of intelligence and security
agency

The following persons must not, other than in the performance of their func-
tions or duties, disclose to any other person any security records or other offi-
cial information relating to the activities of an intelligence and security agency:

(a)  the Inspector-General:

(b)  the Deputy Inspector-General:

(c) an employee of the Inspector-General:
(d) a member of the advisory panel.

Subsection (1) does not limit the disclosure of information concerning the
activities of an intelligence and security agency to the Minister responsible for
the intelligence and security agency.

The Inspector-General must act in accordance with any certificate given by the
Minister responsible for an intelligence and security agency that certifies—

(a) that the disclosure by the Inspector-General of any security records or
any other official information would be likely—

(i)  to prejudice the security or defence of New Zealand or the inter-
national relations of the Government of New Zealand; or

(i1)  to prejudice the entrusting of information to the Government of
New Zealand on a basis of confidence by the Government of any
other country or any agency of such a Government; or
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(b)

(iii)) to prejudice the entrusting of information to the Government of
New Zealand on a basis of confidence by any international organ-
isation; or

(iv)  to endanger the safety of any person; and

that such disclosure—

(1)  should not be made; or

(i1))  should be made only on any terms and conditions that are, in the
Minister’s opinion, necessary in the interests of security.

A Minister may not exercise his or her power under subsection (3) until the
Minister has consulted—

(a)

(b)

the Director-General of the relevant intelligence and security agency;
and

any other person (not being, in the case of a complaint, the complainant)
capable of assisting in determining the circumstances and information
that are relevant to the inquiry, being circumstances and information that
should not, in the interests of security, be disclosed in the course of or in
relation to the inquiry.

Compare: 1996 No 47 s 26

Confidentiality

Duty of confidentiality

This section applies to any person who is, or has at any time been,—

(a)

(b)

appointed as—

(i)  Inspector-General:

(i)  Deputy Inspector-General:
(ii1)) Director-General of Security:

(iv) Director-General of the Government Communications Security
Bureau:

(v)  amember of the advisory panel:

(vi) aperson assisting the Inspector-General:
(vil) areviewer:

employed or engaged by—

(i)  the Inspector-General:

(i1))  the Director-General of Security:

(i) the Director-General of the Government Communications Secur-
ity Bureau.

Unless otherwise authorised by a Minister responsible for an intelligence and
security agency, a person—
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(a) must keep confidential all information that comes to his or her know-
ledge in the performance or exercise of his or her functions, duties, and
powers; and

(b)  must not make a record of or use or disclose that information except for
the purpose of carrying out his or her functions or duties under, or for the
purpose of giving effect to, this Act.

A person who contravenes subsection (2) commits an offence and is liable
on conviction to—

(a) aterm of imprisonment not exceeding 2 years; or
(b) a fine not exceeding $10,000.

The leave of the Attorney-General must be obtained before an offence against
subsection (2) is prosecuted.

A person to whom this section applies is an official for the purposes of sections
105 and 105A of the Crimes Act 1961.

In this section, reviewer means a reviewer appointed under section 194(1).
Compare: 1969 No 24 s 12A; 1996 No 46 s 19; 1996 No 47 s 28; 2003 No 9 s 11; 2004 No 38 s 19

Security clearance information

Use of information provided for security clearance assessment

Any information obtained by or disclosed to the New Zealand Security Intelli-
gence Service for the purpose of a security clearance assessment may be used
only for the following purposes:

(a)  the security clearance assessment:
(b)  any other security clearance assessment:
(c)  counter-intelligence.

Subsection (1) applies despite anything in information privacy principle 10
in section 6 of the Privacy Act 1993.

In this section,—

counter-intelligence means the intelligence activities carried out to identify
and counteract the threat, or potential threat, of unauthorised disclosure of offi-
cial information by a person who holds, or has held, a New Zealand Govern-
ment-sponsored national security clearance

security clearance assessment means an assessment conducted by the New
Zealand Security Intelligence Service in the performance of its function under
section 14 for the purpose of making a recommendation as to an individual’s
suitability to hold a New Zealand Government-sponsored national security
clearance.
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As soon as practicable after the end of each financial year, the Director-General
of each intelligence and security agency must provide to the Minister respon-
sible for that intelligence and security agency a report (an annual report) on
the activities of the agency during that year.

An annual report must contain the information required by section 45 of the
Public Finance Act 1989 and, additionally, include—

(aa)

(ab)

a statement as to the number of occasions on which the agency has pro-

vided assistance under section 16(1)(b) to—
(1)  the New Zealand Police; and

(i1)  the New Zealand Defence Force; and

a statement as to the number of occasions on which the agency has pro-

(2)

(b)

(c)

vided assistance under section 17; and

a statement as to the number of applications made by the agency for the
following:

(i)  aType 1 intelligence warrant; and
(i1))  a Type 2 intelligence warrant; and

(iii)  the urgent issue of a Type 1 intelligence warrant under section
69; and

(iv)  the urgent issue of a Type 2 intelligence warrant under section
70; and

(v) ajoint Type 1 intelligence warrant under section 54; and
(vi) ajoint Type 2 intelligence warrant under section 54; and

a statement as to the number of applications referred to in each of sub-
paragraphs (i) to (vi) of paragraph (a) that were—

(i)  approved; and
(i1))  declined; and

a statement as to the number of authorisations given by the Director-
General under section 77; and
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(d) astatement as to the number of applications made by the agency under
section 112 for permission to access restricted information; and

(e) astatement as to the number of applications referred to in paragraph
(d) that were—
(1)  approved; and
(i1)  declined; and

(ea) astatement as to the number of business records directions issued by the
agency to business agencies under section 118G; and

(f)  astatement setting out—

(1) a summary of the agency’s equal employment opportunities pro-
gramme for the year; and

(i1)  an account of the extent to which the agency was, during the year,
able to meet that programme.

As soon as practicable after receiving an annual report, the Minister must give
a copy to the Intelligence and Security Committee.

Within 30 working days after receiving an annual report, the Minister must
present a copy of the report to the House of Representatives in which—

(a) the financial statements are replaced with a statement recording the total
of the actual expenses and capital expenditure incurred by the agency for
the year against the agency’s appropriation for that financial year; and

(b) information may be deleted in accordance with a direction of the Minis-
ter under subsection (5).

Before presenting a copy of an annual report to the House of Representatives,

the Minister may direct that any information (other than the statements referred

to in subsections (2) and (4)(a)) be deleted from the report if the Minister

considers that the information—ts—eely—te, if publicly disclosed, would be

likely—

(a)  toprejudice the security or defence of New Zealand or international rela-
tions of the Government of New Zealand; or

(b)  to_prejudice the entrusting of information to the Government of New
Zealand on a basis of confidence by the Government of any other coun-
try or any agency of such a Government; or

(c) to_prejudice the entrusting of information to the Government of New
Zealand on a basis of confidence by any international organisation; or

(d)  to endanger the safety of any person; or
(e)  toprejudice the privacy of an individual.

As soon as practicable after an annual report has been presented to the House
of Representatives, the agency must make a copy of the report (as presented to
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the House of Representatives) publicly available on an Internet site maintained
by or on behalf of the agency.

In this section,—

equal employment opportunities programme has the meaning given to it by
section 58(3) of the State Sector Act 1988

working day has the meaning given to it by section 2(1) of the Public Finance
Act 1989.

Compare: 1969 No 24 s 4J; 1989 No 44 ss 44(4), 45E(1)(c)(ii); 2003 No 9 s 12

Annual report of Inspector-General

As soon as practicable after the end of each financial year, the Inspector-Gener-

al must provide a report of the Inspector-General’s operations during that year

to—

(a)  each Minister responsible for an intelligence and security agency; and

(b)  the Prime Minister.

The report must—

(a)  specify the number of inquiries undertaken by the Inspector-General dur-
ing the year; and

(b)  contain a brief description of the outcome of each inquiry; and

(c) certify the extent to which each intelligence and security agency’s com-
pliance systems are sound; and

(d) contain any other information that the Inspector-General believes is
necessary.

The Prime Minister must, as soon as practicable after receiving a report under
subsection (1), present a copy of the report to the House of Representatives,
together with a statement as to whether any matter has, under subsection (4),
been excluded from that copy.

The Prime Minister may exclude from the copy of the report to be presented to
the House of Representatives any matter that the Prime Minister, after consult-
ation with the Inspector-General, considers-wewtd-be_is likely, if disclosed,—

(a) to prejudice the security or defence of New Zealand or the international
relations of the Government of New Zealand; or

(b)  to prejudice the entrusting of information to the Government of New
Zealand on a basis of confidence by the Government of any other coun-
try or any agency of such a Government; or

(c) to prejudice the entrusting of information to the Government of New
Zealand on a basis of confidence by any international organisation; or

(d)  to endanger the safety of any person.
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The Prime Minister must, as soon as practicable, provide the Leader of the Op-
position with a copy of a report that he or she has received under subsection
(1).

If the copy supplied to the Leader of the Opposition under subsection (5)
contains any matter excluded by the Prime Minister from the copy presented to
the House of Representatives, the Leader of the Opposition must not disclose
that matter to any other person.

As soon as practicable after a copy of a report is presented to the House of
Representatives under subsection (3), the Inspector-General must make a
copy of the report (as presented to the House of Representatives) publicly
available on an Internet site maintained by or on behalf of the Inspector-Gener-
al.

The Inspector-General may at any time, with the agreement of the Prime Min-
ister, report either generally or in respect of any particular matter to the Intelli-
gence and Security Committee.

Compare: 1996 No 47 s 27

Annual report of Intelligence and Security Committee

The Intelligence and Security Committee must present an annual report to the
House of Representatives on the activities of the Committee.

Subsection (1) is subject to section 182.

Compare: 1996 No 46 s 6(1)(e)(i)

Restrictions on reports to House of Representatives

The Intelligence and Security Committee must, when presenting an annual re-
port or any other report to the House of Representatives, have regard generally
to security requirements.

The Intelligence and Security Committee must not disclose in a report to the
House of Representatives—

(a) any information that, if publicly disclosed, would be likely to prejudice
the entrusting of information to the Government of New Zealand on a
basis of confidence—

(i) by the Government of any other country or any agency of such a
Government; or

(1) by any international organisation; or

(b) any information that, if publicly disclosed, would be likely to endanger
the safety of any person; or
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(c) any sensitive information disclosed to the Committee in accordance with
section 163(2) or (3).

The Intelligence and Security Committee must not disclose in a report to the
House of Representatives the following information unless the Committee con-
siders that there are compelling reasons in the public interest to do so:

(a) the identity of any person who is or has been an officer, employee, or
agent of an intelligence and security agency, other than the Director-
General, or any information from which the identity of such a person
could reasonably be inferred; or

(b)  any information that, if publicly disclosed, would be likely—

(i)  to prejudice the continued performance of the functions of an in-
telligence and security agency; or

(i)  to prejudice the security or defence of New Zealand or the inter-
national relations of the Government of New Zealand.

Compare: 1996 No 46 s 18
Offences

Obstructing, hindering, resisting, or deceiving Inspector-General

A person commits an offence and is liable on conviction to a fine not exceed-
ing $5,000 if the person,—
(a)  without lawful justification or excuse,—

(i)  wilfully obstructs, hinders, or resists the Inspector-General in the

exercise of his or her powers under this Act_or any other enact-
ment; or

(i1)  refuses or wilfully fails to comply with any lawful requirement of
the Inspector-General; or

(b)  wilfully makes any false statement to, or misleads or attempts to mis-
lead, the Inspector-General in the exercise of his or her powers under
this Act or any other enactment.

In this section, Inspector-General includes the Deputy Inspector-General.
Compare: 1996 No 47 s 23(8)

Personation

A person commits an offence if the person, without reasonable excuse and in
circumstances likely to lead a person to believe that the person is an employee
of an intelligence and security agency,—

(a) pretends to be an employee of an intelligence and security agency by his
or her words, conduct, or demeanour; or

(b)  assumes the name, designation, or description of an employee of an in-
telligence and security agency.
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A person who commits an offence against this section is liable on conviction
to—

(a) aterm of imprisonment not exceeding 12 months; or

(b) afine not exceeding $15,000; or

(c) both (a) and (b).

Compare: 1969 No 24 s 13; 2008 No 72 s 48

Restriction on publication and broadcasting of information regarding
employees

A person commits an offence if the person, without the written consent of the
relevant Minister, publishes_in_a newspaper or other document, or broadcastss

O ool van v oro © oottt 5 O O v C wae O Cl O 0

radio or television, the fact that any person—

(a) is an employee of an intelligence and security agency, not being—
(i)  the Director-General of Security; or

(i1)  the Director-General of the Government Communications Secur-
ity Bureau; or

(b)  is connected in any way with an employee of an intelligence and security
agency.

Nothing in this section restricts
Rarhament—

(a) the communication of proceedings in Parliament; or
(b)  the reporting of proceedings in Parliament.

The written consent of the Minister in relation to any proceedings in any court
may be filed in the court, and when so filed is sufficient authority to all persons
to act in accordance with that consent.

[ this section.+eleramvHidster et tHheMirterrespotstbletorthetateb
i l : cosred-tor . —

broadcast includes cause or allow to be broadcast

communication has the meaning given to it by section 5(1) of the Parliamenta-
ry Privilege Act 2014

proceedings in Parliament has the meaning given to it by section 10 of the
Parliamentary Privilege Act 2014

publish includes cause or allow to be published

relevant Minister means the Minister responsible for the intelligence and se-
curity agency referred to in subsection (1).

A person who commits an offence against this section is liable on convic-
tion,—

(a) in the case of an individual, to a fine not exceeding $5,000:
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(b) in the case of a body corporate, to a fine not exceeding $20,000.
Compare: 1969 No 24 s 13A

False or misleading representations about employment and identity

Employee may make false or misleading representations about
employment

An employee of an intelligence and security agency may make a false or mis-
leading representation to any person in connection with any aspect of his or her
employment if the representation is made—

(a)  for the purpose of keeping secret the fact that he or she is an employee
of the agency; and

(b) in accordance with any requirements of the Director-General of the
agency.

A false or misleading representation may be made by omitting or failing to dis-
close information.

This section does not apply to representations made to any of the following:

(a) the intelligence and security agency:

(b)  the Inspector-General of Intelligence and Security:
(c) the Intelligence and Security Committee:

(d) acourt:

(e)  a Minister of the Crown:

(f)  the Leader of the Opposition:

(g) an Office of Parliament (as defined in section 2(1) of the Public Finance
Act 1989):

(h) achief executive of a department:

(1)  the Chief of Defence Force:

(j)  the Commissioner of Police:

(k)  the Privacy Commissioner:

(I)  a Human Rights Commissioner:

(m) the Independent Police Conduct Authority.

Protections relating to representations about identity

An employee is protected from civil and criminal liability, however it may
arise, for any act that the employee does, or omits to do, in good faith and with
reasonable care in the course of making a representation in accordance with
section 186.

135

10

15

20

25

30

35



Part 7 cl 188 New Zealand Intelligence and Security Bill

2

188

(M

2

€)

189
(1)

2

136

Nothing done (or omitted to be done) under section 186—

(a) places the employee in breach of contract or of any enactment or rule of
law; or

(b) entitles any person to terminate or cancel a contract or an arrangement,
or to accelerate the performance of an obligation, or to impose a penalty
or an increased charge.

Exceptions and immunities

Exception from criminal liability under section 246_of Crimes Act 1961 in
certain circumstances

An employee does not commit an offence against section 246 of the Crimes
Act 1961 (which relates to receiving) ifs—

(a) the employee receives unsolicited information from another person; and

(b)  the employee has no reason to believe that the information has been ob-
tained through the use of torture or any other abuse of human rights.

Subsection (1) does not apply if it is proposed in advance to obtain informa-
tion-ef-a—eertatn—ted (wWhether or not on a continuing basis) and-thet-aetivty
the obtaining of that information could have been authorised by an intelligence
warrant.

An intelligence and security agency that obtains information in circumstances
where-this-seettor subsection (1) applies—

(a)  must not disclose that information to another entity unless that entity is
otherwise lawfully authorised to receive it; but

(b) may prepare a report using that information and, in the performance of
its function under section 13 or 14, may disseminate that report to an-
other agency.

Exceptions to Land Transport (Road User) Rule 2004

An employee of the New Zealand Security Intelligence Service does not com-
mit an offence against the following Parts of the Land Transport (Road User)
Rule 2004 (the Rule) if subsection (2) applies:

(a)  Part 3 (which sets out requirements about traffic signs and signals):
(b)  Part 5 (which relates to speed limits):

(c)  Part 6 (which relates to stopping and parking).

This subsection applies if—

(a) the employee is carrying out visual surveillance from a vehicle on a pub-
lic road; and

(b)  the employee who takes the action that would otherwise constitute an of-
fence considers that taking the action is reasonably necessary in order to
continue the visual surveillance; and
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(c) the employee takes all reasonable steps to ensure that his or her actions
do not cause injury or damage, or interfere with any other person.

The references in subsection (1) to Parts of the Rule include references to the
corresponding Parts or provisions of any enactment that replaces the Rule.

Burden of proof to establish immunity and relationships between
immunities

If any question arises as to whether an immunity under any provision of this
Act applies, the employee or entity, as the case requires, must establish, on the
balance of probabilities, that the immunity applies.

If there is any inconsistency between any of sections 33, 34, 44, 45,-68(4);
8788;_ 91V, 91W, and 187 and the provisions of any other enactment con-
ferring, regulating, or limiting a privilege or immunity, then the provisions of
this Act prevail.

Intelligence functions of Chief Executive of Department of the Prime Minister

191

(M

(1A)

and Cabinet

Functions of Chief Executive of DPMC in relation to intelligence and
assessments

The Chief Executive of_the DPMC-hkas_is responsible for the performance of
the following functions:

(a) te—previde—providing intelligence assessments on events and develop-
ments of significance to New Zealand’s national security, international
relations and well-being, and economic well-being to—

(1)  Ministers; and
(i1))  departments; and

(iii)  any other person who the Chief Executive of the DPMC considers
appropriate; and

(b) te—adwise-advising Ministers on the setting of priorities for intelligence
collection and analysis; and

(c) te-edwise-advising departments on best practice in relation to the assess-
ment of intelligence.

However, the Chief Executive of the DPMC must not carry out the functions

(1B)

specified in subsection (1) personally but must designate another employee
of the DPMC to carry out those functions.

The Chief Executive of the DPMC may at any time revoke a designation made

2

under subsection (1A) and designate another employee of the DPMC to carry
out the functions specified in that subsection.

In this section and in section 192, DPMC means the Department of the
Prime Minister and Cabinet.
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Duty to act independently

In matters relating to functions specified in section 191, the_employee desig-
nated by the Chief Executive of the DPMC must act independently.

Periodic reviews

Requirement to hold periodic reviews

A review of the intelligence and security agencies and this Act must, in accord-
ance with the terms of reference specified under section 194(3)(a), be—

(a) commenced as soon as practicable after the expiry of the period of 5
years beginning on the commencement of this section; and

(b)  afterwards, held at intervals not shorter than 5 years and not longer than
7 years.
Compare: 1996 No 46 s 21

Appointment of reviewers and related matters

A review under section 193 must be conducted by 2 persons (reviewers) ap-
pointed by the Prime Minister.

The reviewers appointed under subsection (1) must-have-an-appropriate-se-
eurtty-eteararee_hold a Government-sponsored security clearance of a level de-

termined by the Prime Minister.

The Prime Minister must specify—

(a)  the terms of reference for the review, which may include any matter rele-
vant to the functions, effectiveness, and efficiency of the intelligence and
security agencies and their contribution to national security; and

(b) any matters that he or she considers-that the reviewers should take into
account in determining how to conduct the review; and

(c)  the date by which the review is to be concluded.

Before doing anything under this section, the Prime Minister must consult the
Intelligence and Security Committee.

The following must be notified in the Gazette as soon as practicable after the
appointment of the reviewers:

(a)  the persons appointed as reviewers; and
(b)  the terms of reference of the review; and
(c) any matters specified in relation to the conduct of the review; and

(d) the date by which the review must be concluded.
Compare: 1996 No 46 s 22

Provision of information

To assist the reviewers to conduct their review,—
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(a)  the reviewers may ask the Director-General of an intelligence and secur-
ity agency and the Inspector-General to provide information; and

(b) the Director-General of an intelligence and security agency or the
Inspector-General may provide information to the reviewers, whether in
response to a request under paragraph (a) or on his or her own initia-
tive.

Compare: 1996 No 46 s 23

Report of reviewers

After completing a review, the reviewers must prepare a report containing the
results of their review.

The report must be provided to the Intelligence and Security Committee by the
date specified for the completion of the review.

After the Intelligence and Security Committee has considered the report, the
Committee must present the report to the House of Representatives.

For the purposes of subsection (3), section 182 applies, with all necessary
modifications, as if the report had been prepared by the Intelligence and Secur-
ity Committee.

Compare: 1996 No 46 s 24

Remuneration of reviewers
A reviewer is entitled—

(a)  to receive remuneration not provided for-withir_in paragraph (b) for
services as a reviewer at a rate and of a kind determined by the Prime
Minister in accordance with the fees framework; and

(b)  in accordance with the fees framework, to be reimbursed for actual and
reasonable travelling and other expenses incurred in carrying out his or
her office as a reviewer.

For the purposes of subsection (1), fees framework means the framework
determined by the Government from time to time for the classification and re-
muneration of statutory and other bodies in which the Crown has an interest.

Compare: 1996 No 46 s 25

Provision of administrative and other support

The Ministry of Justice is responsible for providing to the reviewers the admin-
istrative, secretarial, and other support necessary for the reviewers to conduct
their review effectively and efficiently.

A person providing administrative, secretarial, or other support under subsec-

tion (1) must-heve-en-appropriate-seenrrty-etearanee_hold a Government-spon-

sored security clearance of a level determined by the Prime Minister.
Compare: 1996 No 46 s 26
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The reviewers may determine their own procedure subject to any matters speci-

Part 8
Repeals and amendments

Repeals

Sections 15A to 15F of the Inspector-General of Intelligence and Security Act

The rest of the Inspector-General of Intelligence and Security Act 1996 (1996

(@) New Zealand Security Intelligence Service Act 1969 (1969 No 24):
(b) Intelligence and Security Committee Act 1996 (1996 No 46):

) Rspeetor-ceneral-ofHrteHisenee-ard-Seeury—ret+096-(+096- :
(d)  Government Communications Security Bureau Act 2003 (2003 No 9).

Amendments to Biosecurity Act 1993

Section 1421 amended (Disclosure of personal information in New

The Director-General may disclose the personal information to an intelligence

and security agency only if the Director-General believes, on reasonable
grounds, that the disclosure of the information is necessary to enable the
agency to perform any of its functions under section 13, 14, 16, or 17 of

In section 1421(2). replace “information to agencies” with “personal informa-

199 Reviewers to determine own procedure
fied under section 194(3)(b).
Compare: 1996 No 46 s 27
200 Repeals
A
1996 are repealed.
2)
No 47) is repealed.
(3)  The following Acts are repealed:
200A Amendments to Biosecurity Act 1993
Section 200B amends the Biosecurity Act 1993.
200B
Zealand)
(1)  After section 142I(1). insert:
(1A)
the Intelligence and Security Act 2016.
(2)
tion to other agencies”.
(3)  After section 1421(5). insert:
(6) In this section, intelligence and security agency means—

140

(a) the New Zealand Security Intelligence Service:
(b) the Government Communications Security Bureau.
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Amendments to Births, Deaths, Marriages, and Relationships Registration Act

201

202
(1)
@)

203
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2
2

€)

“)
&)

1995

Amendments to Births, Deaths, Marriages, and Relationships Registration
Act 1995

Sections 202 to 205 amend the Births, Deaths, Marriages, and Relationships
Registration Act 1995.

Section 2 amended (Interpretation)
In section 2, repeal the definition of Director of Security.
In section 2, insert in their appropriate alphabetical order:

Director-General of an intelligence and security agency has the meaning
given to it by section 4 of the-New-Zealand Intelligence and Security
Act 2016

intelligence and security agency has the meaning given to it by section 4 of
the-New-Zealand Intelligence and Security Act 2016

Section 65 amended (Request for new identity information for certain
witnesses, etc)

Replace section 65(1)(b) with:

(b)  the Director-General of an intelligence and security agency, for the pur-
pose of protecting the identity of a person who is, has been, or will be an
employee.

Replace section 65(2) with:

The Minister may give a written direction to the Registrar-General to create
new identity information for the person if,—

(a) on receiving a request under subsection (1)(a), the Minister is satisfied
that it is in the interests of justice that the new identity information be
created; or

(b)  onreceiving a request under subsection (1)(b), the Minister is satisfied
of the matters set out in section 29(1) of the-New—Zealand Intelli-
gence and Security Act 2016 (which applies with any necessary
modifications).

Replace section 65(4)(b) with:

(b)  the Director-General of an intelligence and security agency in relation to
new identity information created as the result of a request under sub-
section (1)(b).

In section 65(5), repeal the definitions of employee and officer.

In section 65(5), insert in its appropriate alphabetical order:
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employee has the meaning given to it by section 25 of the-New-Zealand
Intelligence and Security Act 2016

204 Section 75F amended (Searches for certain authorised purposes)
Replace section 75F(2)(c) with:

(c) an intelligence and security agency, if it requires the information for the
exeretse_performance of its functions:

205 Section 78 amended (Restrictions on searches relating to new names of
certain witnesses, etc)

(1)  Replace section 78(5)(b) with:
(b)  the Director-General of an intelligence and security agency, if the new
identity was created as the result of a request made under section
65(1)(b).
(2) Replace section 78(7)(b)(ii) with:
(i1))  the Director-General of an intelligence and security agency, if the
new identity was created as the result of a request made under
section 65(1)(b).

(3) In section 78(8), replace “Director of Security” with “Director-General of the
relevant intelligence and security agency”.

Amendments to Corrections Act 2004

205A Amendments to Corrections Act 2004
Sections 205B and 205C amend the Corrections Act 2004.

205B Section 3 amended (Interpretation)
In section 3(1). definition of official agency, after paragraph (d). insert:
(da) the Inspector-General of Intelligence and Security; or

205C Section 117 amended (Authorised disclosure of information)
(1)  Before section 117(1), insert:

(1AAA) An authorised person may disclose a prisoner call only as provided in this
section.

(2) Replace section 117(2)(c) with:

(c) is necessary to prevent or lessen a serious threat (as defined in section
2(1) of the Privacy Act 1993) to—

(1)  public health or public safety; or

(i)  the life or health of any person; or
(3)  After section 117(2). insert:
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(2A) An authorised person may disclose a prisoner call to an intelligence and secur-

ity agency only if the authorised person believes. on reasonable grounds. that
the disclosure is necessary to enable the agency to perform any of its functions

under section 13, 14, 16, or 17 of the Intelligence and Security Act

SRE

206

207

2016.

After section 117(6). insert:

In this section, intelligence and security agency means—

(a)
(b)

the New Zealand Security Intelligence Service:
the Government Communications Security Bureau.

Amendments to Crimes Act 1961

Amendments to Crimes Act 1961
Sections 207 and 208 amend the Crimes Act 1961.

New section 78AA inserted (Wrongful communication, retention, or
copying of classified information)

After section 78, insert:

78AA Wrongful communication, retention, or copying of classified information

)

2

3)

Every person specified in subsection (2) is liable to imprisonment for a term
not exceeding 5 years if the person, within or outside New Zealand,—

(a)

(b)

(c)

knowingly or recklessly, and with knowledge that he or she is acting
without proper authority, communicates any classified information to
any other person; or

knowing that he or she is acting without proper authority, retains or cop-
ies any classified information; or

knowingly fails to comply with any directions issued by a lawful author-
ity for the return of any classified information that is in his or her posses-
sion or under his or her control.

Subsection (1) applies to—

(2)

(b)

a person who holds, or has held, a New Zealand Government-sponsored
national security clearance to access classified information; or

a person to whom classified information has been disclosed in confi-
dence if—

(1)  the disclosure is authorised; and

(i1))  the person knows that the disclosure is in respect of classified in-
formation.

In this section,—

classified information means—
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(a) information that—
(1) 1S, or was, official information; and

(i) s classified under the New Zealand Government Security Classi-
fication System as being accessible only to persons who have a
national security clearance:

(b)  foreign government information that is—
(i)  classified in a foreign country; and

(i1)  accessible only to persons having a New Zealand Government-
sponsored national security clearance
New Zealand Government Security Classification System means the secur-
ity classification system applying to official information that is published (and
from time to time amended) on an Internet site maintained by or on behalf of
the New Zealand Security Intelligence Service

official information has the meaning given to it by section 78A.

Section 78B amended (Consent of Attorney-General to proceedings in
relation to espionage or wrongful communication, retention, or copying of
official information)

In the heading to section 78B, after “copying of”, insert “classified informa-
tion or”.

In section 78B(1)(a), (b), and (c), replace “section 78 or section 78A(1)” with
“section 78, 7T8AA(1), or 78A(1)”.

Amendments to Customs and Excise Act 1996

Amendments to Customs and Excise Act 1996
Sections 208B and 208C amend the Customs and Excise Act 1996.

Section 280M replaced (Direct access to database information for counter-
terrorism investigation purposes)

Replace section 280M with:

280M Direct access to database information for purposes of counter-terrorism

(0]

144

and national security

The purpose of this section is to facilitate an agency’s access to information
stored in a database for the purpose of assisting the agency to perform its func-
tions related to, or involving, all or any of the following:

(a) the prevention, detection, or investigation of any potential, suspected, or

actual—

(1)  terrorist act; or

(i)  facilitation of a terrorist act:
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B B

(b)  national security.

The chief executive of the Customs may, for the purpose of this section, allow
the chief executive of an agency to access 1 or more databases to search for
information, including personal information.

Before allowing the chief executive of an agency access to any database in ac-
cordance with subsection (2). the chief executive of the Customs must enter
into a written agreement with the chief executive of the agency.

The written agreement must specify—

(a) the database or databases that may be accessed:

(b) the particular information that may be accessed:

(c)  the particular purpose or purposes for which the information is accessed:

(d) how the information accessed is to be used by the agency to achieve
those particular purposes:

(e) the positions or designations of the persons in the agency who may ac-
cess the database or databases:

(f)  the records to be kept in relation to each occasion on which a database is
accessed:

(g) the safeguards that are to be applied for protecting personal information
that is disclosed:

(h)  the requirements relating to storage and disposal of information obtained
by the agency from the database or databases:

(1)  the circumstances (if any) in which the information may be disclosed by

the agency to another specified agency, and how that disclosure may be

made:

(1)  the requirements for reviewing the agreement.

An agreement may be varied by the chief executive of the Customs and the
chief executive of the agency.

Before entering into an agreement, or varying an agreement, the chief execu-
tive of the Customs must consult the Privacy Commissioner.

In this section,—

access. in relation to a database. includes remote access to the database

agency means—

(a) adepartment specified in Schedule 1 of the State Sector Act 1988, other
than—
(1)  the Government Communications Security Bureau; and

(i1)  the New Zealand Security Intelligence Service:
(b) a departmental agency that is part of a department referred to in para-
graph (a):
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208C

293A

146

(c) the New Zealand Police:
(d) the New Zealand Defence Force

chief executive of an agency—

(a)  means the head of that agency; and
(b) includes the Commissioner of Police

database means any information recording system or facility used by the Cus-
toms to store information

information—
() means—

(1)  any information held by the Customs that relates to goods, passen-
gers, crew, or craft and the movements of the goods, passengers,

crew, or craft:

(i1)  any other border-related information held by the Customs; and
(b) includes, but is not limited to.—

(1)  arrival and departure information:

(i1)  information specified in section 282(1):

(iii)  biometric information:

(iv)  border information (as defined in section 282D):

(v) information collected or generated by the Customs in the course

of preventing, detecting, or investigating a border-related offence
(as defined in section 132B(1))

terrorist act has the same meaning as in section 5(1) of the Terrorism Suppres-
sion Act 2002.

New section 293 A inserted (Saving of agreements made under section
280M before commencement of section 208B of Intelligence and Security
Act 2016)

After section 293, insert:

Saving of agreements made under section 280M before commencement of
section 208B of Intellicence and Security Act 2016

Every agreement made under section 280M between the chief executive and
the Commissioner of Police that is in force immediately before the commence-
ment of section 208B of the Intelligence and Security Act 2016 is to
be treated as if it were made under section 280M as in force after the com-
mencement of section 208B of that Act.
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Amendment to Education Act 1989

Amendment to Education Act 1989
Section 210 amends the Education Act 1989.

Section 346 amended (Offences)
Replace section 346(1) with:

An authorised user commits an offence, and is liable on conviction to a fine not
exceeding $15,000, if the authorised user uses or discloses a person’s national
student number otherwise than—

(a)  in accordance with the authorisations under section 344 that apply to that
user; or

(b) as required by section 117 of the-New-Zealand Intelligence and
Security Act 2016 (to the extent that a permission granted under sec-
tion 113 or 114 of that Act permits the Director-General of an intelli-
gence and security agency to access information relating to national stu-
dent numbers).

Amendment to Electronic Identity Verification Act 2012

Amendment to Electronic Identity Verification Act 2012
Section 212 amends the Electronic Identity Verification Act 2012.

Section 12 amended (Exception to section 11 for certain individuals with
new identity information)

Replace section 12(2) with:

An individual referred to in subsection (1) (a specified individual) is—

(a)  aperson who is, has been, or will be, an undercover Police officer; or
(b) an employee of an intelligence and security agency.

Replace section 12(9) with:

In this section,—

employee has the meaning given to it by section 25 of the-New-Zealand
Intelligence and Security Act 2016

intelligence and security agency has the meaning given to it by section 4 of
the-New-Zealand Intelligence and Security Act 2016

undercover Police officer has the meaning given to it by section 65(5) of the
Births, Deaths, Marriages, and Relationships Registration Act 1995.

Amendment to Employment Relations Act 2000

Amendment to Employment Relations Act 2000
Section 214 amends the Employment Relations Act 2000.
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New section 172A inserted (Reports from Inspector-General of Intelligence
and Security)

After section 172, insert:

Reports from Inspector-General of Intelligence and Security
This section applies if—

(a) any matter that comes before the Authority relates to or arises from a
recommendation made by the New Zealand Security Intelligence Service
under section 14 of the-New—Zealand Intelligence and Security
Act 2016 about whether an individual should be granted a security
clearance; and

(b)  areport on the recommendation has not previously been prepared by the
Inspector-General of Intelligence and Security under section 147 of
that Act.

The Authority must request the Inspector-General of Intelligence and Security
to prepare a report on the recommendation made by the New Zealand Security
Intelligence Service.

As soon as practicable after receiving a request under subsection (2), the
Inspector-General of Intelligence and Security must prepare and provide a re-
port to the Authority.

To enable the Inspector-General of Intelligence and Security to prepare a re-
port, the Authority must provide to the Inspector-General all relevant docu-
ments within its possession or under its control.

The parties are entitled—
(a) to receive a copy of the report; and
(b)  to make submissions on it to the Authority.

The Authority must have regard to the report prepared by the Inspector-General
of Intelligence and Security before making a determination on the matter.

In this section,—

Inspector-General of Intelligence and Security means the Inspector-General
of Intelligence and Security holding office under section 4 of the-New-Zea-
tend Intelligence and Security Act 2016

New Zealand Security Intelligence Service means the New Zealand Security
Intelligence Service continued by section 9 of the-New-Zeaiand Intelli-
gence and Security Act 2016.

Amendments to Immigration Act 2009

Amendments to Immigration Act 2009
Sections 216 to 229 amend the Immigration Act 2009.
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Section 3 amended (Purpose)
Replace section 3(2)(c) with:

(c) allows for the management of persons crossing the border by setting re-
quirements that apply to—

(i)  persons arriving, or intending to arrive, in New Zealand; and

(i1))  persons departing, or intending to depart, from New Zealand; and

Section 4 amended (Interpretation)
In section 4, replace the definition of approved system with:

approved system means a system, including an electronic system, approved by
the chief executive for the purpose of—

(a) providing information to the chief executive under section 96; or

(b) giving notice under section 97(2) of a decision made under section
97(1); or

(c)  giving notice under section 97A(3) of a decision made under section
97A(1)

In section 4, insert in its appropriate alphabetical order:

scheduled international service means a series of flights or voyages that
are—

(a) performed by a craft for the transport of passengers, cargo, or mail be-
tween New Zealand and 1 or more points in any other country or territo-
ry, if the flights or voyages are so regular or frequent as to constitute a
systematic service, whether or not in accordance with a published time-
table; and

(b) operated in_such a manner-where_that each flight or voyage is open to
use by members of the public.

Section 9A amended (Meaning of mass arrival group)

In section 9A(2), delete “(within the meaning of section 96(4))”.

Section 29 amended (Automated decision making in advance passenger
processing)

In section 29, after “section 97(1)”, insert “or 97A(1)”.

Section 96 replaced (Responsibilities of carrier, and person in charge, of
commercial craft before it departs from another country to travel to New
Zealand)

Replace section 96 with:
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Carrier, and person in charge, of commercial craft to provide advance
passenger processing information before departure

This section applies to a carrier, and a person in charge, of a commercial craft
if—
(a)  one of the following applies:

(1)  the craft is scheduled to travel to New Zealand in the course of a
scheduled international service:

(i1) it is proposed that the craft travel to New Zealand from another
country:

(iii)  the craft is scheduled to travel from New Zealand in the course of
a scheduled international service:

(iv) it is proposed that the craft travel from New Zealand to another
country; and

(b) the chief executive has notified the carrier, or a person in charge, of the
craft that the carrier or person in charge of the craft must comply with
this section.

A carrier, or a person in charge, of a commercial craft must—

(a)  obtain from every person who intends to board the craft for the purpose
of travelling to, or from, New Zealand the advance passenger processing
information prescribed for the purposes of this subsection; and

(b)  provide that information to the chief executive, by means of an approved
system, before the departure of the craft to travel to, or from, New Zea-
land.

The chief executive may, by notice in writing, in any specified circumstances,
exempt a carrier, or person in charge, of a commercial craft from complying
with some or all of the requirements under subsection (2).

Section 97 amended (Chief executive may make decision about person
boarding craft for purpose of travelling to New Zealand)

Replace the heading to section 97 with “Chief executive may make decision
about person boarding commercial craft for purpose of travelling to New
Zealand”.

Replace section 97(1) with:

The chief executive may decide that a person in relation to whom information
has been received under section 96(2) and who intends to board a commer-
cial craft for the purpose of travelling to New Zealand—

(a) may board the craft; or
(b)  may not board the craft; or

(c) may board the craft only if he or she complies with conditions specified
by the chief executive.
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Replace section 97(2)(a) with:

(a) must notify a carrier, or a person in charge, of a commercial craft from
whom information has been received under section 96(2) of a decision
made under subsection (1); and

Replace section 97(6) with:

Nothing in section 305 applies to the chief executive when he or she is giving a
notification under subsection (2).

New section 97A inserted (Chief executive may make decision about
person boarding commercial craft for purpose of travelling from New
Zealand)

After section 97, insert:

Chief executive may make decision about person boarding commercial
craft for purpose of travelling from New Zealand

The chief executive may decide that a person in relation to whom information
has been received under section 96(2) and who intends to board a commer-
cial craft for the purpose of travelling from New Zealand—

(a) may board the craft; or
(b) may not board the craft; or

(c) may board the craft only if he or she complies with conditions specified
by the chief executive.

The chief executive may make a decision under subsection (1)(b) or (c)
only if the chief executive has reason to believe that the person is attempting to
travel on—

(a) alost, stolen, or invalid passport or certificate of identity; or

(b) a forged, false, fraudulently obtained, or improperly altered passport or
certificate of identity; or

(c)  apassport or certificate of identity that does not relate to that person.
The chief executive—

(a) must notify a carrier, or a person in charge, of a commercial craft from
whom information has been received under section 96(2) of a decision
made under subsection (1); and

(b) may do so in any form that he or she thinks appropriate, including, but
not limited to, by means of an approved system, which may contain code
that represents the outcome of the decision; and

(c) may do so in any manner that he or she thinks appropriate, including, but
not limited to, by means of an automated electronic notification.

Nothing in section 305 applies to the chief executive when he or she is giving a
notification under subsection (3).
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Section 101 amended (Obligations in relation to craft en route to or
arriving in New Zealand)

Repeal section 101(5).

Section 102 amended (Obligations of carriers, and persons in charge, of
craft to provide information)

Replace section 102(2) to (4) with:

A carrier, and a person in charge, of a commercial craft who is required under
section 96 to provide information to the chief executive must also provide to
the chief executive the information prescribed for the purposes of this section
about every person who intends or intended to board the craft for the purpose
of—

(a) travelling to New Zealand, including persons who did not board the craft
for any reason (including because of a decision made by the chief execu-
tive under section 97); or

(b) travelling from New Zealand, including persons who did not board the
craft for any reason (including because of a decision made by the chief
executive under section 97A).

The chief executive may, by notice in writing, in any specified circumstances,
exempt a carrier, or a person in charge, of a commercial craft from complying
with some or all of the requirements under subsection (2).

Despite being granted an exemption, a carrier, or a person in charge, of a com-
mercial craft must provide to the chief executive—

(a) some or all of the information required under subsection (2)(a) if re-
quested by the chief executive not more than 14 days before or after the
arrival of the craft in New Zealand; or

(b) some or all of the information required under subsection (2)(b) if re-
quested by the chief executive not more than 14 days before or after the
departure of the craft from New Zealand.

Section 303 amended (Disclosure of information to enable specified
agencies to check identity and character)

In section 303(4), replace “to which subsection (6) applies” with “entered into
in accordance with section 303C”.

Repeal section 303(6).

New sections 303A to 303C inserted
After section 303, insert:
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303A Disclosure of information to specified agencies for purposes of law

)

2

3)

4

)

enforcement, counter-terrorism, and security

The purpose of this section is to enable the disclosure of information by the
Department to a specified agency to allow that agency a longer period of time
to—

(a) identify any person of interest who is intending to board a craft for the
purpose of travelling from New Zealand; and

(b) perform any of its functions, or exercise any of its powers, in relation to
an identified person of interest before that person departs from New Zea-
land.

For the purpose of this section, the chief executive of a specified agency may
supply to the chief executive of the Department personal information about a
person of interest.

The chief executive of the Department may compare the information received
under subsection (2) about a person of interest with APP information that he
or she holds.

If the chief executive of the Department holds APP information about the per-
son of interest, he or she may, under an agreement entered into in accordance
with section 303C,—

(a) notify the chief executive of the specified agency that the person of in-
terest intends to board a craft for the purpose of travelling from New
Zealand; and

(b)  disclose to that chief executive—

(i)  the APP information held by the chief executive of the Depart-
ment about the person of interest; and

(i1))  any other information held by the chief executive of the Depart-
ment about the person’s intended travel (for example, when and
where the person checked in).

In this section,—

APP information means advance passenger processing information that the
chief executive of the Department has received under section 96(2) about
persons intending to board a craft for the purpose of travelling from New Zea-
land

chief executive of a specified agency means the head of that specified agency

person of interest means a person of interest to the chief executive of a speci-
fied agency because the chief executive believes on reasonable grounds that the
person may attempt to leave New Zealand and that the person—

(a) poses a threat or risk to the security of New Zealand or another country
because the person intends to engage in, or facilitate,—
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(1)
(i1)
(iii)
(b) is—
)
(1)
(iii)

(iv)
™)

(vi)

(vii)

a terrorist act within the meaning of section 5 of the Terrorism
Suppression Act 2002; or

the proliferation of weapons of mass destruction; or

any other unlawful activity designed or likely to cause serious
economic damage to New Zealand, carried out for the purpose of
commercial or economic gain; or

a person under control or supervision (as defined in section 3(1)
of the Corrections Act 2004); or

on bail with an electronic monitoring condition granted under sec-
tion 30B of the Bail Act 2000; or

liable to be arrested (with or without a warrant) by an employee or
agent of a specified agency; or

suspected of escaping from lawful custody; or

suspected of being a perpetrator or victim of a crime against sec-
tion 98D of the Crimes Act 1961 (trafficking in persons); or

suspected of being involved in the unlawful movement of illegal
goods; or

a person who poses a risk, for any reason, to the safety of other
passengers, the crew, or craft

personal information, in relation to a person of interest, includes the follow-
ing information:

(a)  the person’s—

(M)
(ii)
(iii)
(iv)
V)

full name; and
date of birth; and
place of birth; and
nationality; and

gender; and

(b) the details specified in the person’s passport or certificate of identity, if
known, including—

(1)
(i1)
(iii)

the passport or certificate of identity number; and
the expiry date; and

the issuer of the person’s certificate of identity (if any), if it is not
the person’s country of nationality

specified agency means—
(a) the New Zealand Police:

(b)  the department of State responsible for the administration of the Correc-
tions Act 2004:
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303C
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(c) the department of State responsible for the administration of the Cus-
toms and Excise Act 1996:

(d) the Civil Aviation Authority of New Zealand established under section
72A(1) of the Civil Aviation Act 1990.

Direct access to information for purposes of law enforcement, counter-
terrorism, and security

For the purpose of section 303A, the chief executive of the Department may
allow the chief executive of a specified agency to access the APP information
database or databases to search for information relating to a person of interest.

Before allowing the chief executive of a specified agency access to the APP in-
formation, the chief executive of the Department must enter into an agreement
with the specified agency in accordance with section 303C.

The agreement must specify, in addition to those matters set out in section
303C(2)(d) to (h),—

(a) the particular information that may be accessed:

(b)  the particular purpose or purposes for which the information may be ac-
cessed:

(c)  the positions or designations of the persons in the specified agency who
may access the database or databases:

(d) the records to be kept in relation to each occasion-wher on which a data-
base is accessed:

(e) the safeguards that are to be applied for protecting personal information
that is accessed:

(f)  the requirements relating to storage and disposal of information obtained
by the specified agency from the database:

(g) the requirements for reviewing the agreement.
In this section,—
access, in relation to a database, includes remote access to the database

APP information, chief executive of a specified agency, specified agency,
and person of interest have the meanings given to them—+s_by section
303A(5)

APP information database means the database of APP information

database means any information recording system or facility used by the De-
partment to store or process information.

Requirements for agreements entered into under section 303, 303A, or
303B

This section applies to an agreement entered into under section 303, 303A, or
303B.
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An agreement—

(2)

(b)

(c)

(d)

(e)

®

(2
(h)

(1)
W)

(k)

Making

must not be made until the chief executive of the Department has consul-
ted the Privacy Commissioner:

must be made between the chief executive of the Department and the
chief executive of the specified agency:

must be in writing:
Contents

must state the criteria for the disclosure under it of information by the
Department to the specified agency:

must state the use that the specified agency may make of the information
disclosed to it:

must—

(1)  state that the specified agency must not disclose the information
disclosed to it to any other agencies, bodies, or persons; or

(i1)  state the other agencies, bodies, or persons to which the specified
agency may disclose information disclosed to it, the extent to
which the specified agency may disclose the information, and the
conditions subject to which the specified agency may disclose the
information:

may state the form in which the information may be disclosed:
may state the method by which the information may be disclosed:
Varying

may be varied:

must not be varied until the chief executive of the Department has con-
sulted the Privacy Commissioner:

Reviews and reports

must, if the Privacy Commissioner requires, provide that it, and the ar-
rangements for disclosure under it, be the subject of reviews and reports
to the Privacy Commissioner by the chief executive of the specified
agency at intervals of no less than 12 months.

Section 349 amended (Offences relating to carriers, and persons in charge,
of craft)

Replace section 349(1)(b) with:

(b)

allows a person to travel to, or from, New Zealand before a decision has
been made by the chief executive under section 97(1) or 97A(1); or

After section 349(1)(c), insert:
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(ca) having been notified under section 97A(3) of a decision made by the
chief executive under section 97A(1)(b) or (c), fails without reason-
able excuse to ensure that the person to whom the decision relates com-
plies with it; or

Section 366 amended (Evidence in proceedings: certificates in relation to
persons)
After section 366(2)(22), insert:

(22A) the person did or did not travel from New Zealand before a decision
was made by the chief executive under section 97A(1); or

After section 366(2)(23), insert:

(23A) the person travelled from New Zealand contrary to a decision made by
the chief executive under section 97A(1)(b) or (c); or

Section 402 amended (Regulations relating to procedures and
requirements in relation to arrivals in and departures from New Zealand)

In section 402(a), after “travelling to”, insert “or from”.
Amendments to Land Transport Act 1998

Amendments to Land Transport Act 1998
Sections 231 and 232 amend the Land Transport Act 1998.

Section 24A replaced (Authorised persons may request driver licences for
certain persons)

Replace section 24A(1)(b) with:

(b)  the Director-General of an intelligence and security agency, for the pur-
pose of protecting the identity of a person who is, has been, or will be an
employee:

Replace section 24A(4)(b) with:

(b)  the Director-General of an intelligence and security agency, in relation to
new identity information created as the result of a request under sub-
section (1)(b); or

In section 24A(5), repeal the definitions of Director of Security, employee,

and officer.

In section 24A(5), insert in their appropriate alphabetical order:

Director-General of an intelligence and security agency has the meaning
given to it by section 4 of the-New-Zealand Intelligence and Security
Act 2016

employee, in relation to an intelligence and security agency, has the meaning
given to it by section 25 of the-New-Zealand Intelligence and Security
Act 2016
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232

)

(1A)

233

234

235

236

237

238
(1)

intelligence and security agency has the meaning given to it by section 4 of
the-New-Zealand Intelligence and Security Act 2016

Section 200 amended (Restrictions on access to photographic images of
driver licence holders)

Replace subsection (1) with:

No person other than a person acting in the course of the person’s official
duties as an employee of the Agency may access or use any photographic
image stored under section 28(5).

Subsection (1) is subject to—
(a) subsections (2) and (2A):

(b) section 117 of the-New-Zealand Intelligence and Security Act
2016.

Amendments to Passports Act 1992

Amendments to Passports Act 1992
Sections 234 to 260 amend the Passports Act 1992.

Section 2 amended (Interpretation)
In section 2, insert in their appropriate alphabetical order:

Chief Commissioner of Intelligence Warrants means the Chief Commis-
sioner of Intelligence Warrants appointed under section 92 of the-New-Zea-
tend Intelligence and Security Act 2016

Commissioner of Intelligence Warrants means a Commissioner of Intelli-
gence Warrants appointed under section 92 of the-New—Zealand Intelli-
gence and Security Act 2016

Section 4 amended (Issue of passport)
In section 4(1), replace “4A” with “27GA”.

Section 4A repealed (Refusal to issue passport on grounds of national
security)

Repeal section 4A.

Section 8A repealed (Cancellation of passport on grounds of national
security)

Repeal section 8A.

Section 9 amended (Cancellation of passport on other grounds)
After section 9(1), insert:

(1AA) The Minister may, under section 27GA, recall a New Zealand passport, and
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In section 9(2), replace “this section” with “subsection (1) or (1A)”.

Section 11 amended (Delivery of recalled passport)

In section 11(1), after “sections 8§ to 10”, insert “or section 27GA”.

Section 11A amended (Warnings on New Zealand travel document
database)

In section 11A(a), replace “and 27F” with “27F, and 27GA”.

Section 20 amended (Cancellation of certificate of identity)
After section 20(1), insert:

(1AA) The Minister may, under section 27GA, recall any certificate of identity

242

243

244

245

issued to any person by or on behalf of the Government of New Zealand, and
cancel it or retain possession of it.

Section 20A repealed (Cancellation of certificate of identity on grounds of
national security)

Repeal section 20A.

Section 22 amended (Delivery of recalled certificate of identity)

In section 22(1), replace “section 20 or section 20A or section 21” with “sec-
tion 20, 21, or 27GA”.

Section 23 amended (Issue of emergency travel document)
Replace section 23(3)(a) with:

(a)  the person has under section 27GA been refused a passport, or under
that section has had his or her passport or emergency travel document
cancelled; and

Section 25 amended (Cancellation of emergency travel document)
After section 25(1), insert:

(1AA) The Minister may, under section 27GA, recall an emergency travel docu-

246

247

ment, and cancel it or retain possession of it.

Section 25A repealed (Cancellation of emergency travel document on
grounds of national security)

Repeal section 25A.

Section 27 amended (Delivery of recalled emergency travel document)

In section 27(1), replace “section 25 or section 25A or section 26” with “sec-
tion 25, 26, or 27GA”.
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248 Section 27A amended (Issue of refugee travel document)
In section 27A(1), replace “section 27B” with “section 27GA”.

249 Section 27B repealed (Refusal to issue refugee travel document on grounds
of national security)

Repeal section 27B.

250 Section 27D amended (Cancellation of refugee travel document)
After section 27D(1), insert:

(1AA) The Minister may, under section 27GA, recall a New Zealand refugee travel
document, and cancel it or retain possession of it.

251 Section 27E repealed (Cancellation of refugee travel document on grounds
of national security)

Repeal section 27E.

252 Section 27G amended (Delivery of recalled refugee travel document)

In section 27G(1), replace “section 27D or section 27E or section 27F” with
“section 27D, 27F, or 27GA”.

253 New sections 27GA to 27GF and cross-heading inserted
After section 27G, insert:

National and international security

27GA Refusal to issue, or cancellation or retention of, New Zealand travel
document on grounds of national or international security

(1)  The Minister may decide to take any action specified in subsection (3) in re-
lation to a person if the Minister has reasonable cause to believe—

(a)  the person is a danger to the security of New Zealand because the person
intends to engage in, or facilitate,—

(i)  a terrorist act within the meaning of section 5 of the Terrorism
Suppression Act 2002; or

(i1)  the proliferation of weapons of mass destruction; or

(iii)) any other unlawful activity designed or likely to cause serious
economic damage to New Zealand, carried out for the purpose of
commercial or economic gain; and

(b) the taking of that action will prevent or effectively impede the ability of
the person to do any of the activities specified in paragraph (a); and

(c) the danger to the security of New Zealand cannot be effectively averted
other than by taking an action specified in subsection (3).
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The Minister may also decide to take any action specified in subsection (3)
in relation to a person if the Minister has reasonable cause to believe—

(a)

(b)

(c)

the person is a danger to the security of a country other than New Zea-
land because the person intends to engage in, or facilitate,—

(i)  a terrorist act within the meaning of section 5 of the Terrorism
Suppression Act 2002; or

(i1)  the proliferation of weapons of mass destruction; and

the taking of that action will prevent or effectively impede the ability of
the person to do either of the activities specified in paragraph (a); and

the danger to the security of that country cannot be effectively averted
other than by taking an action specified in subsection (3).

In any case to which subsection (1) or (2) applies, the Minister may—

(a)
(b)

(c)

(d)

(e)
®

refuse to issue a New Zealand passport to the person:
recall the person’s New Zealand passport, and—

(i)  cancel it; or

(i1)  retain possession of it:

recall the person’s certificate of identity issued by or on behalf of the
New Zealand Government, and—

(i)  cancel it; or
(i1)  retain possession of it:

recall the person’s emergency travel document (not being a journey-spe-
cific emergency travel document issued under section 23(3)), and—

(i)  cancel it; or

(i1)  retain possession of it:

refuse to issue a New Zealand refugee travel document to the person:
recall the person’s New Zealand refugee travel document, and—

(i)  cancel it; or

(1)  retain possession of it.

The Minister may take any of the actions specified in subsection (3)(a) to
(e) whether or not the person is in New Zealand.

The Minister may take the action specified in subsection (3)(f) only if the
person is in New Zealand.

Compare: 1992 No 92 Schedule 2 cls 1(1)—(3), 2(1)-(3), 3(1)—(3), 4(1)—(3), 5(1)—(3), 6(1), (2), (9)
(pre-1 April 2017)
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27GB Chief Commissioner of Intelligence Warrants to be notified of action
taken under section 27GA

(1)  If the Minister takes an action specified in section 27GA(3) in relation to a
person, the Minister must notify the Chief Commissioner of Intelligence War-
rants of—

(a) the action that has been taken; and
(b)  the reasons for the taking of that action.

(2)  The Minister must arrange for all documents that he or she considered when
deciding to take the action to be referred to the Chief Commissioner of Intelli-
gence Warrants.

27GC Person to be notified of action taken under section 27GA

(1)  If the Minister takes an action specified in section 27GA(3) in relation to a
person, the Minister must, as soon as practicable, notify the person of—

(a)  the action that has been taken; and
(b) the date on which the decision to take that action was made; and
(c) the reasons for making that decision; and

(d)  the period during which the person is not entitled to obtain a New Zea-
land travel document.

(2) However, the Minister may defer notifying the person of the matters specified
in subsection (1) for a period not exceeding 30 days after taking the action if
the Minister is satisfied that giving notice sooner may prejudice an ongoing in-
vestigation or put the security or safety of any person at risk.

(3) Notice under this section is to be treated as given if the Minister has taken all
practicable steps to provide it.

Compare: 1992 No 92 Schedule 2 cls 1(4)(a), (5), 2(4)(a), (5), 3(4)(a), (5), 4(4)(a), (5), 5(4)(a), (5),
6(4)(a), (5) (pre-1 April 2017)

27GD Person not entitled to obtain New Zealand travel document if action
taken under section 27GA

(1) If the Minister takes an action specified in section 27GA(3) in relation to a
person, the person is not entitled to obtain a New Zealand travel document dur-
ing the 12-month period (the disqualification period) starting with the date on
which the decision to take the action was made, unless that decision is—

(a) revoked by the Minister; or
(b)  setaside by a court.

(2) Despite subsection (1), the Minister may decide to specify a longer disquali-
fication period in the notice given under section 27GC(1), not exceeding
36 months, if the Minister is satisfied that the person would continue to pose a
danger to the security of New Zealand or any other country for longer than 12
months.
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“)

)

If the disqualification period exceeds 12 months,—

(a) the person may, within 30 days after the date on which the notice was
given under section 27GC(1), make a written submission to the Minis-
ter about the length of the disqualification period and, if a submission is
made, the Minister must review the length of the disqualification period,
having regard to the person’s submission; and

(b)  the Minister must, every 12 months after the date on which the notice
was given under section 27GC(1) (unless the disqualification period
has sooner expired), review the decision made under subsection (2)
by—
(i)  inviting the person to make a written submission to the Minister
about the decision; and

(i1))  determining whether the decision should be revoked or amended
having regard to the person’s submission (if any).

The Minister may, at any time before the expiry of the disqualification period,
apply to the High Court for an order to extend the disqualification period for a
further period not exceeding 12 months.

The High Court must make the order applied for under subsection (4) if
satisfied that—

(a) the information presented in support of the application is credible, hav-
ing regard to its source, or sources; and

b the information reasonably supports a finding that there continue to be
y supp g
grounds for the Minister to make a decision under section 27GA(1) or
(2) in relation to the person who is subject to the disqualification period.

Compare: 1992 No 92 Schedule 2 cls 1(4)(b), (6)~(9), 2(4)(b), (6)~(9), 3(4)(b), (6)~(9), 4(4)(b), (6)—
(9), 5(4)(b), (6)—(9), 6(3)(b), (5)~(8) (pre-1 April 2017)

27GE Temporary suspension of New Zealand travel documents pending

)

2

3)

decision under section 27GA

The Minister may suspend a person’s New Zealand travel document for a
period not exceeding 10 working days if the Minister—

(a) is investigating or considering whether to take an action under section
27GA; and

(b) 1is satisfied that the person is likely to travel overseas before a decision
under that section is made.

The Minister may mark the electronic record of a New Zealand travel docu-
ment on a New Zealand travel document database with a warning to indicate
that the New Zealand travel document has been suspended.

If it subsequently becomes apparent that the grounds for taking an action under
section 27GA cannot be established,—

(a)  the suspension lapses; and
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(b)  the Minister must remove the warning (if any) marked on the electronic
record of the New Zealand travel document under subsection (2).

Compare: 1992 No 92 Schedule 2 cl 7 (pre-1 April 2017)

27GF Review of Minister’s decision under section 27GA

)

2

3)

“)

254

)

2

164

If the Chief Commissioner of Intelligence Warrants receives notice under sec-
tion 27GB that the Minister has taken an action under section 27GA, the
Chief Commissioner of Intelligence Warrants must arrange for a Commissioner
of Intelligence Warrants to conduct a review of the Minister’s decision to take
that action.

A Commissioner of Intelligence Warrants must review the Minister’s decision

by—

(a) assessing the documents referred by the Minister under section
27GB(2); and

(b)  considering whether the documents reasonably support the decision.

If the Commissioner of Intelligence Warrants considers that the documents do
not reasonably support the Minister’s decision, the Commissioner of Intelli-
gence Warrants must prepare a report of the review—

(a) recommending that the Minister reconsider his or her decision; and

(b) stating the reasons for that recommendation.

The Minister must, after receiving a report under subsection (3),—

(a)  reconsider his or her decision and either confirm, vary, or revoke it; and

(b)  notify the person in respect of whom the action under section 27GA
was taken of—

(i)  the recommendation of the Commissioner of Intelligence War-
rants and the reasons for it; and

(i)  the outcome of the Minister’s reconsideration of his or her deci-
sion.

Section 271 amended (Electronic cancellation of New Zealand travel
documents)

Replace section 27I(1) and (2) with:

The Minister may cancel a New Zealand travel document under any of sections
8,9, 9A, 20, 25, 27D, 27GA, and 27H by electronically recording the cancella-
tion of that travel document on a New Zealand travel document database.

Despite any provision in any of sections 8, 9, 9A, 20, 25, 27D, and 27GA, the
Minister need not recall a New Zealand travel document, under the relevant
section, nor have possession of the document, before cancelling it in accord-
ance with subsection (1).
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255 Section 28 amended (Appeal to High Court)

In section 28(5A), replace “on grounds of national security” with “under sec-
tion 27GA”.

256 Section 29 amended (Appeal to Court of Appeal in certain cases)
(1)  Replace section 29(1A) with:

(1A) Any party who is dissatisfied with a decision of the High Court under section
27GD(5) to extend the period for which a person is not entitled to obtain a
New Zealand travel document may, with the leave of the court, or, if the court
refuses leave, with the leave of the Court of Appeal, appeal to the Court of Ap-
peal.

(2)  Replace section 29(3A) with:
(3A) This section is subject to sections 29AA to 29AC in the case of an appeal relat-
ing to—

(a) adecision of the Minister under section 27GA to refuse to issue a New
Zealand travel document, or to cancel or retain a New Zealand travel
document; or

(b) a decision of the High Court under section 27GD(5) to extend the
period-fe+ during which a person is not entitled to obtain a New Zealand
travel document.

257 Cross-heading above section 29AA replaced
Replace the cross-heading above section 29AA with:

Special provision for proceedings where national or international security
involved

258 Section 29AA amended (Proceedings where national security involved)

(1)  Replace the heading to section 29AA with “Proceedings where national or
international security involved”.

(2)  Replace section 29AA(1) and (2) with:
(1)  This section applies to the following proceedings:

(a) an application to the High Court by the Minister under section
27GD(4) for an order extending the period during which a person is not
entitled to obtain a New Zealand travel document, and any appeal under
section 29(1A) against such an order:

(b) an appeal under section 28 or 29 relating to a decision of the Minister
under section 27GA to refuse to issue a New Zealand passport or refu-
gee travel document, or to cancel or retain a New Zealand travel docu-
ment:
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(c) an appeal under section 28 or 29 relating to a decision of the Minister to
refuse to issue a certificate of identity under section 16 or an emergency
travel document under section 23, where the Minister certifies that he or
she had reasonable cause to believe—

(M)

(i)

(iii)

the person concerned was a danger to the security of New Zealand
or another country because the person intended to engage in, or
facilitate, an activity of a kind described in section 27GA(1)(a)
or (2)(a); and

the refusal to issue the certificate of identity or emergency travel
document concerned would prevent or effectively impede the abil-
ity of the person to carry out that intended activity; and

the danger to the security of New Zealand or the other country
could not be effectively averted by other means:

(d) an application for judicial review of a decision made by the Minister
under section 27GA or 27GD.

In hearing an appeal to which this section applies, the court must determine

whether—

(a)  the information that led to the decision is credible, having regard to its
source or sources; and

(b)  the information reasonably supports a finding that—

(1)

(i)

(iii)

the person concerned is a danger to the security of New Zealand
or another country because the person intends to engage in, or fa-
cilitate, an activity of a kind described in section 27GA(1)(a) or
(2)(a); and

the refusal to issue the New Zealand travel document concerned,
or to cancel or retain the New Zealand travel document, will pre-
vent or effectively impede the ability of the person to carry out
that intended activity; and

the danger to the security of New Zealand or the other country
cannot be effectively averted by other means.

Replace section 29AA(5)(a) with:

(a)  relevant to whether there are or may be grounds for believing that—

(1)

(i)

the person concerned is a danger to the security of New Zealand
or another country because the person intends to engage in, or fa-
cilitate, an activity of a kind described in section 27GA(1)(a) or
(2)(a); or

the refusal to issue the New Zealand travel document concerned,
or to cancel or retain the New Zealand travel document, will pre-
vent or effectively impede the ability of the person to carry out the
intended activity; or
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(iii)) the danger to the security of New Zealand or the other country
cannot be effectively averted by other means.

Section 29AB amended (Proceedings involving classified security
information)

After section 29AB(4), insert:

If at any time a decision is made to withdraw any classified security informa-
tion,—

(a) the classified security information—

(i)  must be kept confidential and must not be disclosed by the court;
and

(i1)  must be returned to the relevant agency; and

(b)  the court must continue to make the decision or determine the proceed-
ings—
(i)  without regard to that classified security information; and

(i1))  in the case of an appeal or a review of proceedings, as if that in-
formation had not been available in making the decision subject to
the appeal or review.

Compare: 1992 No 92 Schedule 2 cl 8(2) (pre-1 April 2017)

New section 37B inserted (Crown liability)
After section 37A, insert:

Crown liability

This section applies to any decision made under section 27GA, 27GD, or
27GE.

The Crown is not liable to any person for any loss or damage as a result of, or
in connection with, a decision referred to in subsection (1) unless the person
or persons taking those actions, or any employee of the Crown performing any
function directly or indirectly connected with those actions, has not acted in
good faith or has been grossly negligent.

Compare: 1992 No 92 Schedule 2 ¢l 9 (pre-1 April 2017)

Section 46 repealed (Transitional provision)

Repeal section 46.
Amendments to Privacy Act 1993

Amendments to Privacy Act 1993
Sections-263-and-264_262A to 264B amend the Privacy Act 1993.
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262A Section 2 amended (Interpretation)
(1)  Insection 2(1), replace the definition of intelligence organisation with:
intelligence and security agency means—

(a) the New Zealand Security Intelligence Service:
(b)  the Government Communications Security Bureau

(2) Insection 2(1). definition of organisation, replace paragraph (b)(ii) with:
(ii) an intelligence and security agency

263 Section 6 amended (Information privacy principles)

In section 6. principle 10. insert as subclause (2):

(€]

(2) In addition to subclause (1). an intelligence and security agency that holds
personal information that was obtained in connection with one purpose may
use the information for any other purpose (a secondary purpose) if the agency
believes on reasonable grounds that the use of the information for the secon-
dary purpose is necessary to enable the agency to perform any of its statutory
functions.

(2) Insection 6, principle 11, after paragraph (f), insert:

(fa) that the disclosure of the information is necessary to enable an intelli-
gence-eregantsattonr_and security agency to perform any of its statutory

functions; or
264 Section 57 replaced (Intelligence organisations)

Replace section 57 with:

57  Exemption for intelligence-erganisations_and security agencies

Information privacy principles 2, 3, and 4(b) do not apply to information col-
lected by an intelligence-ergantsatrer and security agency.

264A Cross-heading above section 81 amended

In the cross-heading above section 81. replace
with “intellicence and security agencies”.

264B Section 81 replaced (Special procedure relating to intelligence
organisations)

Replace section 81 with:

[3

‘intelligence organisations”
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Special procedure relating to intelligence and security agencies
Nothing in sections 76, 77, and 82 to 89 applies to—

(a) any complaint made under this Part in relation to an action of an intelli-
gence and security agency; or

(b) any investigation conducted under this Part in relation to an action of an
intelligence and security agency.

If, after completing an investigation, the Commissioner is of the opinion that an

action of an intelligence and security agency is an interference with the privacy
of an individual, the Commissioner must provide to the intelligence and secur-

ity agency a report setting out—

(a)  his or her opinion; and

(b)  the reasons for that opinion.

A report provided under subsection (2) may include any recommendations
the Commissioner considers appropriate.

When making a report under subsection (2). the Commissioner may request
the intelligence and security agency to notify him or her within a specified time
of any steps the agency proposes to take in response to the report and to any
recommendations included in the report.

If. within a reasonable time after any report is made, no steps are taken by the
intelligence and security agency in response to the report that seem to be ad-

equate and appropriate, the Commissioner may send a copy of the report to the
Prime Minister.

As soon as practicable after receiving a report under subsection (5). the
Prime Minister may present the report, or any part of the report, to the House
of Representatives.

Amendments to Protected Disclosures Act 2000

Amendments to Protected Disclosures Act 2000
Sections 266 and 267 amend the Protected Disclosures Act 2000.

Section 3 amended (Interpretation)

In section 3(1), insert in its appropriate alphabetical order:

classified information has the meaning given to it by section 78AA of the
Crimes Act 1961

Sections 12 and 13 replaced

Replace sections 12 and 13 with:
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Special rules on procedures of organisations relating to intelligence and
security matters

This section applies to—

(a)
(b)

an intelligence and security agency; and
any other organisation in the public sector that holds or has access to—
(i)  classified information; or

(i) information relating to the activities of an intelligence and secur-
ity agency.

An organisation to which this section applies must have internal procedures

that—
(a)

(b)

(c)

(d)

provide that the persons to whom a disclosure of information described
in subsection (1)(b) may be made must be persons holding an appro-
priate security clearance and be authorised to have access to the informa-
tion; and

state that the only appropriate authority to whom information described
in subsection (1)(b) may be disclosed is the Inspector-General of In-
telligence and Security; and

invite any employee who has disclosed, or is considering the disclosure
of, information described in subsection (1)(b) under this Act to seek
information and guidance from the Inspector-General of Intelligence and
Security, and not from an Ombudsman; and

state that no disclosure of information described in subsection (1)(b)
may be made to an Ombudsman or to a Minister of the Crown other
than—

(i)  the Minister responsible for an intelligence and security agency;
or

(i1))  the Prime Minister.

Special rules on procedures of certain organisations relating to
international relations

This section applies to the internal procedures of the following agencies to the

extent

that those procedures relate to the disclosure of information (other than

classified information) concerning the international relations of the Govern-
ment of New Zealand:

(2)
(b)
(c)
(d)

the Department of the Prime Minister and Cabinet; and
the Ministry of Foreign Affairs and Trade; and
the Ministry of Defence; and

the New Zealand Defence Force.

The internal procedures must—
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269

270

271
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2
3)

(a) state that the only appropriate authority to whom information may be
disclosed is an Ombudsman; and

(b) invite any employee who has disclosed, or is considering the disclosure
of, information under this Act to seek information and guidance from an
Ombudsman; and

(c) state that no disclosure may be made to a Minister of the Crown other
than—

(1)  the Prime Minister; or

(i1))  the Minister responsible for foreign affairs and trade.
Amendments to Public Finance Act 1989

Amendments to Public Finance Act 1989
Sections 269 to 271 amend the Public Finance Act 1989.

Section 2 amended (Interpretation)

In section 2(1), definition of department, repeal paragraph (a)(iv).

Section 15A amended (Main Appropriation Bill: supporting information
relating to appropriations)

In section 15A(4)(a), replace “subsection (2)(a) and (c) do” with “subsection
(2)(c) does”.

Section 45E amended (Application of this Part to intelligence and security
departments)

Replace section 45E(1)(a) with:

(a)  section 40 must be read as if the discretion conferred on the Minister by
section 40(2)(d)(ii) were only able to be exercised with the agreement of
the responsible Minister; and

Repeal section 45E(1)(b).
Replace section 45E(1)(c) with:

(c) section 179 of the-New-Zealand Intelligence and Security Act
2016 is substituted for sections 43 and 44.

Amendment to Remuneration Authority Act 1977

271A Amendment to Remuneration Authority Act 1977

Section 271B amends the Remuneration Authority Act 1977.

271B Schedule 4 amended

In Schedule 4, insert in their appropriate alphabetical order:
The Commissioners of Intelligence Warrants
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278

279
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The Inspector-General of Intelligence and Security and the Deputy Inspector-

General of Intelligence and Security

Amendments to Search and Surveillance Act 2012

Amendments to Search and Surveillance Act 2012
Sections 273 and 274 amend the Search and Surveillance Act 2012.

Subpart 8 heading in Part 2 amended

In Part 2, in the subpart 8 heading, after “78”, insert “or 78AA”.

Section 25 amended (Warrantless searches if offence against section 78 of
Crimes Act 1961 suspected)

In the heading to section 25, after “78”, insert “or 78AA”.

In section 25(2)(a), after “section 78”, insert “or 78AA”.

Amendments to State Sector Act 1988

Amendments to State Sector Act 1988
Sections 276 and 277 amend the State Sector Act 1988.

Section 44 amended (Special provisions in relation to certain chief
executives)

Replace section 44(1) with:

Nothing in sections 35, 36, 38, 39, and 43 applies in respect of the State Ser-

vices Commissioner.
Replace section 44(2) with:
For the purposes of this Act,—

(a) the Solicitor-General is the chief executive of the Crown Law Office:

(b) the State Services Commissioner is the chief executive of the State Ser-

vices Commission.

Schedule 1 amended

In Schedule 1, insert in its appropriate alphabetical order:
New Zealand Security Intelligence Service

Amendment to Tax Administration Act 1994

Amendment to Tax Administration Act 1994
Section 279 amends the Tax Administration Act 1994.

Section 81 amended (Officers to maintain secrecy)
After section 81(4)(s), insert:
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(sa) allowing the Director-General of an intelligence and security agency (as
defined in section 4 of the-New-Zealand Intelligence and Secur-
ity Act 2016), or an employee of that intelligence and security agency
authorised by the Director-General for that purpose, access to informa-
tion specified in a permission given under section 113 or 114 of the
New-Zealand Intelligence and Security Act 2016:

Consequential amendments

Consequential amendments

The enactments specified in Schedule 4 are amended in the manner indicated
in that schedule.
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Schedule 1
Transitional, savings, and related provisions

s7

Part 1
Provisions relating to this Act as enacted

Interpretation

In this Part, commencement date means the date on which this Part comes
into force.

Appointment of Director-General of Government Communications
Security Bureau

The person who immediately before the commencement date held office as the
Director of the Government Communications Security Bureau under the Gov-
ernment Communications Security Bureau Act 2003 continues in that office on
and after the commencement date in accordance with subsection (2).

Unless the person resigns or is removed from office or dies, he or she continues
to hold office during the period while his or her term of office is unexpired
until—

(a)  the end of the day that is 6 months after the commencement date; or

(b)  the earlier date on which he or she accepts an offer of appointment from,
and agrees to employment arrangements with, the State Services Com-
missioner.

For the purposes of carrying out the functions of the State Services Commis-
sioner under subsection (2)(b), sections 35, 37, and 40(1A) of the State Sec-
tor Act 1988 do not apply.

If the person ceases to hold office under subsection (2)(a), no compensation
is payable for loss of office.

Appointment of Director-General of New Zealand Security Intelligence
Service

The person who immediately before the commencement date held office as the
Director of Security under the New Zealand Security Intelligence Service Act
1969 continues in that office on and after the commencement in accordance
with subsection (2).

Unless the person resigns or is removed from office or dies, he or she continues
to hold office during the period while his or her term of office is unexpired
until—

(a) the end of the day that is 6 months after the commencement date; or
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(b)  the earlier date on which he or she accepts an offer of appointment from,
and agrees to employment arrangements with, the State Services Com-
missioner.

For the purposes of carrying out the functions of the State Services Commis-
sioner under subsection (2)(b), sections 35, 37, and 40(1A) of the State Sec-
tor Act 1988 do not apply.

If the person ceases to hold office under subsection (2)(a), no compensation
is payable for loss of office.

Other appointments continued

The person who, immediately before the commencement date, was appointed
under section 5(1)(a) of the Inspector General of Intelligence and Security Act
1996 as Inspector-General of Intelligence and Security continues to hold that
office for the unexpired term of his or her appointment as if he or she had been
appointed under section 120 of the-New-Zealand Intelligence and Se-
curity Act 2016.

The person who, immediately before the commencement date, was appointed
under section 5(1)(b) of the Inspector General of Intelligence and Security Act
1996 as Deputy Inspector-General of Intelligence and Security continues to
hold that office for the unexpired term of his or her appointment as if he or she
had been appointed under section 127 of the-New-Zealand Intelligence
and Security Act 2016.

A person who, immediately before the commencement date, was appointed
under section 15C of the Inspector-General of Intelligence and Se-
curity Act 1996 as a member of the advisory panel continues to hold that
office for the unexpired term of his or her appointment as if he or she had been
appointed under section 132 of the-New-Zealand Intelligence and Se-
curity Act 2016.

A person continues to hold office under any of subsections (1) to (3) on the
same terms and conditions that applied to that office immediately before the
commencement date, unless or until new terms and conditions are set by the
Remuneration Authority.

Warrants and authorisations

If an application for a warrant or an authorisation has been made under a for-
mer Act before the commencement date and the application is not finally deter-
mined before that date, the provisions of the former Act continue to apply to
the application and to any matter or obligation relating to the application in all
respects as if the former Act had not been repealed.

The provisions of a former Act apply to a continuing warrant or authorisation
and to any matter relating to the warrant or authorisation in all respects as if the
former Act had not been repealed.
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In this section,—
authorisation means—

(a)  an authorisation issued under section 4ID of the New Zealand Security
Intelligence Service Act 1969:

(b) an access authorisation issued under section 15A of the Government
Communications Security Bureau Act 2003

continuing warrant or authorisation means a warrant or_an authorisation
issued under a former Act—

(a)  before the commencement date; or

(b)  on or after the commencement date on an application made before that
date

former Act means,—
(a) the New Zealand Security Intelligence Service Act 1969:
(b)  the Government Communications Security Bureau Act 2003

warrant means a warrant of any kind issued under a former Act.

Reports of inquiries commenced under Inspector-General of Intelligence
and Security Act 1996

Section 147(4) of this Act applies to a report in respect of an inquiry that was
commenced under the provisions of the Inspector-General of Intelligence and
Security Act 1996 if the report is completed after that section-eesre_comes into
force.
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Schedule 2
Databases accessible to intelligence and security agencies
s 103,489

Accessing intelligence
and security agency Information Holder agency
GCSB and NZSIS Birth information Registrar-General

Civil union information

Death information

Marriage information
Name change information

GCSB and NZSIS Citizenship information Secretary for Internal Affairs
GCSB and NZSIS Information collected in Ministry of Business,
connection with the Innovation, and Employment

performance or exercise of a
function, duty, or power under

the Immigration Act 2009
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GCSB and NZSIS Information about border- New Zealand Customs
crossing persons. goods. and Service
craft that has been collected in
connection with the
performance or exercise of a
function, duty, or power under
the Customs and Excise Act

1996

GCSB and NZSIS Financial intelligence New Zealand Police
information

NZSIS Information about people and New Zealand Police

locations identified as posing a
possible physical threat to

GCSB or NZSIS emplovees

Note

In this schedule,—

birth information. civil union information. death information. marriage information,
name change information, and Registrar-General have the meanings given to them by
section 2 of the Births, Deaths, Marriages. and Relationships Registration Act 1995

financial intelligence information means information held by the Commissioner of Police in

the performance of his or her financial intelligence functions specified in sections 142 and
143 of the Anti-Money Laundering and Countering Financing of Terrorism Act 2009

GCSB means the Government Communications Security Bureau
NZSIS means the New Zealand Security Intelligence Service.
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Decisions 187
Representation 187
Officers to assist 187
Administrative provisions
PrivHege 88
Committee members and others protected 188
Part 1

Provisions relating to Commissioners of Intelligence Warrants

Term of office of Commissioners
A person holds office as a Commissioner for a term of 3 years.

A person who holds office as a Commissioner may be reappointed for 1 or
more further terms.

A person who holds office as a Commissioner, unless he or she earlier vacates
office by reason of death, resignation, or removal, continues to hold office,
even if the term for which he or she was appointed has expired, until one of the
following occurs:

(a)  the person is reappointed:
(b)  the person’s successor is appointed.

A person who holds office as a Commissioner may at any time resign by writ-
ten notice to the Governor-General.

A notice of resignation under subclause (4) must state the date on which the
resignation takes effect.

Compare: 1969 No 24 s 5B

Removal from office

A Commissioner may be removed from office by the Governor-General, on ad-
dress from the House of Representatives, for—

(a)  incapacity; or
(b)  bankruptcy; or
(c)  neglect of duty; or

(d)  misconduct.
Compare: 1969 No 24 s 5C
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Remuneration and expenses

A Commissioner must be paid, out of public money and without further appro-

priation than this clause.—

(a) asalary at the rate determined by the Remuneration Authority; and
(b) allowances (if any) determined by the Remuneration Authority.

The rate of salary and the allowances (if any) determined by the Remuneration
Authority must be those applicable to an Acting High Court Judge.

A Commissioner is entitled to receive, in respect of time spent travelling in the
performance of his or her functions, travelling allowances and expenses in ac-
cordance with the Fees and Travelling Allowances Act 1951, and the provi-
sions of that Act apply accordingly as if a Commissioner were a member of a
statutory board and the travelling were in the service of a statutory board.
Compare: 1969 No 24 s 5E

Protection of Commissioners

A Commissioner has all the immunities of a Judge of the High Court.
Compare: 1969 No 24 s 5D

Disclosure of interests

A Commissioner must give written notice to the Prime Minister of all interests,
pecuniary or otherwise, that the Commissioner has or acquires and that could
conflict with the proper performance of his or her functions.

Compare: 1969 No 24 s 5F

Part 2

Provisions relating to Inspector-General and Deputy Inspector-
General

Term of office of Inspector-General and Deputy Inspector-General

A person holds office as the Inspector-General or Deputy Inspector-General for
a term (which must not be more than 5 years) that the Governor-General, on
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the recommendation of the House of Representatives, specifies in the person’s
appointment.

A person holding office as the Inspector-General may be reappointed for 1 fur-
ther term of not more than 3 years.

A person holds office as the Deputy Inspector-General for a term (which must
be not more than 3 years) that the Governor-General, on the recommendation
of the House of Representatives, specifies in the person’s appointment.

A person holding office as the Deputy Inspector-General may be reappointed
for 1 or more further terms.

The person holding office as the Inspector-General or the Deputy Inspector-
General, unless he or she earlier vacates office by reason of death, resignation,
or removal, continues to hold office, even if the term for which he or she was
appointed has expired, until one of the following occurs:

(a)  the person is reappointed:

(b)  the person’s successor is appointed.

The Inspector-General and Deputy Inspector-General may at any time resign
by written notice to the Governor-General.

A notice of resignation under subclause (5) must state the date on which the
resignation takes effect.
Compare: 1996 No 47 s 6

Filling of vacancy

If a vacancy occurs in the office of Inspector-General, the vacancy must be fil-
led by the appointment of a successor in accordance with section 120(2) and
(3).

If a vacancy occurs in the office of the Deputy Inspector-General, the vacancy

must be filled by the appointment of a successor in accordance with section
127(2) and (3).

Subclause (4) applies if—

(a) avacancy specified in subclause (1) or (2) occurs while Parliament is
not in session, or exists at the close of a session; and

(b) the House of Representatives has not recommended an appointment to
fill the vacancy.

When this subclause applies, the vacancy may, at any time before the com-
mencement of the next session of Parliament, be filled by the appointment of a
successor by the Governor-General in Council.
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An appointment made under subclause (4) lapses and the office again be-
comes vacant unless, before the end of the 24th sitting day of the House of
Representatives following the date of the appointment, the House confirms the
appointment.

Compare: 2004 No 38 Schedule 2 cl 2

Removal_or suspension from office

The Inspector-General or Deputy Inspector-General may be removed_or_sus-
pended from office by the Governor-General, on an address from the House of
Representatives for—

(a) incapacity; or

(b)  bankruptcy; or

(c) neglect of duty; or
(d)  misconduct; or

(e) failure to hold the appropriate security clearance.

If the Inspector-General or Deputy Inspector-General is suspended from office
at anv time when Parliament is not in session, the suspension does not continue

in force beyond 2 months after the beginning of the next ensuing session of
Parliament.

Compare: 1996 No 47 s 7

Remuneration and expenses

The Inspector-General and Deputy Inspector-General must be paid, out of pub-
lic money and without further-ewthestty appropriation than this clause,—

(a)  salaries at the rates determined by the Remuneration Authority; and
(b) allowances (if any) determined by the Remuneration Authority.

The Inspector-General and Deputy Inspector-General are entitled to receive
from the funds of the Inspector-General’s office the actual and reasonable costs
for travelling and other expenses that relate to the performance of their func-
tions and duties.

Compare: 1996 No 47 s 8

Disclosure of interests

The Inspector-General and Deputy Inspector-General must each give written
notice to the Prime Minister of all interests, pecuniary or otherwise, that they
have or acquire and that could conflict with the proper performance of their
functions and duties.

Compare: 1997 No 47 s 9
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Staff

The Inspector-General may appoint any employees that the Inspector-General
considers necessary for the efficient performance and exercise of his or her
functions, duties, and powers.

The power conferred by subclause (1) includes the power to appoint
employees on a part-time or temporary basis, or for any period that the
Inspector-General and an employee agree.

An employee is employed on the terms and conditions, and paid the salary and
allowances, that the Inspector-General determines in consultation with the Sec-
retary for Justice.

An employee may not have access to any information in the possession of an
intelligence and security agency except in accordance with the rules governing
access to such information applying within the agency.

Only a person who holds an appropriate security clearance may be appointed as
an employee.

Compare: 1996 No 47 s 10

Inspector-General and others protected

The Inspector-General, the Deputy Inspector-General, and any employee of the
Inspector-General are not personally liable for any act done or omitted to be
done in good faith in the performance or intended performance of the
Inspector-General’s functions or duties.

A member of the advisory panel is not personally liable for any act done or
omitted to be done in good faith in the performance or intended performance of
his or her functions or duties.

Nothing in subclauses (1) and (2) applies in respect of proceedings for—
(a) an offence against section 177; or

(b) an offence against section 78, 78 AA(1), 78A(1), 105, 105A, or 105B of
the Crimes Act 1961; or

(c) an offence of conspiring to commit an offence against any of those sec-
tions of the Crimes Act 1961; or

(d) an offence of attempting to commit an offence against any of those sec-
tions of the Crimes Act 1961.

Compare: 1996 No 47 s 24(1)(a), (2)
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Part 3
Provisions relating to advisory panel

Term of office of members

A person holds office as a member of the advisory panel for a term (which
must not be more than 5 years) that the Governor-General, on the recommenda-
tion of the Prime Minister, specifies in the person’s appointment.

A member may be reappointed for 1 or more further terms.

A member may at any time resign by written notice to the Prime Minister.
Compare: 1996 No 47 s 15C(5)(a)—(c)

Removal from office

A member of the advisory panel may be removed from office by the Prime
Minister for—

(a) incapacity; or

(b)  bankruptcy; or

(c)  neglect of duty; or
(d) misconduct; or

(e) failure to hold the appropriate security clearance.
Compare: 1996 No 47 s 15C(5)(d)

Remuneration and expenses
A member of the advisory panel is entitled—
(a) to receive remuneration not provided for within paragraph (b) for ser-

vices as a member at a rate and of a kind determined by the Minister in
accordance with the fees framework; and

(b) in accordance with the fees framework, to be reimbursed for actual and
reasonable travelling and other expenses incurred in carrying out his or
her office as a member.

For the purposes of subclause (1), fees framework means the framework de-
termined from time to time by the Government for the classification and remu-
neration of statutory and other bodies in which the Crown has an interest.

Compare: 1996 No 47 s 15D

Procedure of advisory panel

The advisory panel may determine its own procedure.
Compare: 1996 No 47 s 15F
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Part 4
Provisions relating to Intelligence and Security Committee

Membership of Committee

Revocation of member’s nomination

The Leader of the Opposition may at any time revoke his or her nomination of
a person as a member of the Committee under section 156(2)(c).

The Prime Minister may at any time revoke his or her nomination of a person
as a member of the Committee under section 156(2)(d).
Compare: 1996 No 46 s 9

Suspension and cessation of membership

A person’s membership of the Committee is suspended if that member is sus-
pended from the service of the House of Representatives.

A person’s membership of the Committee ceases when one of the following oc-
curs:

(a)  the person’s nomination is revoked under clause 18:
(b)  the person ceases to be a member of the House of Representatives:
(c)  Parliament is dissolved or expires.

A nominated member may at any time resign from the Committee by written
notice signed by the member and addressed to the Prime Minister or Leader of
the Opposition, as the case may require.

The office of a member of the Committee becomes vacant if—
(a)  the member’s membership ceases under subclause (2)(a) or (b); or

(b)  the member resigns under subclause (3).
Compare: 1996 No 46 s 10

Procedure for meetings of Committee

Eonvenor-Convener
Meetings of the Committee must be convened by the—Prire—Inister_chair-

person of the Committee.
Compare: 1996 No 46 s 13(1)

Chairperson presides

The chairperson of the Committee must preside at all meetings of the Commit-
tee.

Compare: 1996 No 46 s 13(2)
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Quorum

The chairperson and 3 other members must be present at a meeting of the Com-
mittee.

Compare: 1996 No 46 s 13(3)

Conduct of proceedings

The proceedings of the Committee must, subject to this Act, be conducted in

accordance with the-Stenetre-Orders_rules and practice of the House of Repre-
sentatives.

The Committee must meet in private, unless—
(a) the Committee is performing its function under section 155(1)(c); or
(b)  the Committee by unanimous resolution resolves otherwise.

The Committee may give directions as to who may be present when the Com-
mittee meets in private.

Compare: 1996 No 46 s 12

Decisions

Every question arising at any meeting of the Committee is determined by a ma-
jority of votes of the members who are present and voting on it.

If the only members present at a meeting are the chairperson and 3 other mem-
bers, the chairperson has a deliberative vote and, in the case of an equality of
votes, also has a casting vote.

Compare: 1996 No 46 s 13(4), (5)

Representation

The Leader of the Opposition may appoint the person who acts as his or her
deputy in the House of Representatives to attend a meeting of the Committee in
his or her place.

No other member of the Committee may be represented at any meeting by any
other person.

Subclause (2) is subject to section 160(3).

Compare: 1996 No 46 ss 7A(4), 13(6), (6A)

Officers to assist

The Chief Executive of the Department of the Prime Minister and Cabinet
must, with the concurrence of the Committee, appoint any officers that are re-
quired to assist the Committee in the conduct of its business.

Only a person who has appropriate security clearance may be appointed to as-
sist the Committee.

Compare: 1996 No 46 13(7), (8)
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Administrative provisions

Committee members and others protected

This clause applies to every member of the Committee and to any person ap-
pointed under clause 26(1) to assist the Committee.

A person to whom this clause applies is not personally liable for any act done
or omitted to be done in good faith in the performance or intended performance
of the Committee’s functions.

A person to whom this clause applies is not required to give evidence in any
court, or in any proceedings of a judicial nature, in respect of anything coming
to his or her knowledge in the performance of the Committee’s functions.
Nothing in this clause applies in respect of proceedings for an offence against
section 177.

Compare: 1996 No 46 s 15
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Schedule 4
Consequential amendments

s 280

Part 1
Amendments to Acts

Anti-Money Laundering and Countering Financing of Terrorism Act 2009 (2009
No 35)

In section 5, definition of government agency, replace paragraph (c) with:

(c) the Reserve Bank, the Parliamentary Counsel Office, and the New Zea-
land Police; or

In section 5, definition of law enforcement purposes, replace paragraph (g) with:

(g) the performance by the New Zealand Security Intelligence Service or the
Government Communications Security Bureau of its function under
section 13 or 14 of the Intelligence and Security Act 2016:

In section 5, repeal the definition of security.
Repeal section 18(2)(e).
Replace section 140(2)(h) with:

(h) Parts 1 to 7 of the-New-Zealand Intelligence and Security Act
2016:

Children’s Commissioner Act 2003 (2003 No 121)

In section 27(4)(a), (b), and (c), replace “section 78 or section 78A(1) or section 105
or section 105A or section 105B” with “section 78, 78AA(1), 78A(1), 105, 105A, or
105B”.

Civil Aviation Act 1990 (1990 No 98)

In section 77F(4)(a), replace “section 4(1)(bb) of the New Zealand Security Intelli-
gence Service Act 1969” with “section 14 of the-New-Zealand Intelligence
and Security Act 2016”.

In section 77G(1), delete “under section 4(1)(bb) of the New Zealand Security Intelli-
gence Service Act 1969”.
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Civil Aviation Act 1990 (1990 No 98)—continued

In section 77G(1), replace “sections 11 and 16 of the Inspector-General of Intelli-
gence and Security Act 1996” with “sections 121(1)(e) and 134 of the-New
Zealand Intelligence and Security Act 2016”.

Replace section 77G(5) with:
(5) In this section,—

Inspector-General of Intelligence and Security means the person holding
office under section 120 of the-New-Zealand Intelligence and Security
Act 2016

New Zealand person means any person, who is—
(a) aNew Zealand citizen; or

(b)  aperson ordinarily resident in New Zealand.

Companies Act 1993 (1993 No 105)

In section 366(1B), definition of law enforcement purposes, replace paragraph (g)
with:

(2) the performance by the New Zealand Security Intelligence Service or the
Government Communications Security Bureau of its function under

section 13 or 14 of the Intelligence and Security Act 2016:

Crimes Act 1961 (1961 No 43)

Replace section 216B(2)(b) with:

(b)  does so pursuant to, and in accordance with the terms of, any authority
conferred on him or her by or under—

(i)  the Search and Surveillance Act 2012; or

(i) Parts 1 to 7 of the-New-Zealand Intelligence and Secur-
ity Act 2016; or

(ii1))  the International Terrorism (Emergency Powers) Act 1987.

In section 216D(2)(a) and (b)(ii), replace “officer” with “employee”.

190

10

15

20

25

30

35



New Zealand Intelligence and Security Bill Schedule 4

Crimes Act 1961 (1961 No 43)—continued
In section 216N(1)(c), delete “officer or”.
After section 216N(1)(c), insert:

(ca) any employee of the Government Communications Security Bureau; and

Criminal Records (Clean Slate) Act 2004 (2004 No 36)
Replace section 19(3)(a)(iii) with:

(iii)) the exercise of the protective security advice and assistance func-
tion of the New Zealand Security Intelligence Service under sec-
tion 14 of the-New-2Zeaiand Intelligence and Security Act
2016; or

(13 3 3 99

13 M X 99
b

Environment Act 1986 (1986 No 127)

In section 22A(3)(a), (b), and (c), replace “section 78 or section 78A(1) or section
105 or section 105A or section 105B” with “section 78, 78AA(1), 78A(1), 105,
105A, or 105B”.

Financial Markets Authority Act 2011 (2011 No 5)
In section 22(3)(a), after “section 78,”, insert “78AA(1),”.

Health and Disability Commissioner Act 1994 (1994 No 88)

In section 65(3)(a) and (b), replace “section 78 or section 78A(1) or section 105 or
section 105A or section 105B” with “section 78, 78AA(1), 78A(1), 105, 105A, or
105B”.

Health and Safety at Work Act 2015 (2015 No 70)

In section 8(2)(a), replace “Director” with “Director-General”.

In section 8(2)(b), replace “Director” with “Director-General”.

In section 8(6), replace “Director of Security or Director of the Bureau” with
“Director-General of Security or the Director-General of the Government Communi-
cations Security Bureau”.
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Health and Safety at Work Act 2015 (2015 No 70)—continued
Replace section 8(7) with:

(7) A worker who is an employee of the Security Intelligence Service or the Gov-
ernment Communications Security Bureau may ask the Inspector-General to
review a declaration made under subsection (2) to determine whether, in mak-
ing the declaration, the Director-General of Security or the Director-General of
the Government Communications Security Bureau (as the case requires) met
the criteria in subsection (6).

In section 8(9), definition of Inspector-General, paragraph (a), replace “section 5 of
the Inspector-General of Intelligence and Security Act 1996 with “section 120 of
the-New-Zeaiand Intelligence and Security Act 2016”.

In section 8(9), definition of Inspector-General, paragraph (b), replace “section 5 of
the Act” with “section 120 of the—New—Zealand Intelligence and Security
Act 2016”.

In section 8(9), replace the definition of Minister with:
Minister,—

(a) in relation to the New Zealand Security Intelligence Service, means the
Minister responsible for the New Zealand Security Intelligence Service:

(b) in relation to the Government Communications Security Bureau, means
the Minister responsible for the Government Communications Security
Bureau

In section 8(9), replace the definition of Security Intelligence Service with:

Security Intelligence Service means the New Zealand Security Intelligence
Service continued by section 9 of the-New-Zealand Intelligence and Se-
curity Act 2016.

In Schedule 4, clause 2, definition of security, intelligence, or law enforcement

€.

agency, paragraph (d), delete “:”.

In Schedule 4, clause 2, definition of security, intelligence, or law enforcement
agency, repeal paragraph (e).

In Schedule 4, clause 2, definition of specified agency, repeal paragraph (c).

Human Rights Act 1993 (1993 No 82)

In section 130(3)(a) and (b), replace “section 78 or section 78 A(1) or section 105 or
section 105A or section 105B” with “section 78, 78 AA(1), 78A(1), 105, 105A, or
105B”.

Immigration Act 2009 (2009 No 51)

In section 4, definition of chief executive, replace paragraph (b) with:

(b) when used in relation to a relevant agency, the chief executive of that
agency (including, where appropriate, the Commissioner of Police, the

192

10

15

20

25

30

35



New Zealand Intelligence and Security Bill Schedule 4

Immigration Act 2009 (2009 No 51)—continued

Chief of Defence Force, and the General Manager of the Aviation Secur-
ity Service)
In section 4, definition of government agency, replace paragraph (b) with:
(b) includes the New Zealand Police

Independent Police Conduct Authority Act 1988 (1988 No 2)

In section 33(2)(a), (b), and (c), replace “section 78 or section 78 A(1) or section 105
or section 105A” with “section 78, 78AA(1), 78A(1), 105, or 105A”.

Judicial Conduct Commissioner and Judicial Conduct Panel Act 2004 (2004

No 38)

In Schedule 2, clause 4(4)(a) and (b), replace “section 78 or section 78A(1) or section
105 or section 105A or section 105B” with “section 78, 78AA(1), 78A(1), 105,
105A, or 105B”.

Limited Partnerships Act 2008 (No 2008 No 1)

In section 79(1B), definition of law enforcement purposes, replace paragraph (g)
with:

(g) the performance by the New Zealand Security Intelligence Service or the
Government Communications Security Bureau of its function under
section 13 or 14 of the Intelligence and Security Act 2016:

Mental Health (Compulsory Assessment and Treatment) Act 1992 (1992 No 46)
After section 123(3)(b), insert:

(ba) the Inspector-General of Intelligence and Security:

New Zealand Business Number Act 2016 (2016 No 16)

In section 5, definition of government agency, repeal paragraph (e).

Ombudsmen Act 1975 (1975 No 9)

In section 17C(1), replace “section 5 of the Inspector-General of Intelligence and Se-
curity Act 1996” with “section 120 of the-New-Zealand Intelligence and Se-
curity Act 2016”.
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Ombudsmen Act 1975 (1975 No 9)—continued

In section 17C(3), replace “the Inspector-General of Intelligence and Security Act
1996 with “Parts 1 to 7 of the-New-Zealand Intelligence and Security Act
2016”.

In section 21C, replace “section 5 of the Inspector-General of Intelligence and Secur-
ity Act 1996” with “section 120 of the-New-Zeaiand Intelligence and Secur-
ity Act 2016”.

In section 26(2)(a), (b), and (c), replace “section 78 or section 78A(1) or section 105
or section 105A or section 105B” with “section 78, 78AA(1), 78A(1), 105, 105A, or
105B”.

Privacy Act 1993 (1993 No 28)

In section 72B(1) and (3), replace “the Inspector-General of Intelligence and Security
Act 1996” with “Parts 1 to 7 of the-New—Zealand Intelligence and Security
Act 2016”.

In section 96(3)(a) and (b), replace “section 78 or section 78A(1) or section 105 or
section 105A or section 105B” with “section 78, 78AA(1), 78A(1), 105, 105A, or
105B”.

In section 117B, delete “under the Inspector-General of the Intelligence and Security
Act 1996”.

Protected Disclosures Act 2000 (2000 No 7)
In section 3(1), replace the definition of intelligence and security agency with:

intelligence and security agency has the meaning given to it by section 4 of
the-New-Zealand Intelligence and Security Act 2016

In section 14, replace “the Inspector-General of Intelligence and Security Act 1996”
with “Parts 1 to 7 of the-New-Zealand Intelligence and Security Act 2016”.

Public Finance Act 1989 (1989 No 44)

In section 39(3), replace “established under the Intelligence and Security Committee
Act 1996” with “continued under section 154 of the-New-Zealand Intelligence
and Security Act 2016”.

In section 65T(2), delete “for that department”.
In section 65W(5), delete “for that department”.

Public Records Act 2005 (2005 No 40)
In section 4, definition of public office, repeal paragraph (c)(x).

Radiocommunications Act 1989 (1989 No 148)
Replace section 133A(2)(c) with:
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Radiocommunications Act 1989 (1989 No 148)—continued

(c) by an employee of an intelligence and security agency for the purpose of
performing the function under section 13 of the-New-Zeeaiansd Intel-
ligence and Security Act 2016; or

Replace section 133A(2)(e)(ii) and (iia) with:

(i) Parts 1 to 7 of the-New—Zealand Intelligence and Secur-
ity Act 2016; or

Replace section 133A(3) with:
(3) In this section, intelligence and security agency means—
(a) the New Zealand Security Intelligence Service:

(b)  the Government Communications Security Bureau.

Remuneration Authority Act 1977 (1977 No 110)

In Schedule 4, repeal the item relating to the Director of the Government Communi-
cations Security Bureau.

In Schedule 4, repeal the item relating to the Director of the New Zealand Security
Intelligence Service.

In Schedule 4, insert in its appropriate alphabetical order:

The Inspector-General of Intelligence and Security and the Deputy Inspector-General
of Intelligence and Security

Search and Surveillance Act 2012 (2012 No 24)
Replace section 47(1)(c) with:

(c) activities carried out under the authority of an intelligence warrant issued
under Parts 1 to 7 of the-New-Zealand Intelligence and Security
Act 2016:

Takeovers Act 1993 (1993 No 107)

In section 33D(2)(c)(i), (i1), and (iii), replace “section 78 or section 78 A(1) or section
105 or section 105A or section 105B” with “section 78, 78AA(1), 78A(1), 105,
105A, or 105B”.

Telecommunications (Interception Capability and Security) Act 2013 (2013 No
91)

In section 3(1), replace the definition of Director with:

Director means the Director-General of the Government Communications Se-
curity Bureau

In section 3(1), replace the definition of interception warrant with:

interception warrant means—
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Telecommunications (Interception Capability and Security) Act 2013 (2013 No
91)—continued

(@) a warrant issued under section 53 of the Search and Surveillance Act
2012:

(b) an intelligence warrant issued under Part 4 of the-New-Zeealand In-
telligence and Security Act 2016

In section 3(1), definition of Minister responsible for the Government Communi-
cations Security Bureau, replace “for the department of State established under the
Government Communications Security Bureau Act 2003” with “of the Government
Communications Security Bureau”.

In section 3(1), replace the definition of other lawful interception authority with:

other lawful interception authority-inelades—an—autherity—to—tntereept—a—pr

(a) means an authorisation issued under Part 4 of the Intelligence and
Security Act 2016 (within the meaning of section 4 of that Act); and

(b) includes an authority to intercept a private communication (whether in
an urgent or emergency situation or otherwise) that is granted or issued

to any member of a surveillance agency under any other enactment
In the heading to section 56, replace “Security” with “Intelligence”.

In section 56(1)(a), replace “Commissioner” with “Chief Commissioner of Intelli-
gence Warrants”.

Replace section 56(1)(b) with:

(b)  on receipt of the notice, the Chief Commissioner of Intelligence War-
rants must arrange for a review to be conducted in accordance with this
section by a Commissioner as soon as practicable.

Replace section 56(8) with:
(8) In this section and section 57,—

Chief Commissioner of Intelligence Warrants has the meaning given to it by
section 4 of the-New-Zealand Intelligence and Security Act 2016

Commissioner means a Commissioner of Intelligence Warrants within the
meaning of section 4 of the-New-Zealand Intelligence and Security
Act 2016.

Terrorism Suppression Act 2002 (2002 No 34)

] da a S ato PP P NP-eT Y. WY ooz

[TRL)
——

In section 4(1), definition of intelligence and security agency, repeal paragraph (c).
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Part 2
Amendments to legislative instruments

Citizenship Regulations 2002 (SR 2002/73)
Replace regulation 15(2)(b) with:

(b) for an intelligence and security agency to perform its functions under
section 13 or 14 of the-New-Zealand Intelligence and Security
Act 2016:

After regulation 15(2), insert:

(3) In this section, intelligence and security agency has the meaning given to it
by section 4 of the-New-Zealand Intelligence and Security Act 2016.

Hazardous Substances and New Organisms (Personnel Qualifications)
Regulations 2001 (SR 2001/122))

Replace regulation 6D(1)(d) with:

(d) the licence holder is the subject of, or is referred to in, advice given to
the Authority by the Director-General of the New Zealand Security In-
telligence Service under section 14 or 91 of the-New—Zealand In-
telligence and Security Act 2016; or

Legislative history

15 August 2016 Introduction (Bill 158-1)
18 August 2016 First reading and referral to Foreign Affairs, Defence and Trade
Committee

Wellington, New Zealand:

Published under the authority of the House of Representatives—2017
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